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Preface

The PaCT 2005 (Parallel Computing Technologies) conference was a four-day
conference held in Krasnoyarsk, September 5-9, 2005. This was the Eighth in-
ternational conference in the PaCT series. The conferences are held in Rus-
sia every odd year. The first conference, PaCT 91, was held in Novosibirsk
(Academgorodok), September 7 — 11, 1991. The next PaCT conferences were
held in Obninsk (near Moscow), August 30 — September 4, 1993, in St. Peters-
burg, September 12-15, 1995, in Yaroslavl, September, 9-12 1997, in Pushkin
(near St. Petersburg) September, 6-10 1999, in Academgorodok (Novosibirsk),
September 3-7, 2001, and in Nizhni Novgorod, September 15-19, 2003. The
PaCT proceedings are published by Springer in the LNCS series.

PaCT 2005 was jointly organized by the Institute of Computational Mathe-
matics and Mathematical Geophysics of the Russian Academy of Sciences (RAS),
the Institute of Computational Modeling also of the RAS and the State Technical
University of Krasnoyarsk.

The purpose of the conference was to bring together scientists working on
theory, architecture, software, hardware and the solution of large-scale problems
in order to provide integrated discussions on Parallel Computing Technologies.

The conference attracted about 100 participants from around the world. Au-
thors from 20 countries submitted 78 papers. Of those submitted, 38 papers were
selected for the conference as regular ones; there was also 1 invited paper. In
addition there were a number of posters presented. All the papers were interna-
tionally reviewed by at least three referees. The demo session was organized for
the participants.

PaCT 2007 is planned to be held in Irlutsk, near lake Baikal, in September
as usual.

Many thanks to our sponsors: the Russian Academy of Sciences, the Russian
Fund for Basic Research, the Russian State Committee of Higher Education,
and IBM, for their financial support. Organizers highly appreciated the help of
the Association Antenne-Provence (France).

June 2005 Victor Malyshkin
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On Evaluating the Performance
of Security Protocols*

Chiara Bodei!, Mikael Buchholtz?, Michele Curti', Pierpaolo Degano',
Flemming Nielson®, Hanne Riis Nielson®, and Corrado Priami?

! Dipartimento di Informatica, Universita di Pisa,
Largo B.Pontecorvo, 3, I-56127 Pisa, Italy
{chiara, curtim, degano}@di.unipi.it

2 Dipartimento di Informatica e Telecomunicazioni,

Universita di Trento, Via Sommarive, I-1438050 Povo (TN), Italy
priami@science.unitn.it
3 Informatics and Mathematical Modelling, Technical University of Denmark,
Richard Petersens Plads bldg 321, DK-2800 Kongens Lyngby, Denmark
{mib, nielson, riis}@imm.dtu.dk

Abstract. We use an enhanced operational semantics to infer quanti-
tative measures on systems describing cryptographic protocols. System
transitions carry enhanced labels. We assign rates to transitions by only
looking at these labels. The rates reflect the distributed architecture run-
ning applications and the use of possibly different crypto-systems. We
then map transition systems to Markov chains and evaluate performance
of systems, using standard tools.

1 Introduction

Cryptographic protocols are used in distributed systems for authentication and
key exchange, and must therefore guarantee security. The mechanisms used are
always the result of a judicious balance between their cost and benefits. Per-
formance costs, in terms of time overhead and resource consumption, must be
carefully evaluated when choosing security mechanisms.

Here, we extend a preliminary idea introduced in [6] for the development of a
single, formal design methodology that supports designers in analysing the per-
formance of protocols, with a semi-mechanizable procedure. We provide a general
framework, where quantitative aspects, symbolically represented by parameters,
can be formally estimated. By changing only these parameters on the architec-
ture and the algorithm chosen, one can compare different implementations of the
same protocol or different protocols. This allows the designer to choose among
different alternatives, based on an evaluation of the trade-off between security
guarantees and their price.

We are mainly interested in evaluating the cost of each cryptographic oper-
ation and of each message exchange. Here, “cost” means any measure of quan-
titative properties such as speed, availability, etc.

* Supported in part by the EU IST-2001-32072 project DEGAS.

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 1-[I5 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 C. Bodei et al.

Usually protocols are described through informal narrations. These narra-
tions include only a list of the messages to be exchanged, leaving it unspecified
which are the actions to be performed in receiving these messages (inputs, de-
cryptions and possible checks on them). This can lead, in general, to an inac-
curate estimation of costs. The above motivates the choice of using the process
algebra LySA [Bl5], a close relative of the 7 [24] and Spi-calculus [1], that de-
tails the protocol narration, in that outputs and the corresponding inputs are
made explicit and similarly for encryptions and the corresponding decryptions.
Also, LYSA is explicit about which keys are fresh and about which checks are to
be performed on the received values. More generally, LYSA provides us with a
unifying framework, in which security protocols can be specified and statically
analysed [35] through Control Flow Analysis. This analysis, fully automatic and
always terminating, is strong enough to report known flaws on a wide range of
protocols, and even to find new ones [4].

Technically, we give LYSA (Sect.[Z) an enhanced semantics, following [14], and
then we associate rates to each transition, in the style of [26]. It suffices to have in-
formation about the activities performed by the components of a system in isola-
tion, and about some features of the network architecture. We then mechanically
derive Markov chains using these rates (Sect.[]). The actual performance evalua-
tion is carried out using standard techniques and tools [33I31132)]. Significantly,
quantitative measures, typically on cryptography, here live together with the
usual qualitative semantics, where instead these aspects are usually abstracted
away. Specifically, there exists a very early prototype, based on m-calculus, on
which it is possible to run LySA, that we used for the case study presented here
(Sect.Hl), along with a standard mathematical tool such as Mathematica. Relative
approaches are EMPA[]] and PEPA[I9], to cite only a few.

In comparing different versions of the same protocol or different protocols,
specified in LYSA, our technique can be suitably integrated with the Control
Flow one, to check security at the same stage.

Our framework can be extended [7] to estimate the cost of security attacks.
The typical capabilities of the Dolev-Yao attacker [I6] go beyond the ones a
legitimate principal has. The needed model includes a set of the possible extra
actions in which the attacker exploits its computational power and its capability
of guessing (see also [10] and [23]). It would be interesting to deal with timing
attacks as well, even though this may considerably complicate our model.

2 LvySA and Its Enhanced Semantics

The LySa calculus [3/5] is based on the 7- [24] and Spi-calculus [I]], but differs
from these essentially in two aspects: (i) the absence of channels: there is only
one global communication medium to which all processes have access; (ii) the
tests associated with input and decryption are naturally expressed using pattern
matching. Below, we assume that the reader is familiar with the basics of process
calculi.
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Syntax. The syntax consists of terms E € £ and processes P € P,

E:=a | € | {Elv"'aEk}Eo

P:=0]|out.P|inP|P | Py| (va)P |decin P| A(y1,..-,Yn)
where we introduced the following abbreviations: e out = (Er1,-+-,Eg), ® in 2
(B1, -+, Efmjqr, -, xk), ® dec 2 decrypt E as {E1, -+, Ej;Tjt1,*, Tk 1B -
Intuitively, the process 0 or nil represents the null inactive process. The operator
| describes parallel composition of processes. The operator (va) acts as a static
declaration for the name a in the process P the restriction prefixes. Restric-
tion is therefore used to create new names such as nonces or keys. The process
(Eq,---,Ey). P sends Fy,---, F on the net and then continues like P. The pro-
cess (En,-- -, Ej; xjy1,- -+, xk). P receives the tuple Ef, - -, E} and continues as
PEji1/xj41,. .., Ex/xi], provided that E; = E! for all¢ € [1, j]. The intuition is
that the matching succeeds when the first j values E! pairwise correspond to the
values F;, and the effect is to bind the remaining k& — j values to the variables
Zjt+1,- -, Zk. Note that, syntactically, a semi-colon separates the components
where matching is performed from those where only binding takes place. The
same simple form of patterns is also used for decryption (see [9] for a more flexible
choice). In fact, the process decrypt E as {E1, -, Ej; Tjt1,- - ,xk}']go in P de-
crypts B = {E1, -, £} } gy with the key Eo. Whenever E; = E] for all i € [0, ],
the process behaves as P[Ej 11/ 41, ..., Ex/xi]. Finally, an agent is a static def-
inition of a parameterised process. Each agent identifier A has a unique defining
equation of the form A(g) = P, where § denotes a tuple y1,...,y, of distinct
names occurring free in P.

Working Example. Consider the following basic Kerberos key agreement protocol
[22] that is part of our case study. We assume that the AES algorithm [12] is
the crypto-system used here.

1.A—S: AB

2.5—-A: {Ba T, La KAB}KA7 {Aa T, La KAB}KB

(Kerberos) 3.A— B :{AT,L,Kaptry,{A T} Kkipn

4. B— A:{T,T}k,p
Intuitively, principal A asks the Key Distribution Center S for a session key to
share with B. S generates the key K ap, a timestamp 7" and lifetime L and pro-
duces an encryption of these components for A and another one for B, including
the identity of the other principal. Both encryptions are sent to A, that can
decrypt the first and forward the second to B, along with another encryption
that A obtains by encoding (A, T) with the new key. B can decrypt the first
encryption so to obtain K4p then B decrypts the second encryption, and uses
Kap to encrypt (T,T) as a replay to A. To simplify, we use {T, T}k ,, rather
than the usual {T'+ 1}k, -

The protocol specification in LySA is in Tab. [[ where the right column
reports a concise explanation of the action on the left, in terms of the number of
the message (called msg, while enc stands for an encrypted term) in the protocol
narration. The whole system is given by the parallel composition (]) of the three
processes A, B, S. Each part of the system performs a certain number of actions
and then restarts.
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Table 1. Specification of Kerberos Protocol

1 Sys = (vKa)(vKB)((A|B)|S) Ka, Kp long-term keys
= ((A,B). A" A sends msg (1)

4 A’ G vie, venc) A" A receives and checks msg (2)
5A" = decrypt Vfne as {B; vr,vr, v}y, in A" A decrypts the enc in msg (2)

6 A" = (05, {A, v oy ). A A sends msg (3)

TA" = (; wi,). A”’" A receives and checks msg (4)

8 A" = decrypt wi,. as {vr,vr; bop in A A decrypts the enc in msg (4)
9B = (; Zines 22ne)- B’ B receives and checks msg (3)
10 B' = decrypt zine as {; 24, 21, 21, 2K } i, in B” B decrypts the 1°* enc in msg (3)
11 B” = decrypt 22, as {za, 21; o, in B"” B decrypts the 2™¢ enc in msg (3)
12 B" = {{zr,21}2x ). B B sends msg (4)
138 = (; yAyyB). S’ S receives and checks msg (1)
14 8" = (vKap)(vT)(vL) K ap fresh session key

5 (({yB, T7 L7 KAB}KA s {yA, T, L7 KAB}KB>~ S) S sends msg (2)

Enhanced Operational Semantics. Here, we give a concrete version of operational
semantics, called enhanced in the style of [I3[14]. Our enhanced semantics for
LySA is a reduction semantics, built on top of the standard reduction semantics
[3], where both processes and transitions are annotated with labels that will be
helpful for computing costs.

Formally, each transition is enriched with an enhanced label 8 which records
both the action corresponding to the transition and its syntactic context. Actu-
ally, the label of a communication transition records the two actions (input and
output) that lead to the transition. To facilitate the definition of our reduction
semantics, for each given process, we annotate each of its sub-processes P with
an encoding of the context in which P occurs. The encoding is a string of tags ¥,
that essentially record the syntactic position of P w.r.t. the parallel composition
nesting. To do this, we exploit the abstract syntax tree of processes, built using
the binary parallel composition as operator. We introduce a tag ||o (||1, resp.) for
the left (for the right, resp.) branch of a parallel composition. Labels are defined
as follows.

Definition 1. Let £ = {||o,||1}. Then, the set of context labels is defined as
L*, i.e. the set of all the string generated by L, ranged over by 9.

We choose to have tags concerned with the parallel structure of processes,
i.e. linked to parallel composition “|”. For our present purpose, this is the only
necessary annotation (for other annotations, see [26/14]).

Technically, labelled processes are inductively obtained in a pre processing
step, by using the function 7. This function (inductively) prefixes actions with
context labels: 7 unwinds the syntactic structure of processes, until reaching
a 0 or a constant. Given a process P, this transformation operates in linear
time with the number of prefixes. Note that this pre-processing step can be
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completely mechanized. An auxiliary function o> is needed to distribute context
labels on processes.

Definition 2. Let LP be the set of Labelled Processes, ranged over by
T,T Ty, Ty. The functions T : P — LP andr> L* x LP — LP, written as
9>T, are defined by induction in the box below:

- 7(0) =0 —950=0
T(u.P)=pT(P), pe{out,in} —I9>uT)=90u(I>T), uc€ {out,in}
T(P0|P1) = [>T (Po) | [W>T(F) = 9> (To | Th) = (9> To) | (9> T1)
— T((va)P) = (va)T (P) — 9> (va)T = (va) 9> T
— T(A(1,.-,yn)) = A1,y yn)  — IV Ay, ..., yn) =99 A(y1,. .., Yn)
— T (decin P) = decin T(P) — 9> dec in T =99 decin (9>T)
The following example illustrates how 7 works on the process Sys; = ((A4 |

B) | S). The context labels preceding the prefixes of the three processes are:
Y4 = |lo|lo for A, 95 = ||o||1 for B, and ds = ||; for S.

T(((A] B) [ 9) = llo>(T(A[ B)[[lx>T(S) =

llo &> ([lo> (Z(A)[l2 > (T (BNl > T(S) = (llollo> (T (A)lllollr> (T (B))[[[1>7T(S)

For instance B is annotated with the label ¥ = ||g||1 as B is inside the right
branch of the inner parallel composition (A4 | B), and in turn on the left branch
of the outermost parallel composition in ((4 | B) | S).

The enhanced label of a transition records its action, i.e. decryption or in-
put and output communications that lead to the transition. Also, actions come
prefixed by their context labels.

Definition 3. The set © 3 0,90, of enhanced labels is defined by
0 ::= (Vo out, ¥y in) | (¥ dec)

As usual, our semantics consists of the standard structural congruence = on
processes and of a set of rules defining the transition relation.

Our reduction relation Lg LP x LP is the least relation on closed labelled
processes that satisfies the rules in Tab. 2l In the rule (Com), the context labels
Yo (and 9, resp.) of both the partners are recorded in the pair (Ypout,drin)
together with the corresponding output (and input, resp.) prefix. In the rule
for decryption, the context label 1 is recorded together with dec in the label of
the transition. The other rules are quite standard. Our semantics differs from
the standard one [3] because (i) processes are enriched with context labels
and (ii) reductions carry enhanced labels 6. By eliminating labels from both
transitions and processes, it is possible to recover the original reduction semantics
—CPxP.

For technical reasons, hereafter, we will restrict ourselves to finite state pro-
cesses, i.e. whose corresponding transition systems have a finite set of states.
Note that this does not mean that the behaviour of such processes is finite,
because their transition systems may have loops.
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0p,1:A—S 601,2:5— A
A|B|S - A|B|S |———— 5[A"|B|S"

l 02, A dec msg(2)

A/// | B | SII

07,A dec msg(4) JL 03,3:A— B

A//// | B/ | SII

JL 64,B dec msg(3)

0g,4:B—— A 05,B dec msg(3)
A | B | S "t | B | S "t | B | S
-— zl -— zl

Fig. 1. Sys; Transition System

Table 2. Enhanced Reduction Semantics, T' L

(Com) ‘
/\3:1 E; = EZ
do out.T | O in.T" "L | DB Jxjen, o, Bz
(Decr) '
N_o Ei = Ej

¥ decinT (9 dec) TEj+1/Tjt1, -, Ex/zi)

(Par) (Res) (Ide) :
To -2 T 751 T(P{K/j} - T AG) = P
= ) Yy) =
To| T 5T |0 (va)T -5 (va)T! 9AK) 25 9T
(Congr) 0 out = <E1,"’,Ek>,
T=To NTo—T1 N Th =T in:(Ei,“',E;;ijrh"',l'k),
T dec = decrypt E as {E1, -, Ej;Tj41, Tk} By

Ezample (cont’d). In Fig. [l we present the (finite) transition systems corre-
sponding to Sys;. To improve readability, we add a further component to the
labels 9; of transitions. A transition from state 7' to state 7" has the form

T (e’cﬂ(m) T', where caption is a concise description of the step of the pro-
tocol narration. More precisely, it refers to message exchanges and decryptions
(abbreviated as dec). Captions are of no other use.

The enhanced labels of Sys; are reported below. Since in our example, tran-
sitions have different labels each, we feel free to use hereafter the label 6; for the
i-th transition.
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0o = 19A<A: B>7 795'(; Zéncy Zznc»

01 = 195<{yB7T7L,KAB}KA7{yA7T7L7KAB}KB> 1914( Uenuvglc»
02 = (94 decrypt {B,T, L, KAB}KA as {B UT,UL,UK}KA>

03 = (Da({A, T, L, Kap}ykp, {A, T ap ) 98 Zene, Zene))

(94 =

9p decrypt {A, T}k, as {A, T; Yk up)
96 - ﬁB({T7 T}KAB> A( wenc)>

(
(
(
(
<19B decrypt {A,T, L, KAB}KB as {,ZA,ZT,ZL,ZK}KB>
=
(
= (04 decrypt {T, T}k 45 as {1, T; } k)

3 Stochastic Analysis

Costs of transitions are derived by inspecting enhanced labels, following [26].
This information is sufficient to extract the necessary quantitative information
to obtain the Continuous Time Markov Chains (CTMC) (see [2I25] for more
details on the theory of stochastic processes). In general, by “cost” we mean any
measure that affects quantitative properties of transitions: here, we intend the
time the system is likely to remain within a given transition. We specify the cost
of a protocol in terms of the time overhead due to its primitives (along the same
lines as [28]). The cost of (the component of) the transition depends on both the
current action and on its context. Since the semantics of a language specifies its
abstract machine, the context in which an action occurs represents the run-time
support routines that the target machine performs to fire that action.

First, we intuitively present the main factors that influence the costs of ac-
tions and those due to their context. For simplicity, here we ignore the costs for
other primitives, e.g. restriction or constant invocation (see [26] for a complete
treatment).

— The cost of a communication depends on the costs of the input and output
components. In particular, the cost of an (i) output depends on the size of
the message and on the cost of each term of the message sent, in particu-
lar on its encryptions; (ii) input depends on the size of the message and on
the cost of checks needed to accept the message. Actually, the two partners
independently perform some low-level operations locally to their environ-
ment, each of which leads to a delay. Since communication is synchronous
and handshaking, the overall cost corresponds to the cost paid by the slower
partner.

— The cost of both encryption and decryption depends on the sizes of the cleart-
ext and ciphertext, resp.; the complexity of the algorithm that implements it;
the cipher mode adopted; the kind of the key (short/long, short-term/long-
term). The length of the key is important: usually, the longer the key, the
greater the computing time. In addition, the cost for decryption depends on
the cost of the checks needed to accept the decryption.

— The cost of parallel composition is evaluated according to the number of
available processors and to the speed of system clock.

To define a cost function, we start by considering the execution of each action
on a dedicated architecture that only has to perform that action, and we estimate
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the corresponding duration with a fixed rate r. Then we model the performance
degradation due to the run-time support. To do that, we introduce a scaling
factor for r in correspondence with each routine called by the implementation
of the transition # under consideration. Here, we just propose a format for these
functions, with parameters to be instantiated on need. Note that these param-
eters depend on the target machine, e.g. in a system where the cryptographic
operations are performed at very high speed (e.g. by a cryptographic accelera-
tor), but with a slow link (low bandwidth), the time will be low for encryptions
and high for communication; vice versa, in a system offering a high bandwidth,
but poor cryptography resources.

Technically, we interpret costs as parameters of exponential distributions
F(t) =1—e " with rate r and ¢ as time parameter (general distributions are
also possible see [30]). The rate r associated with the transition is the parameter
which identifies the exponential distribution of the duration times of the transi-
tion, as usual in stochastic process algebras (e.g. [T9/18]). The shape of F(t) is a
curve which grows from 0 asymptotically approaching 1 for positive values of its
argument t. The parameter r determines the slope of the curve: the greater r,
the faster F'(t) approaches its asymptotic value. The probability of performing
an action with parameter r within time z is F'(z) = 1 — e~ "%, so r determines
the time, At, needed to have a probability near to 1.

3.1 Cost Functions

We define in a few steps the function that associates rates with communication
and decryption transitions, or, more precisely, with their enhanced labels. We
first give the auxiliary function fg : € — IR™ that estimates the effort needed
to manipulate terms F € £.

i fE(a) = Size(a) L4 fE({E17 .. '>Ek}EU) = fenc(fE(El)7 ,fE(El)vkznd(EO))

The size of a name a (size(a)) matters. For an encrypted term, we use the
function fen., which in turn depends on the estimate of the terms to encrypt
and on the kind of the key (represented by kind(Ey)), i.e. on its length and on
the corresponding crypto-system.

Then we assign costs to actions in {in, out, dec}. Formally, the function $,, :
{in,out,dec} — IR" is defined as

o $a(<E1; o ;Ek>) = f()ut(fE(El)a afE(E1)7bw)
. $u((E1, Ce ,Ej;xj+1, .. -,$k)) = fin(fE(El); ---afE(Ej)amatCh(j)vbw)
o S, (decrypt Eas {E1, -+, Ej;xjq1, Tk}t By) =

faee(fE(E), kind(Ey), match(7))

The functions f,,+ and f;, define the costs of the routines which implement
the send and receive primitives. Besides the implementation cost due to their
own algorithms, the functions above depend on the bandwidth of the communi-
cation channel (represented by bw) and the cost of the exchanged terms, in turn
computed by the auxiliary function fg. Also, the cost of an input depends on the
number of tests or matchings required (represented by match(j)). Finally, the
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function fge. represents the cost of a decryption. It depends on the manipulated
terms (fg(F)), on the kind of key (kind(Ep)) and on the number of matchings
(match(35)).

We now consider the context in which the actions occur. To determine the
slowing factor due to parallel composition, we associate a cost to each context
label ¥, as expressed by the function $; : {||o, |[1}* — (0, 1]. Parallel composition
is evaluated according to the number np of processors available, and on the
number of processes that run on them. Another factor is given by the speed of
clock, the system clock.

o $;(9) = fj;(np, 9], clock)

Finally, the function $ : © — IR™ associates rates with enhanced labels.

e $({(oout, Dyin)) = min{$i(90) - $a(out), $i(0;) - $a(in)}

o §(Vdec) = $,(V) - $o(dec)

As mentioned above, the two partners independently perform some low-level
operations locally to their environment, represented by the two context labels
Yo and Y7. Each label leads to a delay ($;(9o) and $;(9), resp.) in the rate of
the corresponding action (8 (out) and $,(in), resp.). Thus, the cost paid by the
slower partner corresponds to the minimum cost of the operations performed by
the participants, in isolation. Indeed the lower the cost, i.e. the rate, the greater
the time needed to complete an action and hence the slower the speed of the
transition occurring. The smaller r, the slower F(t) = 1 — e™"* approaches its
asymptotic value.

Note that we do not fix the actual cost function: we only propose for it a
set of parameters to reflect some features of an idealized architecture and of
a particular cryptosystem. Although very abstract, this suffices to make our
point. A precise instantiation comes with the refinement steps from specification
to implementations as soon as actual parameters become available.

We now associate a rate to each transition in the transition system Sys;.
For the sake of simplicity, we assume that each principal has enough processing
power and then we can map each ¢ to 1. We could vary this value considering
e.g. differences in the speed of clock for the two processes. We instantiate the cost
functions given above, by using the following parameters each used to compute
the rate corresponding to a particular action (sending, receiving and decryption)
or a part of it, such as an encryption or a pattern matching: (i) e and d for
encrypting and for decrypting, (i¢) s and r for sending and for receiving, (i) m
for pattern matching. The functions are:

[ ] fE(a) =1

k k
o fe({Er,. ., Ei}py) = € '121':1 fe(E) + > fe(Ei)
° $a(<E17"'7Ek>) = S.Z‘:::l fr(E:) .
[ $a((E1, . .,Ej;l'j+1,. .. ,’I‘k)) = m
o So(decrypt Eas {Ey, -+, Ej;xjf1, -, Tr}Ey) = ﬁ
Intuitively, these parameters represent the time spent performing the corre-
sponding action on a single term. They occur in the denominator, therefore
keeping the rule that the faster the time, the slower the rate. Since transmission
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is usually more time-consuming than the corresponding reception, the rate of a
communication, will always be that of output.

Ezample (cont’d) The rate co of the first transition of Sys; is 5:
co = $(60) = min{($1(04) - 8a ({4, B), 81(95) - 8a((; 2éne, 22nc))} = min{ 5, 2 }.
All the rates ¢; = $(6;) are: ¢g = c1 =
2dj—2m’

1 1o 1 1 1
2s” 8s+8e’ Y2 = Zatm’ ©3 T 6st+6e’ “4 T 4dtm

— _ 1 _T1
€5 = C6 = 53335 and €7 = 55

3.2 Markov Chains and Performance Measures

Our first step is obtaining a Continuous Time Markov Chain (CTMC) from
a transition system. Then, we shall calculate the actual performance measure,
e.g. the throughput or utilization of a certain resource. We use the rates of tran-
sitions computed in Subsection B.I], to transform a transition system T into its
corresponding CTMC(T): a state is associated with each node of the transition
system, while the transitions between states are defined by the arcs.

Actually, the rate ¢(T;, T;) at which a system changes from behaving like pro-
cess T; to behaving like T} is the sum of the single rates of all the possible tran-
sitions from T; to T;. Note that ¢(T;,T;) coincides with the off-diagonal element
gi; of the generator matrix of the CTMC, namely Q. Recall that a CTMC can be
seen as a directed graph and that its matrix Q (apart from its diagonal) repre-
sents its adjacency matrix. Hence, hereafter we will use indistinguishably CTMC
and its corresponding Q to denote a Markov chain. More formally, the entries of

o(T, Tj) = > S(0k)ifi )

the generator matrix Q are defined as ¢;; = n 115
- 2 G if i =
Jj=0,j/%

Ezample (cont’d). Counsider the transition system Sysi. Since it is finite and has
a cyclic initial state, then there exists its stationary distribution. The stationary
probability distribution of a CTMC is IT = (Xo, ..., X,,—1) such that IT solves the
matrix equation I77Q = 0 and Yoo Xi = 1. We derive the following generator
matrix Q1 of CTMC(Sys1) and the corresponding stationary distributions is
IT;, where C' = 9s + 8e + 6d + 3m.

r—co co 0 0 0 0 0 0 1
0 —c1 c1 0 0 0 0 0
0 0 —c2 e 0 0 0 0
|10 0 0 —c3 c3 0 0 0
Q=19 0 0 0 - e« 0 0
0 0 0 0 0 —Cc5  Cs 0
0 0 0 0 0 0 —cs c6
L ¢y 0 0 0 0 0 0 —crd
=2 4(s+e) 4d+m 3(s+e) 4d+m d+m e+s d+m }
c’ C ’ c ’ C ’ c c ’ c ’ c ’
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Evaluating the Performance. In order to define performance measures for a
process T, we define a reward structure associated with T', following [2TIT9ITT].
Usually, a reward structure is simply a function that associates a reward with
any state passed through in a computation of T'. For instance, when calculating
the utilisation of a resource, we assign value 1 to any state in which the use of the
resource is enabled (typically the source of a transition that uses the resource).
All the other states earn the value 0. Instead we use a slightly different notion,
where rewards are computed from rates of transitions [26]. To measure instead
the throughput of a system, i.e. the amount of useful work accomplished per unit
time, a reasonable choice is to use as nonzero reward a value equal to the rate
of the corresponding transition. The reward structure of a process T is a vector
of rewards with as many elements as the number of states of T. By looking at
the stationary distribution of and varying the reward structure, we can compute
different performance measures. The total reward is obtained by multiplying the
stationary distribution and the reward structure.

Definition 4. Given a process T, let I = (Xo,...,Xn—1) be its stationary
distribution and p = p(0), ..., p(n — 1) be its reward structure. The total reward
of T is computed as R(T) =), p(i) - X;.

Ezample (cont’d). The throughput for a given activity is found by first associ-
ating a transition reward equal to the activity rate with each transition. In our
systems each transition is fired only once. Also, the graph of the corresponding
CTMC is cyclic and all the labels represent different activities. This amounts to
saying that the throughput of all the activities is the same, and we can freely
choose one of them to compute the throughput of Sys;. Thus we associate a
transition reward equal to its rate with the last communication and a null tran-
sition reward with all the others communications. From them, we compute the

reward structures as p; = (0,0,0,0,0,0, c7), where ¢7 = 2(1—-}-2m' The total reward
R(Sys1) of the system amounts then to (2d+2m)(‘;§i“4+d+3m). To use this measure,

it is necessary to instantiate our parameters under various hypotheses, depend-
ing on several factors, such as the network load, the packet size, the number of
mobile stations and so on. We delay this kind of considerations to the next sec-
tion, where this measure will be compared with the one obtained for a different
protocol.

4 A Case Study

It is well known that asymmetric key cryptography is more expensive than sym-
metric key cryptography. This is why often the first technique is adopted for
long-term keys, while the other is exploited for session keys. We want to apply
our framework and compare public versus secret encryption techniques. Follow-
ing [20], we compare the two key-agreement protocols Kerberos [22] (the one
used as working example) and Diffie-Hellman, compared there for their energy
consumption.
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Before the comparison, we need to illustrate the second protocol and to apply
it the introduced technique. The Diffie-Hellman protocol is based on the use of
two functions, i.e. g(z) = o® mod p and f(z,y) = y® mod p, where p is a
large prime (public) and « of Z (the set of all the numbers prime with p) is
a generator. Here, we can safely abstract from the underlying number theory.
We need to slightly extend the syntax with the following productions, where FE
and E’ are terms and each of the two functions g and f are considered as term
constructors. The semantics is modified accordingly, by adding a case for the
function 7 and by adding an axiom to the reduction semantics.

E:=g(E) |f(E,E)
P:=letxbe f(E,E')in P

T(let x be f(E,E') in P) =letx be f(E,E’) in T(P)

> (let x be f(E,E') inT) =99 let x be f(E,E') in (9>T)

9 let z be f(E,E') in T X T[f(E, E) /2]

1.A— B:g(Kjy)

2.B— A:g(Kp)

At the end of the exchange A computes the key as f(K,g(Kg)), while B com-
putesit as f(g(K ), Kp). These steps are made explicit in the LySA specification
of the protocol, Syse = (A|B), given in Tab. Bl The two keys coincide, because
of the following algebraic rule: f(z,g(y)) = f(y, g(z)). Here, K4 and Kp serve
as private keys, while g(K4) and g(Kp) serve as public keys. Note that here
we do not need to extend our syntax with asymmetric encryption (we refer the
reader to [3]).

The Diffie-Hellman protocol can be efficiently implemented using the Elliptic
Curve Asymmetric-key (ECC) algorithm [I7], that operates over a group of
points on an elliptic curve. For each curve a base point G is fixed, a large random
integer k acts as a private key, while kG (scalar point multiplication that results
in another point on the curve) acts as the corresponding public key. Scalar
point multiplication is obtained by a combination of point-additions and point-
doublings. So, we can use (1) g(z) = G and (2) f(z,y) = xy.

The protocol is simply: (Diffie-Hellman)

Table 3. Specification of Diffie-Hellman Protocol

1 Sys2 = (A|B)

2 A= (vKa) K 4 private key

3 ((g(Ka)). A") A sends msg (1)
4A = U;)~ A" A receives msg (2)
5 A" =let vy be f(Ka,v;')in A A computes f

6 B = (vKg) Kp private key
7B = U?)~B” B receives msg (1)
8 ((9(Kp)).B') B sends msg (2)

9 B"” = let vf be f(KB,v;‘) in B B computes f
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For lack of space, we omit here the (finite) transition systems of Syss, that
like the one of Sys; has a unique cyclic path. We directly give the rates corre-
sponding to the transitions:

/ 1 /o 1 A | A |

¢ = s+4pm’ a= s+4pm’ G = 4pm’ €3 = 4pm*
We use the same cost parameters as in Section Bl In particular, we assume
that the sending parameter s is the same used for Sys; (again transmission is
more expensive than reception). Since the functions g and f in Syss are both
implemented with four elliptic curve point multiplications, we assume that the
cost for g and f depend on the parameter pm (parameter for point multiplication),
more precisely $,(f(E,E")) = ﬁ and $,((g(E))) = sépm. Again, for the sake
of simplicity, we assume that each principal has enough processing power, so

$[() =1 for each ¥.
The stationary distribution I, where D = 2(8pm + s), corresponding to Qq
of CTMC(Sys2), here omitted, is:

s+4pm s+ 4pm 4pm 4pm
= on pn]

D ’ D > D’ D

We can now compare the performance of the two protocols by relating their
throughputs. As done before, we associate a transition reward equal to its rate
with the last communication and a null transition reward with all the others
communications. We compute then the reward structure ps = (0,0,0,c) for

Sysg where ¢ = ﬁ. Furthermore, we assume the same cost for encryption and
decryption, i.e. e = d. The total reward of Syss is R(Sysa) = and is

such that:

1
2(s+8pm)

8pm — (8s + 14d + 3m)
2((s + 8pm))((9s14 + 4 + 3m))

(8s + 14d + 3m)
8

R(Sys1) — R(Sys2) = > 0 if pm >

Experimentally, we know that point multiplication is significantly more time-
consuming than decryption, therefore, we can assume that pm is significantly
higher than d. Consequently, we conclude that R(Sys1) > R(Sys2), i.e. the first
system has a better performance. Clearly, energy consumption of a cryptographic
algorithm is strongly related to its time complexity and thus our result agrees
with the one obtained in [20].

Actually, our working example presents a simple setting, in which the in-
volved transition systems have a unique cyclic path. In general, transition sys-
tems have more loops. Typically, this happens with a multi-session version of
the protocols presented before, where more copies of each principal (A, B and
S) running in parallel, lead to more transitions with the same source. Also, this
happens with non-repudiation protocols.
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Abstract. The intention of the paper is to develop a framework for ob-
servational equivalences in the setting of a real-time partial order model.
In particular, we introduce a family of equivalences of linear time —
branching time spectrum based on interleaving, causal trees and par-
tial order semantics, in the setting of event structures with dense time
domain. We study the relationships between these approaches and show
their discriminating power. Furthermore, when dealing with particular
subclasses of the model under consideration there is no difference be-
tween a more concrete or a more abstract approach.

1 Introduction

For the purpose of specification and verification of the behaviour of systems,
it is necessary to provide a number of suitable equivalence notions in order to
be able to choose the simplest possible view of the system. When comparing
behavioural equivalences for concurrency, it is common practice to distinguish
between two aspects. The first one which is most dominant is the so-called linear
time — branching time spectrum [I1]. In the former, a process is determined by
its possible executions, the behaviour of a system is represented by the set of its
possible executions, whereas in the latter the branching structure of processes is
taken in account as well. Branching time semantics is of fundamental importance
in concurrency, exactly because it is independent of the precise nature of observ-
ability. The standard example of a linear time equivalence is (interleaving) trace
equivalence as put forward in [I5], the standard example of a branching time
equivalence is (interleaving) bisimulation equivalence as proposed in [14]. Fur-
thermore, there is (interleaving) testing equivalence [10] in between. The other
aspect to consider is whether partial orders between action occurrences are taken
into account. In the interleaving approach, these are neglected. Many attempts
have been made to overcome the limits of the interleaving approach and to allow
observer to discriminate systems via an equivalence accordingly to the degree of
concurrency they exploit in their computations. As a result, various equivalences
based on modelling causal relations explicitly by partial orders have appeared in
the literature (see [1/T12/13] among others). The culminating point here is history
preserving bisimulation.

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 16-Z6 2005.
© Springer-Verlag Berlin Heidelberg 2005
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Recently, a growing interest can be observed in modelling real-time systems
which imply a need of a representation of the lapse of time. Several formal
methods for specifying and reasoning about such systems have been proposed in
the last ten years (see [34] as surveys). On the other hand, the incorporation of
real time into equivalence notions is less advanced. There are a few papers (see,
for example, [8T9/23]) where decidability questions of interleaving time-sensitive
equivalences are investigated. However, to our best knowledge, the literature of
real-time partial order models [7IT6] has hitherto lacked such equivalences. In
this regard, the paper [20] is a welcome exception, where step and partial order
semantics of timed trace and bisimulation equivalences have been provided in the
framework of timed event structures with urgent actions. Moreover, in the papers
[BUT8] time-sensitive testing has been treated for different real-time extensions of
event structures. Finally, our origin has been the paper [2I] where the open maps
framework has been used to obtain abstract bisimilarities which are established
to coincide with timed extensions of partial order based equivalences.

In this paper, we seek to develop a framework for observational equivalences
in the setting of a real-time partial order model. In particular, we introduce
a family of equivalences of linear time — branching time spectrum based on
interleaving, causal trees and partial order semantics, in the setting of event
structures with dense time domain. This allows us to take into account pro-
cesses’ timing behaviour in addition to their degrees of relative concurrency and
nondeterminism. We study the relationships between these approaches to the
semantics of real-time concurrent systems, and show their discriminating power.
Furthermore, when dealing with particular subclasses of the model under con-
sideration, such as sequential and deterministic timed event structures, there is
no difference between a more concrete or a more abstract approach.

The rest of the paper is organized as follows. The basic notions concerning
timed event structures are introduced in the next section. Three different families
of behavioural equivalences based on interleaving, causal trees and partial orders
semantics are given in the following three sections. In section 6, we establish the
interrelationships between the equivalence notions in the setting of the model
under consideration and its subclasses. Section 7 contains some conclusions and
remarks on future work. For lack of the space, all the proofs have been omitted.
They can be found in the full version of the paper [6].

2 Timed Event Structures

In this section, we introduce some basic notions and notations concerning timed
event structures.

First, we recall a notion of event structures [22] which constitutes a major
branch of partial order models. The main idea behind event structures is to view
distributed computations as action occurrences, called events, together with a
notion of causality dependency between events (which is reasonably character-
ized via a partial order). Moreover, in order to model nondeterminism, there is a
notion of conflicting (mutually incompatible) events. A labelling function records
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which action an event corresponds to. Let Act be a finite set of actions and E
a set of events. A (labelled) event structure is a tuple S = (E, <,#,1), where
E CE is a set of events; < C F X FE is a partial order (the causality relation),
satisfying the principle of finite causes: Ve € E o | e ={e’ € E | ¢’ < e} is finite;
# C E x E is a symmetric and irreflexive relation (the conflict relation), satis-
fying the principle of conflict heredity: Ve,e',e” € E o e # ¢ < e’ = e #e";
l: E — Act is a labelling function. For an event structure S = (E, <, #,1), we
define the following: — = (E x E) \ (< U <71 U #) (the concurrency relation),
e#ld < e#dAVe',d € Es (! <eAd <dNe#d) = (¢ =e& d =d) (the
minimal conflict relation). For C' C E, the restriction of S to C, denoted S|C, is
defined as (C, < N(C'xC), #N(CxC),1 |¢). Let C C E. Then, C is left-closed iff
Ve,el € Ecec C ANe <e=e €C;Cis conflict-freeiff Ve, ¢’ € C s —(e # €');
C' is a configuration of S iff C is left-closed and conflict-free. Let C(S) denote
the set of all finite configurations of S.

We next present the model of timed event structures from [2I]. Real time is
incorporated into event structures by assuming that all events happen ”instan-
taneously”, while timing constraints w.r.t. a global real-valued clock restrict the
times at which events may occur. Moreover, all events are non-urgent, i.e. they
are allowed but not forced to occur once they are ready (their causal predeces-
sors have occurred and their timing constraints are respected). Let R be the set
of nonnegative real numbers.

Definition 1. A (labelled) timed event structure is a triple T'S = (S, Eot, Lot),
where S = (E,<,#,1) is a (labelled) event structure, Eot, Lot : E — R
are functions of the earliest and latest occurrence times of events, satisfying
Eot(e) < Lot(e) for alle € E.

For depicting timed event structures, we use the following conventions. The
action labels and timing constraints associated with events are drawn near the
events. If no confusion arises, we will often use action labels rather than event
identities to denote events. The <-relation is depicted by arcs (omitting those
derivable by transitivity), and conflicts are also drawn (omitting those derivable
by conflict heredity).

Example 1. A trivial example of a labelled timed event structure is shown in
Fig. 0

TS :
(3, 5] [4,7]
a:ep —>b:es
#
c:es
5, 8]

Fig. 1.
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Timed event structures T'S and T'S” are isomorphic (denoted T'S ~ T'S’), if
there exists a bijection ¢ : Erg — Erg/ such that e <rg e iff p(e) <rg ¢(e'),
e #rs € iff p(e) #rs @(€), lrs(e) = lrs (p(e)), Eotrs(e) = Eotrg (¢p(e)),
and Lotrs(e) = Lotrs (p(e)), for all e,e’ € Erg.

An execution of a timed event structure is a timed configuration which con-
sists of a configuration and a timing function recording global time moments
at which events occur, and satisfies some additional requirements. Let T'S =
(S, Eot, Lot) be a timed event structure, C' € C(S), and T : C — R. Then
TC = (C,T) is a timed configuration of T'S iff the following conditions hold: (i)
VeeC o Fot(e) <T(e) < Lot(e), (i) Ve,e! €C « e<rge’ = T(e) <T(e).
Informally speaking, the condition (i) expresses that an event can occur at a time
when its timing constraints are met; the condition (ii) says that for all two events
e and ¢’ occurred if e causally precedes e’ then e should temporally precede e’.
The initial timed configuration of T'S is (0,0). We use TC(T'S) to denote the
set of timed configurations of T'S. To illustrate the concept, consider the timed
event structure 7°S shown in Fig. [Il The set of possible timed configurations of
TS is {((Z)a@)v ({61}’7T1)7 ({63}’7T2)a ({61,63},T3), ({61,62},T4) | Tl(el) € [3a5];
Ty(es) € [5,8]; Ts(er) € [3,5], Ts(es) € [5,8]; Tuler) € [3,5], Tu(e2) € [4,7],
Ty(e1) < Tu(e2)}

We need to introduce some auxiliary notions and notations. Let T'S be a
timed event structure and TC = (C,T),TC" = (C',T') € TC(TS). We shall
write TC — TC" iff C C ' and T'|c = T. The restriction of TS to TC,
denoted T'S[TC, is defined as (S[C,T).

3 Interleaving Semantics

In this section, we define timed trace, testing and bisimulation equivalences based
on interleaving observations on timed event structures.

For this purpose we need the following notion. Let (Act x R) be the set of
timed actions.

In the interleaving semantics, a timed event structure 7S progresses through
a sequence of timed configurations by occurrences of timed actions. In a timed

configuration T'Cy = (C1,Th), the occurrence of a timed action (a,d) leads to a

timed configuration TCy = (Ca,T3) (denoted T'Cy (a.d) TCy), if TCy — TCs,

Cy\ C1 = {e}, lrs(e) = a, and Ta(e) = d. The leading relation is extended to

a sequence of timed actions from (Act x R)* as follows: TC @) |, (@nidn)

¢ & 17O Ml por The set L (T'S) = {w € (Act x R)* | (0, 0) -

TC for some TC € TC(TS)} is the ti-language of T'S.

Say that timed event structures T'S and TS’ are timed interleaving trace
equivalent (denoted T'S =4; T'S") iff their ti-languages coincide.

Testing equivalences [I0] are defined in terms of tests which processes may
and must satisfy. A test is usually itself a process applied to a process by com-
puting both together in parallel. A particular computation is considered to be
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successful if the test reaches a designated successful state, and the process guar-
antees the test if every computation is successful. However, following the papers
[2/13], we use an alternative characterization of the testing concept. In timed
interleaving semantics, a test consists of a timed word and a set of timed ac-
tions. A timed process passes this test if after every execution of the timed word
the timed actions are inevitable next. Two timed event structures are timed
interleaving testing equivalent, if there is no test which can distinguish them.

Definition 2. Let T'S and T'S’ be timed event structures. Then,

— for w € (Act x R)* and L C (Act x R), T'S after w MUST L iff for all
TC € TC(TS) such that (§,0) > TC, there exists a timed action (a,d) € L

such that TC Y TC" for some TC' € TC(TS),

— TS and TS’ are timed interleaving testing equivalent (denoted T'S ~y; T'S')
iff for allw € (ActxR)* and L C (ActxR) holds: TS after w MUST L <
TS’ after w MUST L.

Further, consider the definition of timed interleaving bisimulation in the set-
ting of timed event structures. We shall say that two timed event structures
are timed interleaving bisimilar, if there exists a relation between their bisim-
ilar timed configurations, among which the initial ones, such that the timed
configurations obtained by occurring timed actions are also timed interleaving
bisimilar.

Definition 3. Timed event structures T'S and T'S’ are timed interleaving bisim-

ilar (denoted T'S«<,,T'S") iff there exists a relation B C TC(T'S) x TC(TS") sat-

isfying the following conditions: ((0,0),(0,0)) € B and for all (TC,TC") € B it

holds:

(a) if TC “Y TCy in TS, then TC'" “Y TC! in TS' and (TC,, TCY) € B for
some TC1 € TC(TS'),

(b) symmetric to item (a).

TS1 TSQ TSg TS4 TSS
Zii = ~ti 2y
’/*n‘ iti 5_’étp
[0,1] [0,1] [0,0] [0,2] [0,1] [0,0] [0,0] [0,2] [0,1] [0,0] [0,0] [0,1]  [0,0]
a a # b b+<—a # b—>a b+<—a # b—>a a # a
N/ / N
#O## ## #
VAN / AN
b b a b+<—a # a—) b+—a b b
[0,2] [0,2] [0,0] [0,0] [0,0] [0,0] [0,1] [0,0] [0,0] [0,2]  [0,0]

Fig. 2.
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Ezample 2. Consider the timed event structures shown in Fig. Bl We have
TSy =4; T'S3, while T'Sy /&; T'Sa, since, for example, (b,0)(a,0) € L;(T'Sz) but
(b,0)(a,0) EL;(TS1). Next, we get T'S3 ~¢; T'Sy, while T'Sy A; T'Ss, because,
for instance, T'Sy after (a,0) MUST {(b,1)} but ~(T'Ss after (a,0) MUST
{(b,1)}). Further, we have T'Sy,, TS5 but T'S3<4,, T'S4, since, for instance, the
timed configuration T'C' of T'S3 containing the lower right timed action (a, 0) can
not be related neither to the configuration TC” of T'S4 containing the lower left
timed action (a, 0) nor to the configuration TC"” of T'S4 containing the upper left
timed action (a,0), because, on one hand, in T'C' the execution of timed action
(b,1) is possible, but it is not the case in T'C’, and on the other hand, in TC"
the execution of timed action (b, 2) is possible, but it is not the case in T'C.

4 Causal Tree Semantics

The second semantics we use for the definition of timed equivalences are timed
causal trees which are a timed extension of causal trees [9]. Causal trees are in
turn synchronisation trees [I7] which carry in their labels additional information
about causes of actions, thus providing us with an interleaving description of
timed concurrent processes which faithfully expresses causality.

We start with defining some needed notions and notations. A timed causal
tree over (Act x R), TCT, is a tree (N, A, ¢) where N is the set of nodes,
A C N x N is the set of arcs, ¢ : A — (Act x R x 2N) is the labelling function.
The labelling function is extended to paths in a timed causal tree in a standard
way. From now on, we shall use the set P(TCT) = {¢(u) € (Act x R x 2N)* | u
is a path in a timed causal tree TCT starting from its root}.

We are ready to provide the definitions of equivalences on timed causal trees.

First, consider the definition of trace equivalence on timed causal trees. Timed
causal trees TCTy and T'CTs are timed trace equivalent (denoted TCTy = TCT5)
ifft P(TCTy) = P(TCTy).

Second, the definition of testing on timed causal trees is developed. An un-
timed version of the notion was proposed in [I3]. For our purpose, we adapt timed
interleaving testing to timed causal trees, that is, the tests consist of words over
and subsets of (Act x R x 2N) instead of (Act x R).

Definition 4. Let TCTy and TCTy be timed causal trees, w € (Act x R x 2N)*,
and L C (Act x R x 2N). Then,

— TCT, after w MUST L iff for all paths v in TCTy from its root to a node
n such that ¢1(u) = w, there exists a label (a,d, K) € L and an arc r starting
from n such that ¢1(r) = (a,d, K),

— TCTy and TCTy are timed testing equivalent (denoted TCTy ~ TCTs) iff for
allw € (ActxRx2N)* and L C (ActxRx2N), TCT; after w MUST L <=
TCT, after w MUST L.

Third, the definition of bisimulation on timed causal trees is proposed.
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Definition 5. Timed causal trees TCTy and TCTy are timed bisimilar (denoted
TCT1=TCTy) iff there exists a relation B C N1 x Na satisfying the following
conditions: the roots of the trees belong to B and for all (n1,ns) € B it holds:

(a) if there exists an arc, labelled by (a,d, K), from the node ny to a node n} in
TCT,, then there exists an arc, labelled by (a,d, K), from the node ny to a
node nfy in TCTy and (n},n}) € B,

(b) symmetric to item (a).

Before introducing the notion of the timed causal tree of a timed event struc-
ture, we need some auxiliary notions and notations. A timed trace of a timed
event structure T'S is a word o = (e1,d1) ... (en,dy) such that it holds: (i)
TC, = (C,T) (with C = {ey,...,en} and T'(e;) = d;), 1 < i < n) is a timed
configuration of T'S, (ii) e; /e, for all i,5 (i /~j), (i) e; <rs e; implies i < j
for all 4, j. Hence a timed trace is a causal linearization of a timed configuration.
We use T7(T'S) to denote the set of timed traces of T'S. The length of a timed
trace o is denoted by |o]|.

In the timed causal tree of a timed event structure T'S, the nodes are simply
the timed traces of T'S and an arc exists between two timed traces if the second
one is an extension of the first one. The causes in the labels of the arc have to
be computed from the causality relation of T'S.

Definition 6. Let T'S = (S, D) be a timed event structure. The timed causal
tree of TS, TCT(TS), is the tree (TT(TS), A, ¢) such that A = {(o,0(e,d)) |
o,0(e,d) € TT(TS)}, ¢((0,0(e,d))) = (Irs(e).d, K) where K = {|oa| + 1 |
de’ <rs e, and 01,09 s.t. 0 = o1(e’,d )oa for some d'}.

Ezample 3. Consider the timed event structures, shown in Fig.[2 and [l First, we
have TCT(T'Ss) = TCT(T'S7), while TCT(T'Ss) ETCT(T'S5), since, for exam-
ple, (a,0,0)(b,0,0) € P(TCT(TSs)) but (a,0,0)(b,0,0) £ RTCT(TSy)). Sec-
ond, we get TCT(T'S7) ~ TCT(TSs), but TCT(T'Ss) /tp TCT(T'S7), because,
for instance, TCT(T'Sg) after (a,1,0) MUST {(b,1,{1})} but ~(T'CT(TS)
after (a,1,0) MUST {(b,1,{1})}). Third, we have TCT(T'Sg) < TCT(TSy),
but TCT(T'S7) < TCT(TSs), because, for instance, in TCT (T Ss) there are
arcs, labelled by (b,1,{1}) and (b, 1,{2}), starting from a node reached by the
path, labelled by (a,1,0)(a, 1,0), but it is not the case in TCT (T S7).

TSe =i TS~ ~ip TSs Sihp TSo
76tP fﬁthp
[1,3] [1,3] (1,3] [1,3] £ [1,3] [1,3] [1,3] (1,3] [1,3] [1,3] [1,3]
T
a a a a a a # a a # a a # a
b # b b b # b b # b
[1,3] [1,3] (1,3] [1,3] [1,3] [1,3] [1,3]

Fig. 3.
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5 Partial Order Semantics

In this section, we consider several definitions of timed equivalence notions based
on timed partial orders.

The partial order semantics of timed event structures is defined by means of
timed pomsets. A timed pomsetis a (labelled) timed event structure TP = (E, <,
#, 1, Eot, Lot) with # = () and Eot(e) = Lot(e), for all e € E. We use TPom to
indicate the set of timed finite pomsets. The empty timed pomset is (0,0, 0,0,0).
The set Ly, (T'S) = {TP € TPom | TP ~ TS[TC for some TC € TC(TS)} is
the tp-language of T'S.

Using tp-languages we obtain timed pomset trace equivalence, i.e., two timed
event structures T'S and T'S” are timed pomset trace equivalent (denoted T'S =4,
TS8") iff their ¢tp-languages coincide.

Next, the definition of timed pomset testing which is a timed extension of
causal testing defined in [I3], is developed. For this purpose, we will use the
following notion. For two timed pomsets T'P and T'P’, T P is a direct prefiz of T P’
(denoted TP < TP") if Erp C Erpr, Epp/\Erp = {€'}, ¢’ is a maximal element
of Erpr, <rp' |ErpxErp =<1P, lTP'|Esp = lTP, and Eotrp/|p,, = Eotrp,
Ve € Erpr o € <rppr € = Eotrp/(e) < Eotpp/(e').

Definition 7. Let T'S and T'S’ be timed event structures. Then,

— for TP € TPom and a set of pomsets TP’ such that VTP € TP’ »
TP < TP, TS after TP MUST TP’ iff for all TC € TC(TS) such that
TS[TC ~ TP and for all isomorphisms f : TS[TC — TP there exists
TP € TP, TC' € TC(TS), and [ : TS[TC' — TP’ such that f' is an
isomorphism and f C f’,

— TS and TS' are timed pomset testing equivalent (denoted T'S ~y, T'S')
iff for all TP and for all TP’ it holds: TS after TP MUST TP <+
TS" after TP MUST TP'.

Further, we define timed extensions of history preserving bisimulation [12].
It is well-known that the equivalence is the culminating point of the pomset
bisimulation approach.

Definition 8. Timed event structures T'S and T'S’ are timed history preserving
bisimilar (denoted T'S«,;,,T'S") if there exists a relation B consisting of triples
(TC, f,TC"), where TC is a timed configuration of TS, TC' is a timed con-
figuration of T'S', and f : TS[TC — TS'[TC’ is an isomorphism, such that
((0,0),0,(0,0)) € B and for all (TC, f, TC") € B it holds:

(a) if TC — TCy in TS, then TC' — TCYy in TS" and (TCy, f1,TCY) € B

with f C f1, for some TC} and f1,
(b) symmetric to item (a).

Ezample 4. Consider the timed event structures, shown in Fig. 2 and [8 First,
[0,0]

we have T'Sg =, T'S7, while T'Sy /&, T'S5, since, for example, [OL’LO] € Lp(T'S5)
b
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(0,0]
and [0(710] £ELyp(TSy). Second, we get T'S7 ~yy, T'Ss, but T'Sg A T'S7, because,
b

] 1,1]

for instance, T'Sg after " MusT {[ a —>[1(;1]} and —(T'S7 after " MusT
{[1d1]—>[11;1]}). Third, we have TSgﬁthpTSQ, but TS, ithpTS& because, for in-
stance, the timed configurations of T'Sg, obtained first by the execution of the
medium timed action (a, 3), and then by the execution of the left timed action
(a,1), can be related only to the timed configurations of T'S7 obtained first by
the execution of the left timed action (a,3) and then by the execution of the
right timed action (a, 1), respectively, however the execution of the timed action
(b,1) is further possible in T'Cg, but it is not the case in T'C7. Moreover, this
means that T'S7<4,,TSs.

As was shown in [IIT3], pomset testing and history preserving bisimulation
coincide with testing and bisimulation on causal trees, respectively, in the setting
of event structures. We extend the results to timed versions of the equivalences.

Theorem 1. Let T'S and T'S’ be timed event structures. Then,

(i) TS =, TS' < TCT(TS)=TCT(TS").
(ii) TS ~y, TS' < TCT(TS) ~TCT(TS").
(iti) TSy, TS <= TCT(TS)=TCT(TS').

6 Comparison of Equivalences

The common framework used to define different observational equivalences allow
us to study the relationships between the induced semantics. The theorems we
state in the section are a step towards a better understanding of the interrelations
between interleaving and partial order (also, causal tree) semantics. In particular,
we will give the hierarchy for the equivalences and will establish that some of
them coincide on special subclasses of timed event structures.

Theorem 2. Let T'S and T'S’ be timed event structures. Then,

(Z) TS =t TS/<:TS Etp TS/,
(Z’L) TS ~y TS < TS ~tp TS/,
(ii) TS, TS = TSy, TS,

Theorem 3. Let T'S and T'S’ be timed event structures. Then,

(’L) TS =4 TS < TS ~iti TS < TSﬁtiTS,,
(ii) TS =1, TS' <= TS ~yy TS' <= TSy, TS'.

The timed event structures in Fig. 2] Bl show that the converse implications
of the above theorems do not hold and that the six equivalences are all different.
Now one can ask the obvious question what happens with all these equiv-
alences if we restrict ourselves to some subclasses of the model under consid-
eration. A timed event structure T'S = (S = (E,<,#,1), Eot, Lot) is called
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sequential, if —g= 0; T'S is deterministic, if e —g €' or e#5e’ = l(e) £l(€)
or [Eot(e), Lot(e)] N [Eot(e"), Lot(e')] = 0.

The next theorem shows that if we only consider timed event structures
which represent timed sequential processes then the interleaving and partial
order semantics of the timed equivalences defined coincide.

Theorem 4. Let T'S and T'S’ be timed sequential event structures. Then,

(i) TS =, TS =TS =, TS,
(Zl) TS ~ii TS =TS ~tp TSI,
(i) TSy, TS = TSy, TS

The theorem below establishes that if we only consider timed event structures
which represent timed deterministic processes then there is no difference between
the timed equivalences of linear time — branching time spectrum.

Theorem 5. Let T'S and T'S’ be timed deterministic event structures. Then,

(’L) TS =4 TS =TS ~itg TS = TSﬁtiTS,,
(ii) TS =4 TS' = TS ryyp TS' = TS, TS,

7 Conclusion

In this paper, we have given a flexible abstract mechanism, based on observa-
tional equivalences which allows us to consider timed event structures as the
basis of different approaches to the description of the semantics of concurrent
and real-time systems. The results obtained show that the semantics proposed
in general provide formal tools with an discriminative power. Furthermore, when
dealing with particular subclasses of the model there is no difference between a
more concrete or a more abstract approach.

In a future work, we plan to extend the obtained results to other observational
equivalences (e.g., equivalences taking into account internal actions, etc.) and to
other classes of timed event structures (e.g. timed stable event structures, timed
local event structures, etc.). Some investigation on the development of timed
event structure semantics of timed Petri nets are now under way, and we plan
to report on this work elsewhere.

References

1. Aceto, L.: History Preserving, Causal and Mixed-ordering Equivalence over Stable
Event Structures. Fundamenta Informaticae 17(4) (1992) 319-331

2. Aceto, L., De Nicola, R., Fantechi, A.: Testing Equivalences for Event Structures.
Lecture Notes in Computer Science, Vol. 280. Springer-Verlag, Berlin Heidelberg
New York (1987) 1-20

3. Alur, R., Dill, D.: The Theory of Timed Automata. Theoretical Computer Science
126 (1994) 183-235



26

10.

11.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22.

23.

M.V. Andreeva and 1.B. Virbitskaite

Alur, R., Henzinger, T.A.: Logics and Models of Real Time: a Survey. Lecture
Notes in Computer Science, Vol. 600 Springer-Verlag, Berlin Heidelberg New York
(1992) 74-106

Andreeva, M.V., Bozhenkova, E.N., Virbitskaite, I.B.: Analysis of Timed Con-
current Models Based on Testing Equivalence. Fundamenta Informaticae 43(1-4)
(2000) 1-20

Andreeva, M.A., Virbitskaite, I.B.: Timed Equivalences for Timed Event Struc-
tures. Available from http://www.iis.nsk.su/persons/virb/virb.zip

Baier, C., Katoen, J.-P., Latella, D.: Metric Semantics for True Concurrent Real
Time. In Proc. 25th Int. Colloquium, ICALP’98, Aalborg, Denmark (1998) 568-579
Cerans, K.: Decidability of Bisimulation Equivalences for Parallel Timer Processes.
Lecture Notes in Computer Science, Vol. 663. Springer-Verlag, Berlin Heidelberg
New York (1993) 302-315

Darondeau, Ph., Degano, P.: Causal Trees: Interleaving + Causality. Lecture Notes
in Computer Science, Vol. 469. Springer-Verlag, Berlin Heidelberg New York (1990)
239-255

De Nicola, R., Hennessy, M.: Testing Equivalence for Processes. Theoretical Com-
puter Science 34 (1984) 83-133

van Glabbeek, R.J.: The Linear Time — Branching Time Spectrum II: The Seman-
tics of Sequential Systems with Silent Moves. Extended Abstract. Lecture Notes in
Computer Science, Vol. 715. Springer-Verlag, Berlin Heidelberg New York (1993)
66-81

van Glabbeek, R.J., Goltz, U.: Equivalence Notions for Concurrent Systems and
Refinement of Actions. Lecture Notes in Computer Science, Vol. 379. Springer-
Verlag, Berlin Heidelberg New York (1989) 237-248

Goltz, U., Wehrheim, H.: Causal Testing. Lecture Notes in Computer Science, Vol.
1113. Springer-Verlag, Berlin Heidelberg New York (1996) 394-406

Hennessy, M., Milner, R.: Algebraic Laws for Nondeterminism and Concurrency.
Journal of ACM 32 (1985) 137-162.

HoARE C.A.R. Communicating sequential processes. Prentice-Hall, London (1985)
Maggiolo-Schettini, A., Winkowski, J.: Towards an Algebra for Timed Behaviours.
Theoretical Computer Science 103 (1992) 335-363

Milner, R.: Communication and Concurrency. Prentice-Hall, London (1989)
Murphy, D.: Time and Duration in Noninterleaving Concurrency. Fundamenta In-
formaticae 19 (1993) 403-416

Steffen, B., Weise, C.: Deciding Testing Equivalence for Real-Time Processes with
Dense Time. Lecture Notes in Computer Science, Vol. 711. Springer-Verlag, Berlin
Heidelberg New York (1993) 703-713

Virbitskaite, I.B.: An Observation Semantics for Timed Event Structures. Lecture
Notes in Computer Science, Vol. 2244. Springer-Verlag, Berlin Heidelberg New
York (2001) 215-225

Virbitskaite, I.B., Gribovskaya, N.S.: Open Maps and Observational Equivalences
for Timed Partial Order Models. Fundamenta Informaticae 60(1-4) (2004) 383-
399

Winskel, G.: An introduction to event structures. Lecture Notes in Computer Sci-
ence, Vol. 354. Springer-Verlag, Berlin Heidelberg New York (1988) 364-397
Weise, C., Lenzkes, D.: Efficient Scaling-Invariant Checking of Timed Bisimulation.
Lecture Notes in Computer Science, Vol. 1200. Springer-Verlag, Berlin Heidelberg
New York (1997) 176-188



Similarity of Generalized Resources
in Petri Nets*

Vladimir A. Bashkin! and Irina A. Lomazova2

! Yaroslavl State University,
Yaroslavl, 150000, Russia
bas@uniyar.ac.ru
2 Program Systems Institute of the Russian Academy of Science,
Pereslavl-Zalessky, 152020, Russia
irina@lomazova.pereslavl.ru

Abstract. Generalized resources are defined as multisets of Petri net
vertices. Here places represent material resources (designated by tokens
residing in these places). Transitions correspond to activity resources
represented by transition firings. Two generalized resources are called
similar if in any Petri net marking one resource can be replaced by
another without changing the observable system’s behaviour (modulo
bisimulation). In this paper we study some basic properties of generalized
resource similarity and prove that, being undecidable, generalized resour-
ce similarity is finitely based, and thus can be finitely described. We show
also, that similarity of generalized resources allows to express some sub-
stantial properties of systems modelled by Petri nets.

1 Introduction

Petri nets is a well-known formalism of less than Turing power. It is suited
for modelling parallel and distributed systems, such as protocol specifications,
distributed algorithms and workflows. Petri nets offer a wide range of modelling
primitives: sequential and parallel composition, choice, accumulation, expressed
in a clear graphical notation.

The notion of bisimulation equivalence was introduced by Milner and Park.
It captures the notion of observable system behaviour. Bisimulation equivalence
is a binary relation on system states (Petri net markings). Two states are bisim-
ilar, if an external observer (who sees only transition firings) cannot distinguish
them.

For ordinary Petri nets the marking bisimulation is undecidable [6]. A more
weak place bisimulation for ordinary Petri nets was studied in [I]. Place bisi-
mulation is a binary relation on Petri net places. Two places in a Petri net are
bisimilar, if replacing a token in one place by a token in another one in any
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marking doesn’t change the system behaviour. Place bisimulation is decidable.
It can be used for reducing Petri nets by place fusion.

In [3] multisets of places were considered as system resources generating this
or that net’s behavior, and the relation of resource similarity was defined. Two
resources are called similar if changing one resource by another in any marking
can’t be noticed by an external observer. The relation of resource similarity has a
very natural interpretation and can be useful for analysis resource dependencies
in modelled systems. It can be used also for net reduction. Resource similarities
are undecidable, but they are closed under transitivity and addition of resources.
Moreover, each resource similarity has a finite basis under transitivity and addi-
tion. Being undecidable, resource similarity can be in a certain sense “approxima-
ted” the by a stronger relation of a resource bisimulation [3]. In [] conditional
resource similarity was investigated. Two resources are called similar under a
certain condition if one of them can be replaced by another without changing an
observable behavior provided that a comprehending marking contains also some
additional resources.

In many resource-dependent systems, such as e. g. workflow systems, stuff and
devices, which deal with other resources, are changeable and can be considered
as resources themselves. So, in this paper we introduce the notion of generali-
zed resource. It includes not only statical but also dynamical components. Ge-
neralized resource is a pair of multisets: a multiset of places and a multiset
of transitions. A multiset of places defines a material resource, a multiset of
transition defines an activity resource.

Then we define the relation of similarity for generalized resources. Two gen-
eralized resources are similar, if in any state of the system we can replace tokens
and firings of one of them by tokens and firings of another without changing
the observable system behaviour. Here we suppose all transitions in the activity
part of the resource to fire independently (in one parallel step).

This new kind of similarity allows to express some interesting properties of
system components. The novelty is in the possibility to examine not only the
static part of a Petri net (places and markings), but also it’s active components
(transitions and firings). Thus, for example, it allows to formalize the notions of
“comparative effectiveness” and “equivalence under condition” for two multisets
of events (transition firings). At the same time, generalized resource similarity
is a natural extension of the resource similarity relation defined in [3]. Hence it
allows to express all static resource properties such as “resource sufficiency” or
“resource redundancy” as well.

In this paper we study basic properties of a generalized resource similarity.
It is shown that a generalized resource similarity is an equivalence relation, and
that it is closed under addition of pairs of generalized resources and under two
specific operations — parallel step removal and parallel step addition. The set
of all pairs of similar generalized resources is semilinear. We describe a special
finite basis of a generalized resource similarity. It is also proven that a general-
ized resource similarity is a generalization of a resource similarity [3] and hence
is undecidable.
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2  Preliminaries

Let S be a finite set. A multiset m over a set S is a mapping m : S — Nat,
where Nat is the set of natural numbers (including zero), i. e. a multiset may
contain several copies of the same element.

For two multisets m,m’ we write m C m’ iff Vs € S : m(s) < m/(s) (the
inclusion relation). The sum and the union of two multisets m and m’ are defined
as usual: Vs € S : m+m/(s) = m(s) + m/(s), mUm/(s) = max(m(s),m'(s)).
By M(S) we denote the set of all finite multisets over S.

Non-negative integer vectors are often used to encode multisets. Actually,
the set of all multisets over finite S is a homomorphic image of Nat'l. A binary
relation R C Nat® x Nat* is a congruence if it is an equivalence relation and
whenever (v,w) € R, then (v + w,w + u) € R (here ‘+’ denotes coordinate-
wise addition). It was proved by L. Redei [7] that every congruence on Nat®
is generated by a finite set of pairs. Later P. Jancar [6] and J. Hirshfeld [5]
presented a shorter proof and also showed that every congruence on Nat® is a
semilinear relation, i. e. it is a finite union of linear sets.

Let P and T be disjoint sets of places and transitions and let F' : (P x
T)U (T x P) — Nat. Then N = (P,T,F) is a Petri net. A marking in a Petri
net is a function M : P — Nat, mapping each place to some natural number
(possibly zero). Thus a marking may be considered as a multiset over the set of
places. Pictorially, P-elements are represented by circles, T-elements by boxes,
and the flow relation F' by directed arcs. Places may carry tokens represented
by filled circles. A current marking M is designated by putting M (p) tokens into
each place p € P. Tokens residing in a place are often interpreted as resources
of some type consumed or produced by a transition firing. A simple example,
where tokens represent molecules of hydrogen, oxygen and water respectively is
shown in Fig. [0l

O O3

Fig. 1. A chemical reaction

For a transition ¢t € T an arc (z,t) is called an input arc, and an arc (¢, z)
— an output arc; the preset *°t and the postset t® are defined as the multisets
over P such that *t(p) = F(p,t) and t*(p) = F(t,p) for each p € P. A transition
t € T is enabled in a marking M iff Vp € P M(p) > F(p,t). An enabled
transition ¢ may fire yielding a new marking M’ =40 M — *t +t°, i.e. M'(p) =
M(p) — F(p,t) + F(t,p) for each p € P (denoted M -5 M).
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The transitions may fire in parallel (concurrently), if there are enough tokens
for all of them. In particular, the transition may fire in parallel with itself.
The concurrent firing of the multiset of transitions is called a parallel step. The
precondition and postcondition for the multiset of transitions « € M(T) are:

‘a =def Z.t, o =def Zt..

tea tca

Note that if transition ¢ occurs n times in « then its precondition °t occurs
n times in *a. Obviously,

*‘(a+pB)="a+"s3, (a+3)* =a®+ 3.

To observe a net behavior transitions are marked by special labels represen-
ting observable actions or events. Let Act be a set of action names. A labelled
Petrinet isatuple N = (P, T, F,l), where (P, T, F) isa Petrinet and [ : T — Act
is a labelling function. It can be generalized to multisets:

for o € M(T) o) =def D pea l(t).

Again, we use not a union but a sum of multisets.

Let N = (P,T,F,l) be a labelled Petri net. We say that a relation R C
M(P) x M(P) conforms the transfer property iff for all (M, M) € R and
for every step t € T, s.t. My 4 M, there exists an imitating step u € T,
s.t. 1(t) = l(u), My = M} and (M{, M}) € R. The transfer property can be
represented by the following diagram:

M, ~ Mo

A relation R is called a marking bisimulation, if both R and R~! conform the
transfer property.

For every labelled Petri net there exists the largest marking bisimulation
(denoted by ~) and this bisimulation is an equivalence. It was proved by P. Jan-
car [6], that the marking bisimulation is undecidable for Petri nets.

3 Similarity of Generalized Resources

Definition 1. Let N = (P,T,F,l) be a labelled Petri net. A pair (r,«a) s. t.
r e M(P),a € M(T) and *a C r is called a generalized resource of a Petri net
N.

The set of all generalized resources of N is denoted by ®(N).
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In other words, a generalized resource can be considered as a multiset over
the set P U T of vertices in Petri net graph. But we prefer to use the syntax
(r,a) since for syntactical reasons it is more convenient to separate places and
transitions explicitly.

So, the generalized resource (r,a) consists of two distinguished parts — a
multiset of places r and a multiset of transitions a. We will call r a material
resource and « an actiwity resource. The material part describes the availability
of raw materials (tokens in Petri nets) and the activity part describes the possi-
bility of tool usage (transition firings). Since we consider not sets but multisets,
both tools and materials may have quantity.

The requirement of well-foundedness *a C r is very natural and guarantees
that materials utilized by activity part are always included into material part.

Note that by definition ®*« contains enough tokens for parallel firing of all
transitions in . Hence a can be always considered as a parallel step. We consider
only parallel firings of transitions constituting the activity part of a resource.

Generalized resources can be interchangeable:

Definition 2. Generalized resources (r, o) and (s, 3) are called similar (denoted

by (r,a) = (s, 0)) if

1 () = 1(B);
2. for every marking M € M(P) and parallel step M +r = M’ we have
M+ s 2 M with M7~ M.

Thus if two generalized resources are similar, then in every marking each
of these resources can be replaced by another without changing the observable
system behavior. The replacement of material parts means just replacement of
corresponding tokens. The replacement of activity parts means determined firing
of 3 instead of a.

The generalized resource similarity has natural interpretation. For example,
it may express the possibility of replacement of one employee (making some work
defined by a multiset of transitions) by another employee (another multiset of
transitions), but only provided we replace also some tokens (raw materials at the
store and salary on the employee’s account) by another multiset of tokens. In this
case the money and the raw materials are material resources, and the employees
are activity resources. Different employees consume and produce different mate-
rial resources.

Note that this replacement doesn’t actually replace transitions in the net’s
graph. The structure of the net remains the same. We just replace the occurrences
of transitions in the net’s behaviour. The first employee is not fired, it is just
substituted by the second for this certain work. Later he/she may carry out this
kind of work himself/herself again.

Some examples of similar generalized resources are shown in Fig.

Generalized resource similarity may capture a number of interesting facts
about the system. Some of them are shown in Fig.
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A

@

(1 + p2 + ps, t2) = (p2 + ps3, t3)

O

Pl\ D4
/E‘\ (p1,t1) = (p1 + pa, 1)
to
C102>>IZ'<(1705 Igl (ps,ta) = (2ps,ta)
g "0 (91,0) ~ (po. 0)
b3 De

Fig. 2. Examples of similar generalized resources
(r,a) = (s, 3)
(r,a) = (r,5)

Generalized resources (r,a) and (s,() are inter-
changeable in any state of the system.

Activities a and (§ are equivalent in any state of
the system, containing context r.

Materials r and s are equivalent if the system nec-
essarily executes a.

Activity « is more effective than (.

Material s is removable if the system necessarily
executes «.

A material s is redundant.

(r, @) = (s, @)

(rya) = (r+s,0)
(rya) = (r+s,a)

(r,0) ~ (r +s,0)

4 Properties of Generalized Resource Similarity

The generalized resource similarity has some nice properties. First of all, it is an
equivalence:

Proposition 1. Let (r,a), (s, 8), (u,v) € ®(N). Then

1. (r,a) = (r,a);

2. (r,a) = (s,8) = (s,0) = (r,a
3. (r,a) = (s,8) & (s,0) = (u,7)
Proof. 1) From the definition.
2) Since the largest marking bisimulation ~ is closed under the symmetry.
3) Since the largest marking bisimulation ~ is closed under the transitivity. O

)

S (ra)~ (u,9).

The simplest nontrivial similar pairs can be generated by:

Proposition 2. Let a, 3 € M(T). Then
o) =1UpB) = (Ca+pa)=C"F+ap).
Proof. From the definition. a
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L —O—1—0

P1 t1 D2 to D3
(p1+ps, t1) = (p2 + pa, t3)
(p3,0) =~ (ps,0)
[ ] ) [ ]
L F—O—}—0O
y2! ts ps ta Pe

a) interchangeable resources;

a I a ( 17t1)¢( 17t2)
[ \ j (2;,151) R (gp17t2)

t1 P1 to

b) equivalent activities;

@ 1 Q (p1,0) % (p1 + p2,0)
L] (p1,t1) = (p1 +p2, 1)
P t1 D2 to
¢) equivalent materials;

o N\
T ®
to P3
d) more effective activity;

— (p1,t1) ~ (2p1,t1)
E:=O (ph@) ~ (2171,@)
t P1 (0,0) % (p1,0)

e) removable and redundant materials.

(p1,t1) = (p1 + p2, t2)

Fig. 3. Properties exposured by a generalized resource similarity

Generalized resource similarity is closed under the removal of a parallel step:

Proposition 3. Let (r,a),(s,8) € #(N), 7,06 € M(T). Then

(ra)=(s,0) &l(y) =16 &yCa&kdilhB =
= (7&_.,7+7.7a_7)%(S_.6+6.75_6)'

Proof. Assume the converse: (r — *y + %, a — ) A(s—°*0+0°,8—9).
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First, note that (r —*y+~°*,a —~) and (s — *§ + 6*, 3 — 0) are well-formed
generalized resources, since *(a—7v) C (r—*y+~°*) and *(5—0) C (s—*5+0°).
From (r,a) = (s, 3) and () = 1(0) we have [(a —v) = 1(6 — 9).

Hence, the multisets of transitions o — v and § — ¢ may fire in parallel from
the corresponding material resources and from any bigger markings.

So, our assumption implies that for some marking M € M(P) and parallel
steps

M+ (r—*y+7%) "= M M

and
M+(S_.(S+(S.) 6;5M”

holds M’ AM".
Consider « and 7. From the condition v C « we have o« = v 4+ +'. From the
conditions *a C r and v C o we have

r:.’y+.’yl+7’/. (2)
Applying (@) the step () can be rewritten as

M+(T*"}/+’y.):M+’y.+.’y/+7’/LM+’Y.+"}/.+T’/.
Hence M’ = M +~* +~+'* + /. Similarly we get 5 =30+, s=°5+°0 + 5
for some s’ and M" = M + §* +¢'® + s'.
The generalized resource similarity (r, ) & (s, 8) implies
M+r2a, M+s2a,
G ~qG". (3)

Applying (@) we can rewrite the firing M +r % G’ as
M-FT:M“F.’Y‘F.’Y/‘FTI 'Yi’)Y GIZM-F’}/.—‘,-’)/I.-‘,-TI.

Hence G = M’. Similarly G” = M". Therefore, we get contradiction between
@) and the assumption M’ AM". O

Note that this is not a subtraction since we subtract only the activity com-
ponent. The material component is not subtracted, it is transformed according
to the step properties.

Generalized resource similarity is closed under the addition of a parallel step:

Proposition 4. Let (r,a),(s,8) € #(N), 7,0 € M(T). Then

(ra) = (5,8) &U(y) =1(0) &y* C(r—"a) &d* C(s—*f) =
= (r="+ Ty aty) = (s =0+ %0, B +9).

Proof. Similarly to the proof of proposition [Bl a
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This is also not a real addition. Again, we add only an activity component.
Material component is not added or removed, it is transformed according to the
step properties.

However, we can add both components at once. The generalized resource
similarity is closed under the addition of pairs of resources:

Proposition 5. Let (r,a), (s, 3), (u,7), (v,0) € ®(N). Then
(rya) = (s,8) & (u,y) = (v,0) = (r+u,a+vy)=(s+v,0+9).

Proof. Assume the converse: (r +u,a +7v) A(s+ v, 8+ 9).
Reasoning as in the beginning of the proof of proposition [3] the assumption

implies that for some marking M € M(P) and parallel steps M +r + u v

and M + s +v 75 M" holds M! AM".
Consider (r,a). Since *a C r, we have

rS (r—"a+a®).

Denote the multiset of places r — *a + a® by a primed letter r'. Similarly,
denote the postsets of (s, 3), (u,7) and (v,d) by primed letters s’, v’ and v’ :

Obviously, we have M’ = M + 1’ +«' and M” = M + s’ + v' and hence the
assumption can be rewritten as:

M+7r"+u ,AM+s 40 (4)
Consider G = M + /. From (u,~) ~ (v, ) we have
G+ulG+u, G—i—viG—l—v’,
G+u ~G+. (5)
Consider H = M +'. From (r, ) = (s, 3) we have
H+r S H+7, H+s2 H+s,
H+7v ~H+5. (6)
Bisimilarities (B]) and (@) can be rewritten:
(M +7")+u ~(M+71")+, (M +0")+7" ~(M+")+ .

Since the largest marking bisimulation ~ is closed under the transitivity and
the addition of multisets is commutative and associative we get

M4+r+u ~M+5s +,

that contradicts to (). 0
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Note 1. The generalized resource similarity is not closed under the subtraction of
pairs of resources. In particular, the subtraction may affect the well-foundedness
of a resource.

From proposition B we get
Corollary 1. The generalized resource similarity is a congruence.

It was proved by L. Redei [7] that every congruence on the set of vectors
Nat" is generated by a finite set of pairs. Later P. Jancar [6] and J. Hirshfeld [5]
presented a shorter proof and also showed that every congruence on Nat® is a
semilinear relation (modulo coordinate-wise addition), i. e. it is a finite union of
linear sets.

Since the set of generalized resources $(IN) can be considered as a subset of
Nat* with k = |P|+|T|, and the multiset addition coincides with the coordinate-
wise vector addition, we immediately have

Corollary 2. The generalized resource similarity is semilinear.

Here we propose a description of a simple finite basis for &~ (not semilinear).

Consider a finite set P and a congruence B over a set M(P) x M(P) of
pairs of finite multisets over P. Since B is a congruence, there must be a finite
representation of B ([7]).

It was proved [3], that a finite basis of B can be described as follows.

Define a partial order C on the set B C M(P)xM(P) of pairs of multisets:
for “loop” pairs let

d
(r1,71) C (r2,72) o C o;

for “non-loop” pairs “loop” and nonintersecting addend components are compa-
red separately

d,
(T’1+01,T1+O/1) E (T2+02,7’2+0l2) g

d
ief 01No)=0& 02 Noy=0& r1 Cry & 01 C 02 & 0] C 0.

Note that by this definition reflexive and non-reflexive pairs are incompara-
ble.

Let By denote the set of all minimal (w.r.t. C) elements of B. Since C is a
well-quasi-ordering B; is finite. We call B the ground basis of B.

Let BAT denote the closure of the relation B under the transitivity and the
addition of pairs of multisets.

Theorem 1. [3] Let B C M(P)xM(P) be a symmetric and reflexive relation.
Then (Bs)AT = BAT and B, is finite.

It is easy to see that for any congruence B we have BAT = B. So, it is
sufficient to deal only with this ground basis.

But in the case of generalized resources the pair (r, ) = (s, 3) is constituted
of four distinguished multisets. Moreover, the material and the activity parts are
bounded by the requirement *a C r. However, the approach still works.
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Define a partial order C on the set R C ¢(N) x §(N) of pairs of generalized
resources as a “lifting” of the case M(P)x M(P):

(v, (5.9) £ () 0,9) E (19) £ (w0) & (@) £ (3,9).

Similarly, let Rs denote the set of all minimal (w.r.t. C) elements of R and
is called the ground basis of R.

So, we compare the material component and the activity components of re-
sources separately. This can be argued by the fact that the operation of a gen-
eralized resource addition, introduced in the statement of proposition Bl also
distinguishes them.

Theorem 2. Let R C &(N)x P(N) be a symmetric and reflexive relation. Then
(Rs)AT = RAT and R, is finite.

The proof is long and technical and is omitted here.

Note 2. The complete relation R is constructed from it’s finite ground basis not
only with the addition, but also with the transitive closure. It is easy to give an
example of a relation that can be generated only by infinitely many transitive
closures of it’s ground basis. Hence, this basis is not semilinear.

Corollary 3. The generalized resource similarity is generated by a finite ground
basts.

5 Material and Activity Resources

There are two particularly interesting sorts of generalized resources.

Definition 3. A generalized resource of the form (r,() is called a material re-
source.
A generalized resource of the form (*c, ) is called an activity resource.

Considering only pairs of similar material resources we obtain an important
equivalence relation — a material resource similarity.

The material resource similarity coincides with the resource similarity, inves-
tigated in [3].

Definition 4. [3] Let N = (P, T, F,l) be a labelled Petri net. A resource r €
M(P) in a Petri net N = (P, T, F,l) is a multiset over the set of places P.

Resources r,s € M(P) are called similar (denoted by r = s) iff for every
resource m € M(P) we have m +1 ~m + s.

The notion of a generalized resource similarity is a generalization of the notion
of a resource similarity, that takes into account not only places (materials), but
also transitions (activities).

It is easy to see that a resource similarity forms a distinguished subset of a
generalized resource similarity:
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Proposition 6. Let r,s € M(P). Then

ras < (r0) = (s,0).
Proof. From the definitions. a

So, the set of all pairs of similar material resources coincides with the set of
all pairs of similar resources (modulo notation). All properties of the resource
similarity hold for the material resource similarity. In particular,

Corollary 4. The material resource similarity is an equivalence relation, closed
under the addition.

It was proved in [3] that the resource similarity is undecidable for labelled Petri
nets. Since the basis of the material resource similarity can be easily constructed
from the ground basis of the complete generalized resource similarity, we get

Corollary 5. The generalized resource similarity is undecidable for labelled Pet-
i nets.

Note 3. So, the generalized resource similarity is not computable in general.
However, for a resource similarity there exist important subsets called resource
bisimulations [3]. The problem whether the largest (w.r.t. inclusion) resource
bisimulation is a proper subset of the resource similarity is still open. More
likely they coincide.

On the other hand, the largest resource bisimulation can be constructively
approximated. Hence it seems that it is very promising to look for some analogue
in the case of generalized resources.

Considering only pairs of similar activity resources we obtain an activity re-
source similarity. It is not as rich as material one. More precisely, it is generated
by a special subset of a material resource similarity:

Proposition 7. Let a, 3 € M(T). Then
(Ca,a) = (*6,8) & (a*,0)=(8%,0).

Proof.
(=) From proposition [3
(«=) From proposition [ O

This is quite natural — we can exchange “tools” without additional require-
ments if and only if they are “completely” similar i. e. produce equivalent ma-
terial resources.

6 Example

In this section we describe a toy example which demonstrates some possible
applications of similarity relation.
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(p1 + p2,0) =~ (g2,0) = (g3 + g4, 0)
(p1,t1) = (qa, us), (p2,t2) = (g3, us) = (r2,v2)
(p1 4+ p2,t1) = (g2, u2) = (g2 + g3, us) = (r1,v1)

(p1 + p2,t2) = (92,us) ~ (g2 + g3, ua)

Fig. 4. Adaptive request processing

Consider a model of a request processing system shown in Fig. @l It may be
an organization, a web service or a computational device. The system consists of
three separate modules (departments, servers or processors). Each of them can
handle it’s own type of request. The overall processing is different for different
types of requests but, however, some of operations are identical. Specifically,
there are ”a” and ”b” units in every module. So we want to know how this
similarity may be used for adaptive processing: exchanging requests (resources)
between subsystems for load balancing and exception handling. Of course, the
replacement must not damage the overall system’s behaviour.

The similarity of generalized resources offers a good opportunity for this. In
the presented system we can find a number of similar resources.

The material resource similarity provides a nice set of rules for load balancing.
For example, using the rule (g2,0) =~ (p; + p2, ) one can decrease the load of
subsystem 2 (at the cost of increasing the load of subsystem 1) by removing a
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token from ¢o and adding tokens to p; and ps. (For simplicity we do not examine
here in details the technical process of request transferring.)

The load balancing is basically imposed by some external events or reasons
(load manager etc.). The exception handling is necessary for dealing with internal
problems of the system. Consider a situation where subsystem 3 crushes during
the execution of the task v; (or is executing it for an unacceptably long time
while other — maybe more powerful — subsystems are standing idle). In this
case the similarity rule (r1,v1) &~ (p1 + p2,t1) =~ (go2, u2) permits us to transfer
all the incoming data from Sub 3 to another subsystem (Sub 1 or Sub 2) and
then (transparently for the end user) restart the task. Note that this is not a
”traditional” rollback, since we remember not only the state (marking) of the
system but also the set of chosen activities.

Actually, one can exchange resources and activities not only because of fail-
ures. For example, the activity resource similarity (p1,t1) ~ (g4, us) displays the
possibility to remove one of these activities from the system (permanently or
during a hot-swap manipulations).

7 Conclusion

In this paper we presented a notion of generalized resource and a relation of
generalized resource similarity, which allows to exposure behavioural equivalence
between complex resources of a system. These aggregate resources contain both
statical elements (tokens) and dynamical events (transition firings). Hence the
relation of generalized resource similarity can express a wide range of properties
of system components and behaviour.
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Abstract. Event structures have come to play an important role in the
formal study of the behaviour of distributed systems. The advantage
of event structures is that they explicitly exhibit the interplay between
concurrency and nondeterminism. In [14], it has been shown that event
structures are closely related to Scott domains. The intention of the
paper is to extend Winskel’s approach to a real-time version of event
structures, obtaining a coreflection between categories of the models.

1 Introduction

Category theory has been used to structure the seemingly confusing world of
models for concurrency — see [I5] for a survey. The general idea is to formalise
that one model is more expressive than another in terms of an ‘embedding’, most
often taking the form of a coreflection, i.e. an adjunction in which the unit is an
isomorphism.

Event structures have come to play an important role in the formal study of
the behaviour of distributed systems. The advantage of event structures is that
they explicitly exhibit the interplay between concurrency and nondeterminism.
Event structures essentially model processes as sets of events constrained by re-
lations of causal dependency and conflict. On one hand, event structures consist
of relations on events and bear a close relationship to Petri nets. On the other
hand, configurations or states of an event structure naturally reflect information
about which events have occurred and determine a Scott domain of informa-
tion [2]. Thus, dual nature event structures stand as an intermediary between
the theories of Petri nets and denotational semantics, sharing ideas with both.
The facts have been shown by obtaining coreflections between categories of the
models (see [BIITII4] among others).

Recently, the demand for correctness analysis of real-time systems, i.e. sys-
tems whose descriptions involve a quantitative notion of time, increases rapidly.
Much of the theory of untimed systems have been lifted to real-time setting.
Timed extensions of interleaving models have been investigated thoroughly in
the last ten years (see, for instance, [1l6]). On the other hand, the incorpora-
tion of quantitative information into noninterleaving models has received scant
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attention: a few extensions are known of pomsets [4], configurations [12], asyn-
chronous transition systems [3[9], net processes [8], and event structures [7]9].
More recently, the close relationships between probabilistic event structures and
domains has been established in [I3].

This paper follows the seminal work of Winskel [14], where prime event struc-
tures are categorically related to Scott domains via a coreflection (a particularly
nice form of an adjunction). We extend Winskel’s approach to real-time event
structures and a specially developed class of Scott domains (marked domains),
obtaining a coreflection between categories of the models.

The rest of the paper is organised as follows. The concepts of marked Scott
domains and real-time event structures are developed in sections 2 and 3, re-
spectively. In Section 4, categorical characterisation of the relationship between
the models are treated.

2 Scott Domains

In this section we provide notions and notations related to Scott domains. First,
recall some notions and notations concerning partial orders from [14].
Let (D, C) be a partial order, d € D and X C D. Then,

—d] ={d € |dC d'} is called the upper cone of d,

— d| ={d € | d Cd} is called the lower cone of d,

— X is said to be compatible (written Cmp(X)) iff X has an upper bound.
We shall denote the least upper bound (written lub) (greatest lower bound
(written glb)), if it exists, as | | X ([] X, respectively),

— X is said to be finitely compatible (written Cmp ., (X)), iff every finite subset
Y Cyin X has an upper bound,

— X is said to be directed iff all its finite subsets X C;,, X have upper bounds
in X (so X is finitely compatible and cannot be empty). An element e € D
is said to be finite iff for all directed sets X C D, if e C | | X then e C x for
some = € X,

— D is consistently complete iff every finitely compatible subset X C D has
a least upper bound | | X (thus, D has the least element L = | |@). A
consistently complete partial order is algebraic iff for every element d € D
holds: d = | [{e C d | e is finite}.

We call a consistently complete algebraic partial order a Scott domain (or
simply a domain). A finitary Scott domain is one in which every finite element
e dominates only a finite number of elements, i.e. {d' € D | d’ C e} is finite.

Let (D, C) be a consistently complete partial order. A (complete) prime of D
is an element p € D s.t. for any compatible set X C D holds: pC | | X = Jz €
X op C z. Let P be the set of prime elements. D is a prime algebraic domain iff
for every d € D holds: d = | [{p E d | p € P}. Thus, a prime algebraic domain is
a Scott domain with a special kind of sub-basis.

Let (D, C) be a prime algebraic Scott domain and d,d’ € D. Say d is covered
by d' iff d < d’, where <=C \ T2 A prime interval is a pair [d, d'] such that
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d < d'. In the following, we shall use I(D) to indicate the set of prime intervals of
D. Given two prime intervals [c, ¢], [d,d] € I(D) define [¢,c'] < [d,d'] < ¢ =
dMdAd = c Md. Define the equivalence relation ~ as a symmetric, transitive
closure of the relation <. A covering chain for an element d € D, denoted o(d),
is a (possibly infinite) sequence: L =dp <di <... <dp <...st. [ [{d;} =d.

Let (Dg,Cp) and (D71,C4) be partial orders and f be a mapping f : Dy —
D;. Say f is additive iff VX C Dy, Cmp(X) = f(||X) = || fX, stable iff
VX C Dyo X A2 ACmp(X) = f([1X) =[]fX, <-preserving iff Vz,2’' €
Dyox <2’ = f(z) < f(2).

Prime algebraic finitary Scott domains with additive, stable and <-preserving
mappings constitute the category Dom.

In the following, for a category C we shall use |C| to indicate the class of
objects of C and for arbitrary objects A, B € |C| we shall use C(A, B) to indicate
the set of morphisms from A to B.

Next, the notion of marked domains is developed.

Definition 1. Let D € |Dom| be a prime-algebraic finitary Scott domain. A
mapping m : I(D) — {0,1} is called o marking. A pair (D,m) is called a
marked domain.

A marked domain (D, m) is called correctly marked iff m respects the ~
relation, i.e [¢, ] ~ [d,d'] = m([c,c]) = m([d,d']). In the following, we shall
consider only correctly marked domains and call them simply marked domains.

Further, we need to define auxiliary notions and notations. Let MD =
(D, m) be a marked domain. For an element d € D, define its norm ||d|| =
>d;eo@ngay mdi-1,d;]) € N, where N = NU{w} (N is the set of natural num-
bers and w > n for any n € N). Note that since m respects the ~ relation, ||d||
does not depend on the choice of a covering chain for d and thus is well defined.
Calculate the norm of M D as follows: ||M D|| = max{||d|| | d € D}.

Define the following relations: d <* d’ <= d < d'Am([d,d']) =i fori =0,1.
Form the relation C! as a reflexive, transitive closure of <* (i = 0,1). For an
element d € D, define d|* = {d’ € D | d C* d'} (the i-marked upper cone of d).

Say that a marked domain MD = (D, m) is

— linear iff for any d € D holds d]* = {n e N | ||d|| < n < |[MD||} and for any
d,d" € D holds d1'Nd'1! o <= (dC'd ANd' C'd),

— proper iff the set P of prime elements is partitioned into two sets sets P°
and P! such that: PY = {p € P | m([dp,p]) = 0}, where d,, = | |(p],\{p}),

and P! = 111\ {1}

Let (Dg,mo) and (D1, m1) be marked domains and f € Dom(Dg, D) be a
morphism. Then f is called marking-preserving iff mqo([d, d']) = m1([f(d), f(d')])
for any [d,d’] € I(Dy)

Linear and proper marked domains with marking-preserving morphisms form
the category MDom.
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3 Real-Time Event Structures

In this section, we introduce a real-time extension of Winskel’s model of prime
event structures [14] by equipping events with time delays.

We first recall the terminology concerning event structures. An event struc-
ture is a partially ordered set of event occurrences together with a symmetric
conflict relation. The ordering relation models causality, whereas the conflict re-
lation expresses alternative choices between events. Two event occurrences that
are neither comparable nor in conflict, may occur concurrently. In this sense,
event structures provide explicit and separate representations of causality, choice
and concurrency.

An event structure is a tuple S = (E, <,#), where E is a set of events; < C
E x E is a partial order (the causality relation), satisfying the principle of finite
causes: Ve € E s el is finite; # C F X F is a symmetric and irreflexive relation
(the conflict relation), satisfying the principle of conflict heredity: Ve, e’ ¢’ €
Eoe # e < e = e #e” Let C C E. Then, C is left-closed iff Ve,e' €
EseeC N e <e=e €C;Cis conflict-free it Ve, e € C, (e # €'); Cis a
configuration of S iff C is left-closed and conflict-free. Let Conf(.S) denote the set
of all configurations of S. For C' € Conf(S) define En(C) = {e € E\C | CU{e} €
Conf(S)} (the set of events enabled at C). For a set E' C E define a restriction
of S to E’ as follows: S[E' = (E/, < N(E' x E'),#N(E' x E")).

For event structures Sy = (Fo, <o, #0) and S1 = (F1, <1, #1), a total map-
ping 0 : Ey — Fj is called a morphism from Sy to Sy if VC € Conf(Sy) ., f(C) €
Conf(S1) A Ve, ¢! € C,0(e) = 0(e’) = e = €'. Prime event structures with
morphisms constitute the category PES.

We are now ready to introduce the concept of real-time event structures. In
our model, we add time constraints to event structures by associating their events
with time delays w.r.t. a global clock. Furthermore, all events are non-urgent, i.e.
they are allowed but not forced to occur once they are ready (their causal prede-
cessors have occurred and their time delays are respected). Moreover, the occur-
rence of an enabled event itself takes no time. A real-time event structure always
proceeds in two ways — by occurring an event or by letting a certain amount of
time pass. (See, for instance, [BITIT2] for more explanation of the concepts).

Definition 2. A real-time event structure is a tuple (S = (E, <, #), D), where
S is a prime event structure and D : E — N is a timing function s.t. e < e’ =
D(e) < D(€').

In a graphic representation of a real-time event structure, delays are drawn
near events. The <-relations are depicted by arcs (omitting those derivable by
transitivity), and conflicts are also drawn (omitting those derivable by conflict
heredity).

0 1

TS: e T e
#

€2
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Ezample 1. Following the conventions, a trivial example of a real-time event
structure is shown in Fig. 1.

A state of an execution of a real-time event structure 7'S = (S = (F, <,
#),D) is called a timed configuration (C,t), which consists of a configuration
C € Conf(S) and ¢ € Igl, representing current value of a global clock. The initial
timed configuration of T'S is (&, 0).

A real-time event structure progresses through a sequence of states in two
ways: by occurring an event whose time delay is respected or by incrementing a
global clock. Let TCy = (Cy, to) and TCy = (Ch, t1) be timed configurations. An
event e € En(Cy) may occur at a timed configuration T'Cy iff CoU{e} € Conf(S)
and D(e) < to. In this case, an occurrence of an event e leads to the timed con-
figuration T'Cy (denoted TCy — T'C1) iff C1 \ Cp = {e} and tg = ¢1. The
value of a global clock can be incremented at a timed configuration T'Cy iff
t < sup{D(e) | e € E}. In this case the increment of a global clock leads to the
timed configuration T'Cy (denoted T'Cyp —1 T'Cy) iff Co = C; and t; = to + 1.
The timed configuration T'Cy is reachable if either TCy = (&, 0) or there exists a
reachable timed configuration T'C such that TC; —g TCy or TCy —1 TCY.
We use TConf(T'S) to denote the set of all reachable timed configurations of T'S.

—

61762}5 1)
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(@’ 11)—5 ({60}7 1

1

~—
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(2,05 ({eo},0)
Fig. 2

Example 2. To illustrate the concept of timed configurations, the set of timed
configurations of the real-time event structure 7'S shown in Fig. 1 is depicted
in Fig. 2. Here, arcs marked with 0 and 1 denote the relations —¢ and —1,
respectively.

For real-time event structures T'Sy = (So = (Eo, <o0,#0), Do) and T'S; =
(S1 = (B1,<1,#1), D1), a total mapping 6 : Ey — Ej is called a morphism from
TSy to T'Sy iff 6 is a morphism from Sy to S; and 6 respects event delays, i.e.
for every e € Ey holds: Dy(e) < Dy o 6(e).

Real-time event structures with morphisms form the category TPES.

4 Relating the Models

In this section we relate real-time event structures and marked Scott do-
mains in a categorical setting. For this purpose, the definitions of two functors
TPr: MDom — TPES and 7L : TPES — MDom are developed. Note, we
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follow the paper [14], where the category PES of prime event structures and the
category Dom of Scott domains are related by the functors Pr : Dom — PES
and £ : PES — Dom.

First, define the functor 7 £ : TPES — MDom.

Definition 3. For a real-time event structure T'S € |TPES|, define TL(TS) =
(TConf(TS), mrs), where the marking mrs is uniquely defined by the relations
— and —1. For a morphism 6 € TPES(T Sy, TS1), define TL(0) as a map-
ping (C,t) 1—(0(C),t) from TConf(TSy) to TConf(TS}).

The following proposition establishes a property of the mapping 7 L.

Proposition 1. For a real-time event structure T'S, TL(TS) is a linear and
proper marked domain. Moreover, T L : TPES — TSDom is a functor.

Next, define the functor 7Pr : MDom — TPES, extending the functor Pr
from [14] in the following manner.

Definition 4. For a marked domain (D, m) € |MDom)|, define TPr(D,m) =
(S[PY ||-1|) with S = Pr(D). For a morphism f € MDom(M Dy, M D1), define
TPr(f) =Pr(f)IF-

Proposition 2. 7Pr : TSDom — TPES is a functor.

Proof. The only non-trivial part of the proof is to show that 7Pr(f) respects
time delays for any morphism f € TSDom(T'SDy, T DS1). It is straightforward
due to the definition of Pr(f) from [14] and the fact that f preserves markings
and covering chains (hence, preserves the norms).

Theorem 1. 7Pr and T L constitute a coreflection from TSDom to TPES.

Proof (sketch). Suppose MD = (D,m) € |MDom| to be a marked domain.
Consider a mapping nyp : D — TConf(7Pr(M D)) defined as follows: nyp :
d1—(d| NP, ||d||) for every d € D. It is easy to show that nysp is an isomorphism
in MDom.

Similarly, for any real-time event structure T'S € |TSPES]| there exists an
isomorphism prs : T'S — TPr o TL(TS) defined as prs : e 1—(el, D(e)).
Moreover, it is easy to show that TL(urs) = nrz(rs)-

Due to [I0, Theorem 2, pg. 81], it is sufficient to show that for any M D €
IMDom| the isomorphism 7/p is universal, i.e. for any real-time event struc-
ture T'S and any morphism f € MDom(M D, T L(TS)) there exists a unique
morphism § € TSPES(7 Pr(MD),TS) such that f =T L(0) onap. In [14] one
can find the definition of the isomorphism ¢p : D — £ o Pr(D) for any domain
D € Dom, which is universal in the above-mentioned sense.

Using the fact that D is a prime algebraic finitary domain for every marked
domain MD = (D,m) € MDom|, there is an isomorphism s/p € Dom(
TConf(7Pr(MD)), Lo Pr(D)) defined as scxmp = ©p 0 ny/p-

Since pp is universal, there exists a unique morphism 6’ € PES(Pr(D),
Pr(TConf(TS))) s.t. orcont(rs) © f = L(0") o pp. Define § = puzg o (6/[P°).
Note that 6 is unique because 6’ is unique and ,u;é is an isomorphism.
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It is easy to show that § € TPES(7 Pr(MD),TS) and T L(9)
L(0") o seprp. Thus, we have f =T L(0) o nap.-

_,—1
= Prcont(T5)°

5 Conclusions

In this paper, following Winskel’s approach [14] we tried to relate a real-time
prime event structures and Scott domains obtaining coreflections between cate-
gories of the models.

In a future work, we plan to extend the results to real-time generalisations of
different classes of event structures. Some investigation on establishing the re-
lationships between semantical representations (e.g., net processes, event struc-
tures, etc.) of the behaviour of timed Petri nets are now under way, and we plan
to report on this work elsewhere.
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Abstract. The k-set agreement problem is a generalization of the consensus
problem: each process proposes a value, and each non-faulty process has to de-
cide a value such that a decided value is a proposed value, and no more than &
different values are decided.

This paper presents a surprisingly simple protocol that solves the k-set agree-
ment problem in synchronous systems prone to up to t < m processes can crash
(where n is the total number of processes). The proposed protocol is the first
early stopping k-set agreement protocol that does not impose a constraint on ¢. It
allows the processes to decide and stop by min(| f/k| + 2, [t/k] + 1) rounds
where f is the number of actual crashes (0 < f < t). In addition to its concep-
tual simplicity, the protocol has an additional noteworthy feature, namely, it is
particularly efficient in common case scenarios. This comes from the fact that it
is based on a mechanism that allows the processes to take into account the actual
pattern of failures and not only their number, thereby allowing the processes to
decide in much less than | f/k| + 2 rounds in a lot of cases.

Keywords: Crash failure, Efficiency, k-set agreement, Message passing system,
Round-based computation, Synchronous system, Uniform consensus.

1 Introduction

Context of the paper The k-set agreement problem generalizes the uniform consensus
problem (that corresponds to the case k = 1). It has been introduced by S. Chaudhuri
to investigate how the number of choices (k) allowed to the processes is related to the
maximum number (t) of processes that can crash [5]. The problem can be defined as
follows. Each of the n processes (processors) defining the system starts with a value
(called a “proposed” value). Each process that does not crash has to decide a value
(termination), in such a way that a decided value is a proposed value (validity) and no
more than k different values are decided (agreement).

When we consider asynchronous systems, the problem can trivially be solved when
k > t. Differently, it has been shown that there is no solution in these systems as soon as
k <t [3I1319]. (The asynchronous consensus impossibility, case £ = 1, was demon-
strated before, using different techniques [9). Several approaches have been proposed

! The impossibility to solve consensus in asynchronous systems is usually named “FLP result”
according to the names of its authors [9].

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 49-58] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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to circumvent the impossibility to solve the k-set agreement problem in asynchronous
systems (e.g., probabilistic protocols [[17], or unreliable failure detectors with limited
scope accuracy [12J16]).

The situation is different in synchronous systems where the k-set agreement prob-
lem can always be solved, whatever the value of ¢ (and k). It has also been shown that,
in the worst case, the lower bound on the number of rounds (time complexity measured
in communication steps) is |[¢/k] 4 1 [6]. (This bound generalizes the ¢+ 1 lower bound
associated with the consensus problem [[1J2)8/15]].)

Although failures do occur, they are rare in practice. For the uniform consensus
problem (£ = 1), this observation has motivated the design of early deciding syn-
chronous protocols [447U14/18], i.e., protocols that can cope with up to ¢ process crashes,
but decide in less than ¢ 4 1 rounds in favorable circumstances (when there are few fail-
ures). More precisely, these protocols allow the processes to decide in min(f+2,¢+ 1)
rounds, where f is the number of processes that crash during a run, 0 < f < ¢, which
has been shown to be optimal (the worst scenario being when there is exactly one crash
per round).

In a very interesting way, it has very recently been shown that the early deciding
lower bound for the k-set agreement problem is min(| f/k| + 2, [¢/k] + 1) [10]. This
lower bound, not only generalizes the corresponding uniform consensus lower bound,
but also shows an “inescapable tradeoff” among the number ¢ of faults tolerated, the
number f of actual faults, the degree k of coordination we want to achieve, and the
best running time achievable. It is also important to notice that, when compared to
consensus, k-set agreement divides the running time by & (e.g., allowing two values to
be decided halves the running time).

Related work. While there exist several not-early deciding k-set agreement protocols
[2I6I13] (i.e., protocols that always terminate in [¢/k] + 1 rounds), to our knowledge
only one early deciding k-set agreement protocol has been proposed [[11]. This protocol
assumes ¢ < n — k, which means that, contrarily to what we could “normally” hope, the
maximum number ¢ of processes that can crash decreases when the coordination degree
k increases.

Content of the paper. We propose here a protocol that does not impose a constraint on
t (it assumes only ¢ < n, i.e., at least one process has to be correct for the problem
to be meaningful). Moreover, differently from uniform consensus protocols where a
correct process that decides in a round is required to halt only in the next round, the
proposed protocol allows a process to decide and halt in the very same round. This
means that, instead of the “early deciding” property, the protocol provides the stronger
“early stopping” property in min(| f/k] + 2, [¢/k] + 1).

The proposed protocol enjoys two noteworthy features. The first lies in its design
simplicity (that is a first class property). Interestingly, when we take k& = 1, we obtain
a uniform consensus protocol simpler than some already proposed uniform consensus
protocols (with a more general proof, based on a totally different approach). The second
feature lies in its two dimensional efficiency. The first dimension concerns the size of
the messages: they contain only one bit plus one proposed value. The second dimension
is a “very quick decision” property, namely, except in extreme cases where the crashes
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are evenly distributed in the rounds, the processes decide and stop in much less than
| f/k| 4+ 2 rounds. The achievement of this first class efficiency property is provided
by the introduction of a very simple mechanism that allows a process to count the
number of processes that, from its point of view, have crashed during the last round,
whatever the number of previous crashes. This differential approach allows a process
to take into account the failure pattern and not only the number of failures that occur.
If, during the very first rounds, there are either few crashes or a lot of crashes, the
protocol terminates very quickly. As an example, the protocol stops after only three
rounds when xk (¥ = > 1) processes have crashed before the protocol starts, and less
than k processes crash thereafter. The | f/k| + 2 lower bound is attained only in the
worst scenarios where there are k crashes per round. The proposed protocol is the first
k-set agreement protocol enjoying this “very quick decision” property.

Roadmap. The paper consists @ of parts. Section 2] presents the computation model
and gives a definition of the k-set agreement problem. Section [3] presents the protocol
and proves it is correct. Finally Section 4| discusses the local predicate used by bthe
processes to early decide and stop.

2 Computation Model and k-Set Agreement

2.1 Round-Based Synchronous System

The system model consists of a finite set of processes, namely, IT = {p1,...,p,}, that
communicate and synchronize by sending and receiving messages through channels.
Every pair of processes p; and p; is connected by a channel denoted (p;, p;).

The system is synchronous. This means that each of its executions consists of a
sequence of rounds. Those are identified by the successive integers 1, 2, etc. For the
processes, the current round number appears as a global variable r that they can read,
and whose progress is managed by the underlying system. A round is made up of three
consecutive phases:

— A send phase in which each process sends messages.

— A receive phase in which each process receives messages.
The fundamental property of the synchronous model lies in the fact that a message
sent by a process p; to a process p; atround r, is received by p; at the same round 7.

— A computation phase during which each process processes the messages it re-
ceived during that round and executes local computation.

The underlying communication system is assumed to be failure-free: there is no cre-
ation, alteration, loss or duplication of message.

2.2 Process Failure Model

A process is faulty during an execution if its behavior deviates from that prescribed by
its protocol, otherwise it is correct. As already indicated, ¢ is an upper bound on the
number of faulty processes. A failure model defines how a faulty process can deviate
from its protocol.
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We consider here the crash failure model. A faulty process stops its execution pre-
maturely. After it has crashed, a process does nothing. Let us observe that if a process
crashes in the middle of a sending phase, only a subset of the messages it was supposed
to send might actually be sent. As already indicated, ¢ denotes the upper bound on the
number of processes that can crash, while f denotes the number of actual crashes during
a particular run. We have 0 < f <t < n.

2.3 The k-Set Agreement Problem

The problem has been informally stated in the Introduction: every process p; proposes
a value v; and each correct process has to decide on a value in relation to the set of pro-
posed values. More precisely, the k-set agreement problem is defined by the following
three properties:

— Termination: Every correct process eventually decides.
— Validity: If a process decides v, then v was proposed by some process.
— Agreement: No more than & different values are decided.

As we can see 1-set agreement is the uniform consensus problem. In the following,
we implicitly assume k& < ¢. This is because k-set agreement can trivially be solved
in synchronous or asynchronous systems when ¢ < £ [3]. A one communication step
protocol is as follows: (1) k processes are arbitrarily selected prior the execution; (2)
each of these k processes sends its value to all processes; (3) a process decides the first
value it receives.

3 A k-Set Agreement Protocol

This section describes a k-set agreement protocol that allows the correct processes to
decided by round min(| f/k] + 2, [t/k] + 1), for ¢ < n. The protocol relies on a
simple mechanism that allows a process to learn that it knows one of k£ smallest values
currently present in the system.

3.1 Protocol Description

A process p; invokes the k-set protocol by calling the function k-set_agreement (v;)
where v; is the value it proposes (Figure [I). If it does not crash, p; terminates when it
executes return (est;) at line [4| (early stopping) or line where est; is the value it
decides.

The value decided by a process p; is the smallest proposed value it has ever seen.
That value is kept in the local variable est;. The well-known “flooding strategy” (a basic
technique encountered in nearly all agreement protocols [2/15/18]]) is used to allow the
processes to improve their knowledge on the smallest proposed values, namely, during
each round, every active process sends the current value of est; to all the processes.
The achievement of the early stopping property is based on the following idea. Let
UP|[r — 1] be the set of processes not crashed by the end of round r — 1, and R;[r] be
the set of processes from which p; has received messages during round r. Although p;
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Function k-set_agreement (v;)

(1) est; « vi; nb;[0] < n; can_dec; — false;
(2) whenr=1,2,...,|t/k|+1do % r: round number %
(3) begin_round

4) send (est;, can_decide;) to all; % including p; itself %

(®)] if can_decide; then return (est;) end_if;

(6) let nb; [r] = number of messages received by p; during r;

(@) let decide; = V on the set of can_decide; boolean values received during r;
(8) est; <« min({est; values received during the current round r});

) if ((nbi[r — 1] — nbi[r] < k) V decide;) then can_decide; — true end_if

(10) end_round;
(11) return (est;)

Fig. 1. Early stopping synchronous k-set agreement: code for p; (t < n)

has no means to known the exact value of UP[r — 1] in the general case, as process
crashes are stable we always have R;[r] C UP[r — 1] C R;[r — 1]. More, in the
particular case where R;[r — 1] = R;[r], p; has received a message from each process
pj € UP[r — 1],1.e., from all the processes that were active at the beginning of r. It can
then correctly conclude that it knows the smallest value among the values still present
in the system at the beginning of . Let us observe that, as the failure model is the crash
model and a process p; sends at most one message per round to each other process,
we can use, instead of R;[r], a local variable nb;[r] counting the number of processes
from which p; has received a message during r. The predicate R;[r — 1] = R;[r| then
becomes nb;[r — 1] — nb;[r] = 0.

As we are interested in solving k-set agreement, it is not necessary for p; to know
the smallest value present in the system, it is sufficient for it to known one amongst the
k smallest values present in the system. This knowledge can be obtained by weakening
the locally evaluable predicate nb;[r — 1] — nb;[r] = 0 into nb;[r — 1] — nb;[r] < k.
This weakening is due to the following observation. When nb;[r — 1] — nb;[r] < k, p;
knows that it misses values from at most £ — 1 processes in the system. In the worst
case these & — 1 missing values are smaller than the value of est; at the end of r, from
which we conclude that, at the end of r, the value of its current estimate est; is one of
the k& smallest values present in the system.

Unfortunately, the local predicate nb;[r — 1] — nb;[r] < k is not powerful enough to
allow p; to conclude that the other processes know it has one of the k£ smallest values.
Consequently, p; cannot decide and stop immediately. To be more explicit, let us con-
sider the case where p; has (not any of the k£ smallest values but) the smallest value v in
the system, is the only process that knows v, decides it at the end of r and then crashes
by the end of r. The other processes can then decide %k other values as v is no longer is
the system from round r 4 1. An easy way to fix this problem consists in requiring p; to
proceed to r + 1 before deciding (this is similar to the way used to guarantee uniform
agreement in consensus protocols). When nb;[r — 1] — nb;[r| < k becomes true, p;
sets a boolean (can_decide;) to true and proceeds to the next round r + 1. As, before
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deciding at line of r + 1, p; has first sent the pair (est;, can_decide;) to all processes,
any process p; active during r 4 1 not only knows v but, as can_decide; is true, knows
also that v is one of k smallest values present in the system during r + 1.

3.2 Proof of the Protocol
Lemma 1. [Validity] A decided value is a proposed value.

Proof. The proof of the validity consists in showing that an est; local variable always
contains a proposed variable. This is initially true (round » = 0). Then, a simple induc-
tion reasoning proves the property: assuming the property is true at a round r > 1, it
follows from the protocol code (lines ] and [8), and the fact that a process receives at
least the value it has sent, that the property remains true at round r + 1. I

Lemma 2. [Termination] Every correct process decides.

Proof. The proof is an immediate consequence of the fact that a process executes at
most |t/k] + 1 rounds and the computation model is the synchronous round-based
computation model. O conma

Lemma 3. [Agreement] No more than k different values are decided.

Proof. Let EST[0] be the set of proposed values, and EST[r] the set of est; values of
the processes that decide during r or proceed to  + 1 (r > 1). We first state and prove
three claims.

Claim C1.¥r > 0: EST[r + 1] C EST]Ir].

Proof of the claim. The claim follows directly from the fact that, during a round, the
new value of an est; variable computed by a process is the smallest of the est; values
it has received. So values can only disappear, due to the minimum function used at line
or to process crashes. End of the proof of the claim C1.

Claim C2. Let p; be a process such that can_decide; is set to true at the end of r. Then
est; is one of the k smallest values in EST[r].

Proof of the claim. Let v be the value of est; at the end of r (v € EST[r]). If
can_decide; is set to true at the end of r, nb;[r — 1] — nb;[r] < k is satisfied or p;
has received a message carrying a pair (v1, true), and v1 has been taken into account
when computing the new value of est; at line[8lduring round 7, i.e., v < v1. So, there is
a chain of processes j = jq4, ja—1, - - -, Jo = ¢ that has carried the boolean value ¢rue to
pi. This chain is such that @ > 0, nb;[r — a — 1] — nb;[r — a] < k is satisfied, and any
value v’ sent by a process participating in this chain is such that v < v’ (as each process
in the chain computes the minimum of the values it has received). In particular, we have
v < v” where v” is the value sent by the first process in the chain. (The case a = 0
corresponds to the “one process” chain case where the local predicate is satisfied at p;.)
Due to claim C1, EST[r] C EST[r — a]. Consequently, if v is one of the k smallest
values of EST[r — a], v < v implies v is one of the k smallest values of EST[r].
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So, taking r — a = 7/, we have to show that nb;[r’ — 1] — nb;[r’'] < k implies that
the value v of est; at the end of /, is one of the k smallest values of EST[r’]. As the
crashes are stable, nb;[r’ — 1] — nb;[r’] < k, allows concluding that p; has received a
message from all but at most & — 1 processes that where not crashed at the beginning
of r'. As p; computes the minimum of all the values it has received, and misses at most
k — 1 values of EST[r'], this means that the value v" computed by p; at the end of ¢/
is one of the k smallest values present in E.ST'[r']. End of the proof of the claim C2.

Claim C3. Let p; be process that decides (at line[3 or[TT]) during the round r. Its boolean
flag can_decide; is then equal to true.

Proof of the claim. The claim is trivially true if p; decides at line[3] If p; decides at line
it decides during the last round, namely r = |¢/k| + 1. Let us consider two cases.

— Atround r, p; receives from a process p; a message such as can_decide; = true.
In that case, p; sets can_decide; to true at line[0] and the claim follows.

— In the other case, no process p; has decided at a round r’ < r (otherwise, p; would
have received from p; a message such that can_decide; = true). Lett = kz +y
with y < k (hence, z = [t/k| = r — 1). As nb;[r’ — 1] — nb;[r'] < k was not
satisfied at each round 7’ such that 1 < v/ < x = r — 1, we have nb;[z] < n — kx.
Moreover, as p; has not received from any p; a message such that can_decide; is
equal to true, if, during r, p; does not receive a message from p; it is because p; has
crashed. So, as at most ¢ processes crash, we have nb;[x+1] > n—t = n—(k z+y).
It follows that nb;[x] — nb;[x + 1] < y < k. the claim follows.

End of the proof of the claim C3.

To prove the lemma, we now consider two cases according to the line during which a
process decides.

— No process decides at line Al This means that a process p; that decides, decides
at line [[1] during the last round. Due to the claim C3, such a p; has then its flag
can_decide; equal to true. Due to the claim C'2, it decides one of the k& smallest
values in EST[[t/k] + 1].

— A process decides at line 3l Let r be the first round during which a process p;
decides at that line and v be the value it decides. Since p; decides at 7:

e p; has set its boolean flag can_decide; to true at the end of r — 1, and its
estimate est; = v is consequently one of the k smallest values in EST[r — 1]
(Claim C2). It follows that two processes that decide during r decide values
that are among the the & smallest values in EST[r — 1].

e p; has sent to all the processes (lineH)) the pair (v, true) before deciding at line
[l during r. This implies that a (non-crashed) process p; that does not decide
at r receives v at r and uses it to compute its new value of est;. Due to the
minimum function used at line[8] it follows that, from now on, we will always
have est; < v.

Let us assume that p; does not crash. If it decides, it decides at r’ > r, and then
it necessarily decides a value v' < v. As EST[r'] C EST|r — 1] (claim C1),
we have v’ € EST[r — 1]. Combining v' < v, v" € EST|[r — 1], and the fact
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that v is one of the k& smallest values in EST[r — 1], it follows that the value v’
decided by p; is one of the k smallest values in EST[r — 1].

DLemmaB]

Theorem 1. [k-Set Agreement] The protocol solves the k-set agreement problem.

Proof. The proof follows from the Lemmas[il 2 and[3 O heoreml

Theorem 2. [Early Stopping] No process halts after the round min(| f /k|+2, [t/k |+
1).

Proof. Let us first observe that a process decides and halts at the same round; this
occurs when it executes return (est;) at line (] or As observed in Lemma [2] the
fact that no process decides after |¢/k] + 1 rounds is an immediate consequence of
the code of the protocol and the round-based synchronous model. So, considering that
0 < f < t processes crash, we show that no process decides after the round | f/k| + 2.
Let f = xk + y (with y < k). This means that z = | f/k].

The worst case scenario is when, for any process p; that evaluates the local decision
predicate nb;[r — 1] — nb;[r] < k, this predicate is false as many times as possible.
Due to the pigeonhole principle, this occurs when exactly k processes crash during
each round. This means that we have nb;[1] = n — k,--- ,nb;[x] = n — kx and
nb;[x + 1] = n— f = n— (kx + y), from which we conclude that r = x + 1 is the first
round such that nb;[r — 1] —nb;[r] = y < k. It follows that the processes p; that execute
the round x + 1 set their can_decide; boolean to true. Consequently, the processes that
proceed to  + 2 decide at line[Alduring that round. As = = | f/k], they decide at round

Lf/kJ + 2. DTheorem

4 Discussion

Instead of using the local predicate nb;[r — 1] — nb;[r] < k, an early stopping protocol
could be based on the local predicate faulty;[r] < k r where faulty;[r] = n — nb;[r]
(the number of processes perceived as faulty by piﬁ While both predicates can be used
to ensure early stopping, we show here that nb;[r — 1] — nb;[r] < k is a more efficient
predicate than faulty;[r] < k r (more efficient in the sense that it can allow for earlier
termination). To prove it, we show the following:

— (4) Let r be the first round during which the local predicate faulty;[r] < k r is
satisfied. The predicate nb;[r — 1] — nb;[r] < k is then also satisfied.

— (#9) Let 7 be the first round during which the local predicate nb;[r — 1] —nb;[r] < k
is satisfied. It is possible that faulty;[r] < k r be not satisfied.

% This predicate is implicitly used in the proof of the (not-early deciding) k-set agreement pro-
tocol described in [15]].
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We first prove (i). As r is the first round during which faulty;[r] < k r is satisfied,
we have faulty;[r — 1] > k (r — 1). So, we have faulty;[r] — faulty;[r — 1] <
kr—k (r—1) = k. Replacing the sets faulty;[r] and faulty;[r— 1] by their definitions
we obtain (n — nb;[r]) — (n — nb;[r — 1]) < k, i.e., (nb;[r — 1] — nb;[r]) < k.

A simple counter-example is sufficient to prove (7). Let us consider a run where
f1 > ak (a > 2) processes crash initially (i.e., before the protocol starts), and f2 < k
processes crash thereafter. We have n — f1 > nb;[1] > nb;[2] > n— (f1+ f2), which
implies that (nb;[r — 1] — nb;[r]) < k is satisfied at round » = 2. On an other side,
faulty;[2] > f1 = ak > 2k, from which we conclude that faulty;[r] < r k is not
satisfied at r = 2.

This discussion shows that, while the early decision lower bound can be obtained
with any of these predicates, the predicate nb;[r — 1] — nb;[r] < k is more efficient
in the sense it takes into consideration the actual failure pattern (a process counts the
number of failures it perceives during a round, and not only from the beginning of the
run). Differently, the predicate faulty;[r] < r k considers only the actual number of
failures and not their pattern (it basically always considers the worst case where there
are k crashes per round, whatever their actual occurrence pattern).
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Abstract. A concurrent object is an object that can be concurrently
accessed by several processes. Two well known consistency criteria for
such objects are atomic consistency (also called linearizability) and se-
quential consistency. Both criteria require that all the operations on all
the concurrent objects be totally ordered in such a way that each read
operation obtains the last value written into the corresponding object.
They differ in the meaning of the word ”last” that refers to physical
time for atomic consistency, and to logical time for sequential consis-
tency. This paper investigates the merging of these consistency criteria.
It presents a protocol that allows the upper layer multiprocess program
to use simultaneously both types of consistency: purely atomic objects
can coexist with purely sequentially consistent objects. The protocol is
built on top of a message passing asynchronous distributed system. In-
terestingly, this protocol is generic in the sense that it can be tailored to
provide only one of these consistency criteria.

Keywords: Asynchronous System, Atomic Consistency, Combination of
consistency criteria, Linearizability, Message Passing, NP-Completeness,
Shared Memory Abstraction, Sequential Consistency.

1 Introduction

Context of the study The definition of a consistency criterion is crucial for the
correctness of a multiprocess program. Basically, a consistency criterion defines
which value has to be returned when a read operation on a shared object is in-
voked by a process. The strongest (i.e., most constraining) consistency criterion
is atomic consistency (also called linearizability [8]). It states that a read returns
the value written by the last preceding write, ”last” referring to real-time oc-
currence order (concurrent writes being ordered). Causal consistency [35] is a
weaker criterion stating that a read does not get an overwritten value. Causal
consistency allows concurrent writes; consequently, it is possible that concurrent
read operations on the same object get different values (this occurs when those
values have been produced by concurrent writes). Other consistency criteria
(weaker than causal consistency) have been proposed [II19].

Sequential consistency [10] is a criterion that lies between atomic consistency
and causal consistency. Informally it states that a multiprocess program executes

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 59-I73} 2005.
© Springer-Verlag Berlin Heidelberg 2005
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correctly if its results could have been produced by executing that program on a
single processor system. This means that an execution is correct if we can totally
order its operations in such a way that (1) the order of operations in each process
is preserved, and (2) each read gets the last previously written value, “last”
referring here to the total order. The difference between atomic consistency and
sequential consistency lies in the meaning of the word “last”. This word refers
to real-time when we consider atomic consistency, while it refers to a logical
time notion when we consider sequential consistency (namely the logical time
defined by the total order). The main difference between sequential consistency
and causal consistency lies in the fact that (as atomic consistency) sequential
consistency orders all write operations, while causal consistency does not require
to order concurrent writes.

Related work. It has been shown that determining whether a given execution is
sequentially consistent is an NP-complete problem [21]. This has an important
consequence as it rules out the possibility of designing efficient sequential con-
sistency protocols (i.e., protocols that provide sequentially consistent executions
and just these). This means that, in order to be able to design efficient sequential
consistency protocols, additional constraints have to be imposed on executions.
One of these constraints (that has been proposed in [13]) is the following. Let
two operations conflict if both are on the same object and one of them is a write.
Let us say that an execution satisfies the OO-constraint if any pair of conflicting
operations are ordered. It is shown in [I3] that an OO-constrained execution is
sequentially consistent if its read operations are legal (i.e., do not provide over-
written values). This approach shows that a sequential consistency protocol can
be obtained by combining two mechanisms: one providing the OO-constraint
and the other providing read legality.

On another side, It has been shown in [I5] that sequential consistency can
be seen as a form of lazy atomic consistency. The main difference between the
two lies in the fact that sequential consistency allows a process to keep a cached
value as long as it does not make inconsistent the other operations, while atomic
consistency requires to update or invalidate the cached values of an object as
soon as this object is modified.

Very recently, the combination of sequential consistency[I0] and causal con-
sistency [3] has been investigated in [22].

Content of the paper. This paper investigates a combination of sequential consis-
tency with atomic consistency within the same parallel program. More precisely,
it considers that the objects are divided into two classes, the objects that are
atomically consistent and the objects that are sequentially consistent. A protocol
is presented for this type of object semantics combination. This protocol general-
izes the sequential consistency protocol we have introduced in [I5]. (In addition
to its own interest, the proposed protocol provides a better understanding of the
link relating sequential consistency and atomic consistency.)
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Roadmap. The paper consists of three sections. Section [ presents the shared
memory abstraction, atomic consistency, and sequential consistency. Section [3]
presents the protocol. Finally, Section [l provides a few concluding remarks.

2 The Consistent Shared Memory Abstraction

A parallel program defines a set of processes interacting through a set of con-
current objects. This set of shared objects defines a shared memory abstraction.
Each object is defined by a sequential specification and provides processes with
operations to manipulate it. When it is running, the parallel program produces
a concurrent system [8]. As in such a system an object can be accessed con-
currently by several processes, it is necessary to define consistency criteria for
concurrent objects.

2.1 Shared Memory Abstraction, History and Legality

Shared Memory Abstraction A shared memory system is composed of a finite
set of sequential processes p1,...,p, that interact via a finite set X of shared
objects. Each object z € X can be accessed by read and write operations. A
write into an object defines a new value for the object; a read allows to obtain
a value of the object. A write of value v into object x by process p; is denoted
w;(x)v; similarly a read of z by process p; is denoted r;(z)v where v is the
value returned by the read operation; op will denote either r (read) or w (write).
For simplicity, as in [3/18], we assume all values written into an object x are
distincty). Moreover, the parameters of an operation are omitted when they are
not important. Each object has an initial value (it is assumed that this value
has been assigned by an initial fictitious write operation).

History concept. Histories are introduced to model the execution of shared mem-
ory parallel programs. The local history (or local computation) h; of p; is the
sequence of operations issued by p;. If opl and op2 are issued by p; and opl is
issued first, then we say “opl precedes op2 in p;’s process-order”, which is noted
opl —; op2. Let h; denote the set of operations executed by p;; the local history
h; is the total order (h;, —;).

Definition 1. An execution history (or simply history, or computation) H of
a shared memory system is a partial order H = (H,—py) such that:

- H=,;hi
— opl — g op2 if:
i) I p; :opl —; op2 (in that case, —p is called process-order relation),

! Intuitively, this hypothesis can be seen as an implicit tagging of each value by a
pair composed of the identity of the process that issued the write plus a sequence
number.
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orii) opl = w;(x)v and op2 = rj(z)v (in that case — g is called read-from
relation),
or iii) Jop3 : opl — g op3 and op3 — g op2.

Two operations opl and op2 are concurrent in H if we have neither opl — g1 op2
nor op2 — g opl.

Legality notion. The legality concept is the key notion on which are based defi-
nitions of shared memory consistency criteria [BIS7/T2/T9]. From an operational
point of view, it states that, in a legal history, no read operation can get an
overwritten value.

Definition 2. A read operation r(x)v is legal if: (i) Jw(x)v :w(x)v —g r(z)v
and (ii) A op(x)u : (u f~v) A (w(z)v — g op(z)u —g r(z)v). A history H is
legal if all its read operations are legal.

2.2 Sequential Consistency

Sequential consistency has been proposed by Lamport in 1979 to define a cor-
rectness criterion for multiprocessor shared memory systems [I0]. A system is
sequentially consistent with respect to a multiprocess program, if ”the result
of any execution is the same as if (1) the operations of all the processors were
executed in some sequential order, and (2) the operations of each individual pro-
cessor appear in this sequence in the order specified by its program’”.

This informal definition states that the execution of a program is sequentially
consistent if it could have been produced by executing this program on a single
processor systenE. More formally, we define sequential consistency in the follow-
ing way. Let us first recall the definition of linear extension of a partial order.
A linear extension S = (S, —g) of a partial order H = (H, —p) is a total order
that respects the partial order. This means we have the following: (i) S = H,
(ii) op1 —m op2 = op1 —5 op2 (§ maintains the order of all ordered pairs of ﬁ)
and (ili) —g defines a total order.

Definition 3. A history H= (H,—pr) is sequentially consistent if it has a legal
linear extension.

As an example let us consider the history H depicted in Figure [l (only the
edges that are not due to transitivity are indicated, transitivity edges come from
process-order and read-from relations. Moreover, process-order edges are denoted
by continuous arrows and read-from edges by dotted arrows). Each process p;
(i=1,2) has issued three operations on the shared objects x and y. As we can

2 In his definition, Lamport assumes that the process-order relation defined by the
program (point 2) of the definition) is maintained in the equivalent sequential exe-
cution, but not necessarily in the execution itself. As we do not consider programs
but only executions, we implicitly assume that the process-order relation displayed
by the execution histories are the ones specified by the programs which gave rise to
these execution histories.
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real time axis

Fig. 1. A sequentially consistent execution

see, when looking at the real time axis, the write operations w; (x)0 and wa(z)1
are concurrent. The r1(y)2 and wq(y)2 are also concurrent. It is easy to see that
His sequentially consistent by building a legal linear extension S including first
the operations issued by ps and then the ones issued by p;, namely we have:

S =wy(x)1 wa(y)2 ra(zx)l wi(x)0 r1(y)2 r1(2)0.

This means that H could have been produced by executing the multiprocess
program on a machine with a single processor and a scheduler, which is the very
essence of sequential consistency.

2.3 Atomic Consistency

Atomic consistency is the oldest consistency criterion in the sense that it has
always been implicitly used. It has been extended to objects more sophisticated
than read/write objects under the name linearizability [8].

Atomic consistency considers that operations take time and consequently its
definition is based on the real-time occurrence order of operations. Let <,.; be
a real-time precedence relation on operations defined as follows: op; <, ops if
op1 was terminated before opo startedﬁ. Let us notice that <,; is a partial order
relation as two operations whose executions overlap in real-time are not ordered.

Definition 4. A history H = (H,—p) is atomically consistent if it has a legal
linear extension that includes <.

This means that, to be atomically consistent, H must have a legal linear exten-
sion S = (H,—g) such that Yopi,ops : (op1 <rt op2) = (op1 —s op2). The
linear extension S has to keep real-time order. It is easy to see why invalidation-
based atomic consistency protocols use an eager invalidation strategy: this en-
sures that the real-time occurrence order on operations cannot be ignored, a
read always getting the last value (with respect to real-time).

It is easy to see that the execution described in Figure [I] is not atomically
consistent (the read operations on x issued by by p; and ps should return the
same value, that value being determined by the ordering on ws(x)0 and ws(z)1
imposed by the execution). Differently, the execution described in Figure 2] is

3 See [8] for a formal definition of “terminated before” and “started”.



64 M. Raynal and M. Roy

wi(x)0 r(z)1 r(z)2

w ,) }é‘ uz ‘

real time axis

Fig. 2. An atomically consistent execution

atomically consistent. A base linear extension §1 respecting real time order is
the following:

S’I:wl(m)O wa(z)l m(z)l wa(x)2 r(x)2.

As we can see in Sp, the concurrent operations r (2)1 and ws(x)2 have been
ordered by the execution with the read operation first. Another execution could
have ordered them differently, in that case we would have the base linear exten-
sion So = w1 ()0 we(z)l we(x)2 r1(x)2 ri(x)2. It is important that to notice
that, in all cases, the second read operation by p; obtains the value 2, as that
value is the last value written into « (last with respect to real time).

Atomic consistency vs sequential consistency. Atomic consistency and sequential
consistency are often confused, even in some textbooks! The fact that one has to
respect real time order (atomic consistency) while the other has not (sequential
consistency) has a fundamental consequence that has an important impact in
practice. It is stated by the following property.

A property P of a concurrent system is local if the system as a whole satisfies
P whenever each individual object satisfies P. The following theorem is a main
result of [§]. It states that atomic consistency is a local property. let H |z (H
at ) be the projection of Honux (i.e., H|a: includes only the operations that
involve z).

Theorem 1. [§] H is atomically consistent iff, for each object x, ﬁ|x s atom-
ically consistent.

This theorem is important as it states that a concurrent system can be designed
in a modular way: atomically consistent objects can be implemented indepen-
dently one from the other. Unfortunately, sequential consistency is not a local
property []]. As we will see in Section[3] the sequentially consistent objects have
to cooperate to guarantee sequential consistency. From an operational point of
view, this translates as follows. As atomic consistency considers real time while
sequential consistency considers logical time, the way these consistency criteria
use cached values are very different. Hence, there is a tradeoff between the local-
ity of a consistency criterion and the timeliness (eager vs lazy) of the invalidation
strategy used in the protocol that implements it.
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2.4 The Constraint-Based Approach for Sequential Consistency

As indicated in the Introduction, determining whether a given execution is se-
quentially consistent is an NP-complete problem [2I]. As we have noticed, this
result rules out the possibility of designing efficient protocols providing sequen-
tially consistent histories and just these.

The Constraint-Based Approach. Hence, the idea we have developed in [13]
that consists in imposing additional constraints on histories in order to be able
to design efficient sequential consistency protocols. This approach is similar to
imposing constraints on view serializability for concurrency control protocols
[9,14]@. Let two operations confiict if both are on the same object x and one
of them is a write. The two following additional constraints have introduced in
[13].

Definition 5. WW -constraint. A history E satisfies the WW -constraint if any
pair of write operations are ordered under H.

OO-constraint. A history H satisfies the OO-constraint if any pair of conflicting
operations are ordered under H.

Hence, when H satisfies the WW-constraint, all its write operations are totally
ordered. Differently, when H satisfies the OO-constraint, the operations on each
object € X follow the reader/writer synchronization discipline (for each x, the
write operations are totally ordered, and the read operations are ordered with
respect to the write operations). The following theorems are stated and proved
n [13].

Theorem 2. [13] Let H = (H, —y) be a history that satisfies the WW -constraint.
His  sequentially consistent if and only if it is legal.

Let H = (H,—m) be a history that satisfies the OO-constraint. His sequentially
consistent if and only if it is legal.

This theorem has important consequences. They mean that, to get sequential
consistency, a protocol based on such a constraint only needs to ensure that
the read operations are legal. In that way, efficient protocols ensuring sequential
consistency can be obtained.

Constraint-Based Protocols for Sequential Consistency. Several protocols pro-
viding a sequentially consistent shared memory abstraction on top of an asyn-
chronous message passing distributed system have been proposed. Among them,
the protocols introduced in [26], although they do not explicitly identify the
W W -constraint, are implicitly based on it. Differently, the protocols presented
in [13[16] are explicitly based on the WWW-constraint.

The protocol described in [2] implements a sequentially consistent shared
memory abstraction on top of a physically shared memory and local caches. It

4 . . . . . .
Interestingly, view equivalence can be considered as a special case of sequential con-
sistency, while strict view equivalence can be considered as a special case of atomic
consistency.
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uses an atomic n-queue update primitive and so implicitly relies on the the WW -
constraint. The protocol described in [6] assumes each local memory contains a
copy of the whole shared memory abstraction. It orders the write operations
using an atomic broadcast facility: all the writes are sent to all processes and
are delivered in the same order by each process. Read operations issued by a
process are appropriately scheduled to ensure their legality.

The protocol described in [I3] considers a server site that has a copy of the
whole shared memory abstraction. The local memory of each process contains a
copy of a shared memory abstraction, but the state of some of its objects can be
“invalid”. When a process wants to read an object, it reads its local copy if it is
valid. When a process wants to read an object whose state is invalid, or wants to
write an object, it sends a request to the server. In that way the server orders all
write operations. An invalidation mechanism ensures that the reading by p; of
an object that is locally valid is legal. A variant of this protocol is described in
[4]. The protocol described in [I6] uses a token that orders all write operations
and piggybacks updated values. As the protocol described in [6] it provides fast
read operationsd.

A sequential consistency protocol fully based on the OO-constraint has been
proposed in [I5]. This protocol has no centralized control, it is based on a pure
distributed control. A sequential consistency protocol for operations that can
span several objects is described in [20].

3 Combining Atomic Consistency and Sequential
Consistency

3.1 Two Types of Objects

We consider that each object accessed by a multiprocess program is either atom-
ically consistent or sequentially consistent, i.e., the objects are partitionned in
two subsets sc_objects and ac_objects such that if © € ac_objects its read/write
operations are atomically consistent, while if x € sc_objects its read/write op-
erations are sequentially consistent. Let H= (H,—p) be an execution history.
From a formal point of view, this means the following:

— If we suppress from H all the operations accessing the objects in sc_objects,
we obtain an execution history H1 = (H1,—p1) that is atomically consis-
tent. R

— If we suppress from H all the operations accessing the objects in ac_objects,
we obtain an execution history H2 = (H2, —p2) that is sequentially consis-
tent.

This section presents a protocol providing such a combination of atomic
consistency and sequential consistency.

5 As shown in [6] atomic consistency does not allow protocols in which all read oper-
ations (or all write operations) are fast [8[12]. Differently, causal consistency allows
protocols where all operations are fast [35II8].



Allowing Atomic Objects to Coexist with Sequentially Consistent Objects 67

3.2 Underlying System

The concurrent program is made up n processes p1, . . ., p, sharing m objects (de-
noted x,y,...). The underlying system is made up of n + m sites, divided into
n process-sites and m object-sites (hence, without ambiguity, p; denotes both
a process and the associated site; M, denotes the site hosting and managing
x). As in the previous section, the sites communicate through reliable channels
by sending and receiving messages. There are assumptions neither on the pro-
cessing speed of the sites, nor on message transfer delays. Hence, the underlying
distributed system is asynchronous.

To be as modular as possible, and in the spirit of clients/servers architectures,
the proposed solution allows a process and an object to communicate, but no
two processes -nor two objects- are allowed to send messages to each other. This
constraint makes easier the addition of new processes or objects into the system.

3.3 Control Variables

The OO-constraint is used to get both atomic consistency on the objects in
ac_objects, and sequential consistency on the objects in sc_objects. To that end,
a manager M, is associated with each object x. This makes the protocol dis-
tributed with respect to the set of objects as there is no centralized control.
Basically, the manager M, orders the write operations on the object x it is
associated with. As in other protocols (e.g., the protocol ensuring atomic consis-
tency described in [I1]), and in order to get an efficient protocol, object values
are cached and the last writer of an object x is considered as its owner until
the value it wrote is overwritten or read by another process. The combination of
value invalidation, value caching and object ownership allows processes to read
cached values and to update the objects they own for free (i.e., without commu-
nicating with the corresponding managers). Depending on the read/write access
pattern, this can be very efficient.

Local variables of a process. As just indicated, the protocol is based on cached
copies and an invalidation strategy. A process p; manages the following local
variables:

— present;[z] is a boolean variable that is true when p; has a legal copy of x
(i.e., a read of the current cached value of x would be a legal read). This
means that p; can then locally read its cached copy of x.

— C]x] is a cache containing a copy of z. Its value is meaningful only when
present;[x] is true.

— owner;[z] is a boolean variable that is true if p; is the last writer of . Let
us note that we have owner;[z] = present;[z].

Local variables of an object manager. The site M, associated with the object x
manages the following local variables:
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— C, contains the last value of x (as known by M,).

— owner, contains a process identity or L. Its meaning is the following: owner, =
i means that no process but p; has the last value of x (it is possible that M,
does not know this value). Differently, if owner, = L, M, has the last copy
of . The owner of an object z (if any) is the only process that can modify
it.

— hlwg[1..n] is a boolean array, such that hlw,[i] is true iff p; has the last value
of z (hlw, stands for “hold last write of ).

System initial state. Initially, only M, knows the initial value of x which is
kept in C,. So, we have the following initial values: Vp;: Va: owner;[z] = false,
present;[x] = false, C;[x]= undefined, owner, = L, hlw,[i] = false.

3.4 Behavior of a Manager for * € ac_objects

The behavior of the manager M, of an object x € ac_objects is described in
Figure Bl It is made up of two statements that describe M,’s behaviour when it
receives a message. The write_req and read-req messages are processed sequen-
tially.

— M, receives write_req (v) from p;.
In that case, p; has issued a w(x)v operation (and is not the current owner
of ). The manager invalidates all the cached copies of = that currently exist.

upon reception of write_req (v) from p;:

(1) if (owner, # L) then send downgrade_req (W, x) t0 Pownery;

(2) wait downgrade_ack (—) from powner,

(3) else Vj #i: hlwg[j] : do send downgrade_req(w, x) to p;;
(4) wait downgrade_ack (—) from p;
(5) enddo

(6) endif;

(7)  Cz «— v; ownery «— i;

(8)  hlwg[i] <« true; Vj # i: hlw[j] — false;

(9) send write_ack () to p;

upon reception of read_req () from p;:

10) if (owner; # L) then send downgrade_req(R, x) t0 Pownery;
wait downgrade_ack (v) from Powner,;
Cy — v; ownery «— L

hlwg[i] «— true;

11)
12)
13) endif;
14)
15) send read_ack (C:) to p;

Fig. 3. Behavior of an Object Manager M, for x € ac_objects
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In that way, no process will be able to read in the future a copy older than
v, thereby ensuring atomic consistency
— M, receives read_req (v) from p;.

In that case, p; has issued a r(z) operation, and does not have the last value
of z. If x is currently owned by some process, M, first gets the last value of
x from this process and downgrades this previous owner (lines [[OHITI), that
can only read its copy of x from now on. Then, it sends the current value of
x to p; (line D) and updates hlw,[i] accordingly (line [I4]).

3.5 Behavior of a Manager for x € sc_objects

The behavior of the manager M, of the object x is depicted in Figure @ It
consists of three statements that describe M, ’s behaviour when it receives a
message. The write_req and read_req messages are processed sequentiallyﬁ. The
check_req messages are processed as soon as they arrive (let us notice they do
not modify M,’s context).

upon reception of write_req (v) from p;:

(1) if (ownery # L) then send downgrade_req (R, ) to Pownery;
(2) wait downgrade_ack (=) from powner,
(3) endif;

(4) Co — v; ownery «— i;

(5)  hlwg[i] < true; Vj # i : hlw,[j] < false;

(6) send write_ack () to p;

upon reception of read_req () from p;:

7) if (ownery # L) then send downgrade_req (R, x) t0 Pownery ;
wait downgrade_ack (v) from powner, ;
Cyp — v; ownery «+— L

(

(8

(9)

(10) endif;
(11) hlwg[i] < true;

(12) send read_ack (Cy) to p;

upon reception of check_req () from p;:

(13) let d = ( hlwz[i] A (no write_req is currently processed) );
(14) send check_ack (d) to p;

Fig. 4. Behavior of an Object Manager M, for x € sc_objects

— M, receives write_req (v) from p;.
In that case, p; has issued a w(z)v operation. If z is currently owned by some
process, M, first downgrades this previous owner (lines [[H3]). Then, M, sets

6 Assuming no message is indefinitely delayed, it is possible for M, to reorder waiting
messages if there is a need to favor some processes or some operations.
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C, and owner, to their new values (line[]), updates the boolean vector hlw,
accordingly (line []), and sends back to p; an ack message indicating it has
taken its write operation into account (line [@).

— M, receives read_req (v) from p;.
In that case, p; has issued a r(x) operation, and does not have a legal copy
of x. If x is currently owned by some process, M, first gets the last value of
from this process and downgrades this previous owner (lines [HI0). Then, it
sends the current value of = to p; (line [[2)) and updates hlw,[i] accordingly
(line [TT]).

— M, receives check_req () from p;.
In that case, p; has got a new value for some object and queries M, to know
if it still has the last value of x. As we will see, this inquiry is necessary for
p; to ensure its locally cached object values are legal. M, answers true if p;
has the last value of x, otherwise it returns false.

3.6 Behavior of a Process

The behavior of a process p; is described in Figure Bl It is made of three state-
ments that are executed atomically (the procedure check_legality(z) invoked at
line [l and at line [[T]is considered as belonging to the invoking statement). The
return statement terminates each write (line [7]) and read operation (line [I3)).

— p; invokes w; (z)v.
If p; is the current owner of x, it was the last process that updated z. In
that case, it simply updates its current cached copy of « (line [Bl). This value
will be sent to M, by p; when it will leave its ownership of x (lines [[9H20).
If p; is not the owner of z, it first becomes the current owner (line B]) by
communicating with M, (lines [[2)). As we have seen in Figure Bl if z €
ac_objects, and in Figure dif x € sc_objects, this entails the downgrading of
the previous owner if any. Then, p; executes the check_legality(x) procedure.
This procedure is explained in a next item. It is the core of the protocol as
far as the OO-constraint and the legality of read operations are concerned.

— p; invokes r;(x).
If the local copy of & does not guarantee a legal read (present;[x] is false), p;
gets the last copy from M, (lines [BHd), updates accordingly its context (line
[[0) and executes the check_legality(x) procedure (see next item).

— The check_legality(x) procedure.
As we just claimed, this procedure is at the core of the protocol. It is invoked
each time p; questions M,.. This occurs when p;’s context is modified because
(1) it becomes the new owner of x (lines [, or (2) it reads the value of z
from M, (lines [BHIT]).
The aim of the check_legality(z) procedure is to guarantee that all the values,
associated with objects in the set sc_objects, defined as present in p;’s local
cache will provide legal read operations. To attain this goal, for each object
y not currently owned by p; but whose local readings by p; were previously
legal, p; questions M, to know if its current copy is still legal (line [IH)). M,
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operation write;(z)v:

(1) if (mowner;[z]) then send write_req (v) to My;

(2) wait write_ack () from Mgy;

(3) owner;i[z] «— true; present;[z] «— true;
(4) check_legality (z)

(5) endif;

(6) Cifz] —v;

(7)  return ()

operation read;(x):

(8) if (—present;[z]) then send read_req () to My;

9) wait read_ack (v) from M,;
(10) present;i[z] — true; Cslx] — v;
(11) check_legality (z)

(12) endif;

(13) return (C;[z])

procedure check_legality (x):

(14) Yy such that (y € sc_objects A present;[y] A mowner;[y] Ay # x)
(15) do send check_req () to My;

(16) wait check-ack (d) from My;

(17) present;ly] — d

(18) enddo

upon reception of downgrade_req (TYPE, x):
(19) owner;[z] < false;
(20) if (TYyPE= W) then present;[y] <« false endif;
% When TYPE=W, x is necessarily an atomically consistent object %
(21) send downgrade_ack (C;[z]) to My

Fig. 5. Behavior of a Process p;

answers p; if it has the last value of y (line [T]), and accordingly p; updates
present;[y].
The check_legality procedure acts as a reset mechanism that invalidates ob-
ject copies that cannot be guaranteed to provide legal read operations.

— p; receives downgrade_req(x).
In that case, p; is the current owner of x. It leaves it ownership on z (line
M) and sends the last value of z to M, (line[20). Note that the current value
of x is still present at p;.

3.7 Considering a Single Criterion

Let us consider the particular case where all the objects belong to sc_objects. In
this case there are only managers executing the behavior described in Figure [
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(Figure [ disappears from the protocol). We then obtain the sequential consis-
tency protocol based on the OO-constraint described in [I5] (where the reader
can find a correctness proof).

At the other extreme, if there is no sequentially consistent object (sc_objects
is empty), the protocol simplifies as follows. Not only Figure M disappears, but
the procedure check_legality() disappears also (as its aim is to check if values
cached for sequential consistency are not too old). The protocol we obtain is
then the atomic consistency protocol described in [I1].

4 Concluding Remarks

This paper has explored a combination of sequential consistency with atomic
consistency. As it is based on a consistent merging of the total orders defining
each of these consistency criteria, the semantics of the proposed combination is
well defined. Interestingly, the proposed protocol encompasses previous protocols
designed for a single criterion. In that sense, this protocol provides a “global
picture” on the way these consistency criteria can be implemented.

Another way to combine sequential consistency and atomic consistency has
been investigated in [17]. For each object, this combination provides the pro-
cesses with a single write operation and two read operations, namely, an atomic
read operation and a sequentially consistent read operation. While the first read
operation provides a process with the last “physical” value of an object, the
second read operation provides its caller with the last value of the object (last
referring here to a common logical time on which all the processes do agree).
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Abstract. In this work we consider a problem of optimizing the data
transmission mechanism of Internet transport protocols. We use a pri-
ority discipline without time measurements by a receiver, which has the
property of universality. The possibility of an application of this disci-
pline for improving performances of the original Transmission Control
Protocol (TCP) is discussed. We propose to apply the dynamical prior-
ity method to avoid time measurements by the receiver. Instead of this
only mean queue lengths at the sending side have to be measured.

1 Introduction

We consider the problem of management optimization for a complex service
system. Basic characteristic features of the considered system are:

— there is the possibility of the feed-back;

— the probability of the feed-back depends both on external (unknown) reasons
and on the service discipline;

the duration of customer service depends on time;

there is a great number of customers with sharply various service durations.

The basic example of the considered problem is the management of the Trans-
mission Control Protocol (TCP) [2].

It is easy to see that the listed properties hold for the TCP.

The main criteria of optimization are the minimization of losses of arriving
customers and the minimization of the sojourn-time.

To optimize the management (see, for example, [4], [3]), adaptive service dis-
ciplines are usially used, which are adjusted to an input process. For improving
the quality of service it is desirable to know as much as possible about charac-
teristics of the system.

The duration of service is obviously one of the major characteristics. However,
its measurements can happen to be impossible.

Thus, for example, in the TCP the duration of service contains an addend
equal to the received time, but the standard TCP does not transfer this param-
eter.

In [B], [6] some updates of the TCP (TCP with an adaptive rate) are pre-
sented, which use the received time, and due to it the quality of the work is going
upward. However, we have to bring into use an additional field to the TCP.
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In [I] we have described a service discipline which is also adaptive, but it
uses only queue lengths and does not demand time measurements by a receiver.

In our work an algorithm of a choice of parameters for the presented ser-
vice discipline is described. This discipline can be applied to the TCP without
modifying it.

2 The Model

In this section a model of the considered service system will be described. We
stress that the model is general, but the performance of the TCP keeps within
this model.

2.1 General Characteristics of the System

1. The input process describes a sequence of customers to be served. Each
customer consists of some number of segments. For simplicity, we suppose
that the size of a segment is fixed and does not vary.

2. All segments arrive at the total queue.

3. Under available characteristics of customers and the current parameters of
the service discipline some segments are chosen for service. The rules of the
choice will be described below.

4. The service of the chosen segments consists in the following:

— a segment is sent to the receiver;

— if the confirmation does not come through the retranslation time, the
segment is fed back to the total queue (the definition of the retranslation
time will be described below);

— if the confirmation comes, the segment is removed from the system.

We stress that here we do not consider rules of the creation of the confirma-
tion because our main goal is the optimization of the data transfer.

Note, that the size of the window established by the receiver is much greater
than a window for the data transfer, therefore it can be not taken into account
(as it does occur in real systems).

2.2 Service of a Customer

Before every transmission of segments of the considered customer the following
key parameters are thought to be known:

1. N is the number of segments in the total queue;
2. 7; is the time of the previous transmission of the i-th segment;
3. v; is the number of the previous transmissions of the i-th segment.

The retransmission timer functions at the moment

t =minT7; + Rp,
K3
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where Ry is a constant which specifies the time required for passing a segment
from the sender to the receiver and for returning the confirmation (greater than
the Round Trip Time). By these parameters and by auxiliary parameters of
the choice algorithm described below we can find the value W, where W is
the number of segments (the width of a window). These W segments are to
be transmitted. After receiving confirmations for all transmitted segments, the
service of the customer is terminated.

2.3 The Algorithm of the Choice of Transmitted Segments

The basis of the algorithm of the choice of transmitted segments for a fixed
window width W is a probabilistic-divided discipline which is described in [I]
for service systems. Now we introduce parameters of the probabilistic-divided
service discipline.

To each segment we assign a type, i.e. one of the numbers 0,1,2,...,2n (n
is a given parameter) by the following rules:

— at the moment of arrival all segments receive the type 0;

— after obtaining the acknowledgement with the indication of a transmission
mistake of a segment of type ¢ < n, or if the retransmission timer fires on
a segment of type i, the segment receives the type 2[(i + 1)/2] + 1 with
the probability pj(i11)/2) and the type 2[(i + 1)/2] 4 2 with the probability
L= prii+1)/215

— if ¢ = n, the type does not vary.

Here, the probabilities p = (po, p1, ..., Pn—1) are auxiliary parameters of the
algorithm.
Another auxiliary parameter of the algorithm is the permutation

7= (70,71, -+, Ton)

of the numbers 0,1...,2n.

The required W segments are defined by the permutation : first, all segments
of type m, second, all segments of type w1, etc. up to W segments.

Thus, to finish the description of the model, we have to specify the meth-
ods of changing auxiliary parameters of the algorithm: the permutation =, the
probabilities p and the window width W.

3 The Method of Finding the Auxiliary Parameters

At the initial moment the auxiliary parameters are set as follows:
W=1, =#=(0,1,...,2n), p=(1/2,...,1/2).

For recalculation of the auxiliary parameters the following characteristics will
be used:

L;(t) is a number of not transferred segments of type ¢ at the moment ¢
(0 <14 < 2n);
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P(W) is the frequency of erratic transmission of a segment at the set width
of the window W (it is clear that the values P(W) will be known only for those
values W which were set during the transmission, and for estimation of values
P(W) at other points we shall use the linear interpolation);

RTT(t) is an estimation of the time required for passing a segment from a
sender up to a receiver and for returning the confirmation (Round Trip Time).

These characteristics are recalculated before each moment of the transmis-
sion.

3.1 The Algorithm of Changing the Window Width W

If all segments have been transferred and P(W) = 0, the window width W is
doubled.

If P(W) > 0, we do the following.

Considering the value P(W) as a probability of the erratic transmission and
the value RT'T(t) as the transfer time of a segment, we calculate an average time
7(W) of waiting for the segment till the complete sending.

Let 70(t) be an average retranslation time of a segment at the present mo-
ment, and Ty be an auxiliary constant which defines an essential difference of
average retranslation time.

If 7(W) < 79(t) — Tp, we increase the window so that 7(W) = 7y(t) — Tp. For
the calculation we extrapolate the value P(W) linearly by the last two values,
and we take the value RTT(t) as a transfer time.

If 7(W) > 79(t) + To, we reduce the window so that 7(W) = 70(t) — To.

If |7(W) — 19(t)| < Tp, the window is left without changing.

After the choice of a window width, we change the auxiliary parameters: the
permutation 7w and probabilities p.

3.2 The Algorithm of Changing w and p

When making the choice of these parameters, it is necessary to follow some
heuristic rules, for example: the decreasing of the total queue of not transmitted
segments, the decreasing of the time of residence in the system, etc. It is also
possible to choose linear combinations of these rules and to optimize coefficients
of this linear combination.

Under a chosen heuristic rule we obtain an optimization problem with con-
tinuous parameters p and with discrete parameters, namely, a permutation x. If
the optimization problem is solved by the algorithm of the sequential improve-
ment of the parameters p (for example, by the gradient method), then problems
arise in the case when for some i the next value p; = 0 or p; = 1. In this case it is
necessary to apply the algorithm of the choice of the following permutation from
the work [I], which by a given permutation 7 and a given number 4 calculates
probabilities p and a new permutation 7, for which p; = 1 (if p; = 0) and p; =0
(if p; = 1), and mean queue lengths are the same as for the parameters 7 and p.
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4 Conclusion

We have shown how it is possible to design a probabilistic-divided service dis-
cipline for managing the packet transfer in a network. The main advantage of
such an approach consists in the fact that we eliminate time measurements of
the receiver.
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Abstract. We describe a fragment of the hardware description language
VHDL that is suitable for implementing the Advanced Encryption Stan-
dard algorithm. We then define an Information Flow analysis as required
by the international standard Common Criteria. The goal of the analysis
is to identify the entire information flow through the VHDL program.
The result of the analysis is presented as a non-transitive directed graph
that connects those nodes (representing either variables or signals) where
an information flow might occur. We compare our approach to that of
Kemmerer and conclude that our approach yields more precise results.

1 Introduction

Modern technical equipment often depends on the reliable performance of em-
bedded systems. The present work is part of an ongoing effort to validate the
security properties of such systems. Here it is a key requirement that the pro-
grams maintain the confidentiality of information it handles. To document this,
an evaluation against the criteria of the international standard Common Criteria
[13] is a main objective.

In this paper we focus on the Covert Channel analysis described in Chapter
14 of [13]. The main technical ingredient of the analysis is to provide a descrip-
tion of the direct and indirect flows of information that might occur. This is
then followed by a further step where the designer argues that all information
flows are permissible — or where an independent code evaluator asks for further
clarification. We present the result of the analysis as a directed graph: the nodes
represent the resources, and there is a direct edge from one node to another
whenever there might be a direct or indirect information flow from one to the
other. In general, the graph will be non-transitive [4l14].

The programming language used is the hardware description language VHDL
[7]. Systems consist of a number of processes running in parallel where each pro-
cess has its own local data space and communication between processes is per-
formed at synchronization points using signals. In Section 2l we give an overview
of the fragment VHDL;. We present a formal Semantics of VHDL; in Section [3

The problem of analysing VHDL programs has already been addressed in
previously published approaches. The paper by Hymans [6] uses abstract inter-
pretation to give an over-approximation of the set of reachable configurations
for a fragment of VHDL not unlike ours. This suffices for checking safety prop-
erties: if the safety property is true on all states in the over-approximation it
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will be true for all executions of the VHDL program. Hence when synthesizing
the VHDL specification one does not need to generate circuits for enforcing the
reference monitor (called an observer in [6]).

The paper by Hsieh and Levitan [5] considers a similar fragment of VHDL and
is concerned with optimising the synthesis process by avoiding the generation
of circuits needed to store values of signals. One component of the required
analyses is a Reaching Definitions analysis with a similar scope to ours although
specified in a rather different manner. Comparing the precision of their approach
(to the extent actually explained in the paper) with ours, we believe that our
analysis is more precise in that it allows also to kill signals being set in other
processes than where they are used. Furthermore the presented analysis is only
correct for processes with one synchronization point, because definition sets are
only influenced by definitions in other processes at the end (or beginning) of
a process. Therefore definitions is lost if they are present at a synchronization
point within the process but overwritten before the end of the process.

Our approach is based around adapting a Reaching Definitions analysis
(along the lines of [9]) to the setting of VHDL;. A novel feature of our analysis is
that it has two components for tracking the flow of values of active signals: one is
the traditional over-approximation whereas the other is an under-approximation.
Finally, a Reaching Definitions analysis tracks the flow of variables and present
values of signals. The details are developed in Section [

The first step of the Information Flow analysis determines the local depen-
dencies for each statement; this takes the form of an inference system that is
local to each process. The second step constructs the directed graph by per-
forming the necessary “transitive closure”; this takes the form of a constraint
system and makes use of the Reaching Definitions analysis. The results obtained
are therefore more precise than those obtained by more standard methods like
that of Kemmerer [8] and only ignore issues like timing and power-consumption.
The analysis is presented in Section [l and has been implemented in the Succinct
Solver Version 1.0 [I0/IT] and has been used to validate several programs for
implementing the NSA Advanced Encryption Standard (AES) [17].

2 Background

VHDL; is a fragment of VHDL that concentrates on the behavioral specification
of models. A program in VHDL; consists of entities and architectures, uniquely
identified by indexes i.,i, € Id. An entity describes how an architecture is
connected to the environment. The architectures comprise the behavioral or
structural specification of the entities.

An entity specifies a set of signals referred to as ports (prt € Prt), each port
is represented by a signal (s € Sig) used for reference in the specification of the
architecture; furthermore a notion of the intended usage of the signal is specified
by the keywords in and out defining if the signals value can be altered or read
by the environment, and the type of the signal’s value (either logical values or
vectors of logical values).



Information Flow Analysis for VHDL 81

pgm € Pgm programs

pgm == ent | arch | pgm1 pgma

ent € Ent entities

ent = entity 4. is port(prt); end ic;
prt € Prt ports

prt n=s: in type|s: out type | prii;prta

type € T'ype types
type ::= std_logic | std_logic_vector(z: downto 2z2)
| std-logic_vector(z1 to z2)

arch € Arch architectures

arch ::= architecture i, of i. is begin css; end iq;
css € Css concurrent statements

css n=s<=¢e|s(z downto z2) <=e|s(z1 to z2) <=e

| ip : process decl; begin ss; end process ip
| ip : block decl; begin css; end block iy | cssi|cssa

decl € Decl declarations

decl = variable z :type := e | signal s: type:= e | decli;decls

ss € Stmt statements

ss m=null |z:=e| z(z1 downto z2):=e€|z(z1 to 22) :=e|s<=e

| s(21 downto 22) <=e|s(z1 to z2) <=e|wait on S until e
| ss1;ss2 | if e then ss; else ss2 | while e do ss

e€ Exp expressions
e s=m|a|x|xz(z1 downto z2)|z(z1 to 22)|s|s(z1 downto z2)
| s(z1 to z2) | op e|e1 op, ea | e1 opa €2

Fig. 1. The subset VHDL; of VHDL

An architecture model is specified by a family of concurrent statements (css €
C'ss) running in parallel; here the index i, € Id is a unique identifier in a finite
set of process identifiers (I, C;, Id). Each process has a statement (ss € Stmt)
as body and may use logical values (m € LVal), vectors of logical values (we
write a € VVal, where a has the form "m; ... my” where m; € LVal), local
variables (z € Var) as well as signals (s € Sig, S Cji, Sig). When accessing
variables and signals we always refer to their present value and when we assign to
variables it is always the present value that is modified. However, when assigning
to a signal its present value is not modified, rather its so-called active value is
modified; this representation of signal’s values, as illustrated in Figure[2 is used
to take care of the physical aspect of propagating an electrical current through a
system, the time consumed by the propagation is usually called a delta-cycle. The
wait statements are synchronization points, where the active values of signals are
used to determine the new present values that will be common to all processes.

Concurrent statements could also be block statements that allow local signal
declarations for the use of internal communication between processes declared
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Past pr D§lta Future
0 1
Present  Active
Signals  Signals

Fig. 2. The representation of abstract time in the signal store

within the block. The index i;, € Id is a unique identifier in a finite set of block
identifiers (I Cyi, Id). The scope of the local signals declared in the block
definition is within the concurrent statements specified inside the block.

Signal assignment can also be performed as a concurrent statement, this
corresponds to a process that is sensitive to the free signals in the right-hand
side expression and that has the same assignment inside [2].

Since VHDL describe digital hardware we are concerned with the details of
electrical signals, and it is therefore necessary to include types to represent dig-
itally encoded values. We consider logical values (LVal) of the standard logic
type std_logic, that includes traditional boolean values as well as values for elec-
trical properties. VHDL; also allow the usage of vectors of logical values, values
of this type is written using double quotes (e.g. 717 /="1"). There are a number
of arithmetic operators available on vectors of logical values.

The formal syntax is given in Figure[Il In VHDL it is allowed to omit com-
ponents of wait statements. Writing F'S(e) for the free signals in e, the effect
of ’on F'S(e)’ may be obtained by omitting the ’on S’ component, and the ef-
fect of 'until true’ may be obtained by omitting the 'until e’ component. (In
other words, the default values of S and e are F'S(e) and true, respectively.)
Semantically, S is the set of signals waited on, i.e. at least one of the signals of
S must have a new active value, and e is a condition on the new present values
that must be fulfilled, in order to leave the wait statement.

In VHDL; the notion of signals is simplified with respect to full VHDL and
thus does not allow references further into time than the following delta-cycle.
This not only simplifies the analysis but also simplifies defining the semantics:
Of the many accounts to be found in the literature [3[16] we have found the
one of [I6] to best correspond to our practical experiments, based on test pro-
grams simulated with the ModelSim SE 5.7d VHDL simulator. Even with this
restriction VHDL; is sufficiently expressive to deal with the programs of the
AES implementation.

3 Structural Operational Semantics

The main idea when defining the semantics for VHDL; programs is to execute
each process by itself until a synchronization point is reached (i.e. a wait state-
ment). When all processes of the program have reached a synchronization point
synchronization is handled, while taking care of the resolution of signals in case
a signal has been assigned different values by the processes. This synchroniza-
tion will leave the processes in a state where they are ready either to continue
execution by themselves or wait for the next synchronization.



Information Flow Analysis for VHDL 83

Basic semantic domains. The syntax of programs in VHDL; is limited to state-
ments operating on a state of logical values. These logical values are defined as
v € LValue = {'U’)X’,°0°,°1,°Z’,"W’,’L’, "H’, -’} where the values indicate the
properties

"U’ Uninitialized||’X’ Forcing Unknown||’0’ Forcing zero
’1” Forcing one ||’Z’ High Impedance ||'W’ Weak Unknown
'L’ Weak zero ||"H’ Weak one -7 Don’t care

these values are said to capture the behavior of an electrical system better than
traditional boolean values [2].

Furthermore we have vectors of logical values a € AValue = LValue*. We
have a function mapping logicals in the syntax to logical values in the semantics
L : LVal — LV alue, and vectors of logical values to their semantical equivalence
A : VVal — AValue. The semantical values are collected in the set Value =
LValuew AValue.

Constructed semantic domains. VHDL; includes local variables and signals. The
values of the local variables are stored in a local state. The local state is a
mapping from variable names to logical values.

o € State = (Var — Value)

The idea is that we have a local state for each process, keeping track of assign-
ments to local variables encountered in the execution of the process so far.

For communication between the processes we have the signals, the values of
signals are stored in local states. The processes can communicate by synchroniz-
ing the signals of their local signal state with other processes.

¢ € Signals = (Sig — ({0,1} — Value))

The value assigned to a signal is available after the following synchronization,
therefore we keep the present value of a signal s in ¢ s 0. In ¢ s 1 we store
the assigned value, meaning that it is available after a delta-cycle. Each signal
state has a time line for each signal. Values in the past are not used and therefore
forgotten by the semantics; in VHDL; it is not possible to assign values to signals
further into the future than one delta-cycle.

All signals have a present value, so ¢ s 0 is defined for all s. Not all signals
need to be active meaning they have a new value waiting in the following delta-
cycle, thus ¢ s 1 need not be defined; hence we use {0,1} — Value in the
definition of the signal state to indicate that it is a partial function.

The semantics handles expressions following the ideas of [I2]. For expressions

& : Expr — (State x Signals — Value)

evaluates the expression. The function is defined in Table[Il Note that for signals
we use the current value of the signal, i.e. ¢ s 0.
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Table 1. Semantics of Expressions

E[m](a, ¢) = L[m]

Elal{o; ¢) = Ald]

El1(o. o) —ou

E[xz(z1 downto 22)][{o, ) = split(o x, 21, z2)

Elsl(o: ¢) =50

E[s(z1 downto z2)](o, @) = split(¢ s 0, z1, z2)

Elopr el{o, @) = opin, v where E[e]p = v

and op¥, v defined

Elex op?, e2] (o, ¢) = v1 opb, vo where Efe1]p = v
and Eezx]p = v2
and vy op—?n v2 defined
Ele1 opa e2]{o, ¥) = V1 OPq V2 where Efe1]p = v1

and Eezx]p = v2
and v1 0p, v2 defined

In the specification of the Semantics all vector values and definitions are
normalized to the direction of ranging from a smaller index to a larger index.
This simplification allows us to consider a significantly smaller number of rules.
We define the function split which withdraws the elements of a vector in the
range specified by the last two parameters (split : a X z X z — a).

3.1 Statements

The semantics of statements and concurrent statements are specified by transi-
tion systems, more precisely by structural operational semantics. For statements
we shall use configurations of the form:

(ss',0,p) € Stmt’ x State x Signals

Here Stmt’ refers to the statements from the syntactical category Stmt with
an additional statement (final) indicating that a final configuration has been
reached. Therefore the transition relation for statements has the form:

(ss,0,0) = (ss', 0", ¢)
which specifies one step of computation. The transition relation is specified in
Table 2] and briefly commented upon below.

An assignment to a signal is defined as an update to the value at the delta-
time, i.e. ¢ s 1. We use the notation [![s 1 —v] to mean o[s 1 —¢(s)[i 1 —v]]. For
updating the variable and signal store with vector values we use the notation
olz(zi...z;) — v] to mean oz +—o(x)[z; 1 —v1]...[z; 1—vj_]], similarly for
signals.

The wait statement is handled in Section B2 along with the handling of the
concurrent processes. This is due to the fact that the wait statement is in fact a
synchronization point of the processes.
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Table 2. Statements

[Local Variable Assignment] :
(x:=e,0,¢) = (final, o[z 1 —v], @) where E[e](o, p) = v
(x(z1 downto z2) :=e,0,¢) = (final,ofx(z1...22) — v], )
where E[e]{(o, ) = v

[Signal Assignment] :
(s <=e,0,¢9) = (final, o, p[s 1 —v]) where E[e](o, p) = v

(s(z1 downto z) <= e,0,¢) = (final,o, @M [s(z1...22) — v])
where E[e]{(o, ) = v
[Skip] :
(null, o, ) = (final, o, )
[Composition)] :
(s51,0,0) = (s51,0", ¢')
(ss1; 882,0,0) = (s8);5882,07,¢")

where ss] € Stmt

(ss1,0, ) = (final,o’,¢")
(s81;882,0,¢) = (882,07, ¢')
[Conditional] :
(if e then ss1 else ss2,¢) = (ss1,0,¢) if E[e]{o, ) =1
(if e then ss; else ss2,p) = (ss2,0,¢) if E[e](o, ) =0’

[Loop] :
(while e do ss,0,¢) = (if e then (ss;while e do ss) else null, o, )

3.2 Concurrent Statements

The semantics for concurrent statements handles the concurrent processes and
their synchronizations of a VHDL; program. We rewrite process declarations
into statements so the process declaration i: process decl;; begin ss;; end
process ¢ is rewritten to null; while ’1’ do ss; as the intention is that
the statement ss is repeated indefinitely.

The transition system for concurrent statements has configurations of the
form:

||i€I <55;a0ia<ﬂi>
for I Cyn Id and ss; € Stmt’, o; € State, ¢; € Signals for all i € Id. Thus

each process has a local variable and signal state.
The initial configuration of a VHDL; program is:

licr (null;while true do ss;, 07, ¢?)

The i*" process uses an initial state for signals defined by the Semantics for
declarations of signals. If no initial value is specified the following are used:

oY x ="U and ¢ s 0 = 'U for all non-vector signals used in the process
ss;. All vectors has a string of "U”’s corresponding to the length of the vector
(ie. "U...U"). ¢9 s 1 is undef for all signals used in the process ss;.
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Table 3. Concurrent statements

[Handle non-waiting processes (H)] :
(ssj,05,¢5) = (ss},05, ¢5)
licrugsy (ssi0i, i) =>llicrugsy (87,07, ¢5)

where ss; = ss; Ao, = a; A = @, for all i /5.

[Active signals (A)] :
llicr (wait on S; until e;;ssi, 0i,pi) =>|lict (sS}, 04, ©5)

if 3i € I. active(p;)

where
o s 0= fs{{vilp; s 1=wv;}}if 3j € I. ¢; s 1 is defined
¢ pi s 0 otherwise
i s 1 = undef
$Si if (3s € Si. i 80 £p; s 0)A
s8; = Eleil(oi, ¢i) =" 1)

wait on S; until b;;ss; otherwise

The transition relation for concurrent statements has the form:
! 1 ! !
lier (ssi,0,0i) = licr (s5:", 07, ¥5)

which specifies one step of computation.

The transition relation is specified in Table [3l and explained below.

As mentioned the idea when defining the semantics of programs in VHDL; is
that we execute processes locally until they have all arrived at a wait statement,
this is reflected in the rule [Handle non-waiting processes (H)].

When all processes are ready to execute a wait statement we perform a
synchronization covered by the rule [Active signals (A)]. If one signal waited
for is active, those processes waiting for that signal may proceed; this is expressed
using the predicate active(y) defined by

active(p) =3sTv:p sl=w

The delta-time values of signals will be synchronized for all processes and
in order to do this we use a resolution function f, : multiset(Value) — Value.
Thus fs combines the multi-set of values assigned to a signal into one value that
then will be the new (unique) value of the signal.

Notice that even though a signal that a wait statement is waiting for becomes
active, it is not enough to guarantee that it proceeds with its execution. This is
because we have the side condition 'until e’. This is reflected in the definition
of the statement ss; of the next configuration. Notice that the state of local
variables is unchanged.

3.3 Architectures

The Semantics for architectures basically initializes the local variable and signal
stores for each process and rewrites the other constructions to processes. Con-



Information Flow Analysis for VHDL 87

current assignments are rewritten to processes and blocks are handled by adding
the signals the block declares to the scope of the processes declared inside the
block. Vector variables or signals declared using the to specifier, where the value
is reversed to match the expected ordering in the Semantics of expressions and
statements.

4 Reaching Definitions Analysis

The main purpose of the Reaching Definitions analysis is to gather information
about which assignments may have been made and not overwritten, when the
execution reaches each point in the program.

The semantics divides signal states into two parts, namely the present value
of a signal and the active value of a signal. Following this the analysis is divided
into two parts as well, one for the active value of a signal and one for local
variables and the present value of a signal. The two parts are connected since
the active values of a signal influence the present value of the signal after the
following synchronization. Therefore we will first define the analysis of active
signals in Section 1], and then, that of the local variables and present values of
signals in Section

The analysis for active signals is concerned only with a single process, and
thus has no information about the other processes. It collects information about
which signals might be active in order to gather all the influences on the present
value; this information is gathered for the process i by an over-approximation
analysis of the active signals RD:OJ i, It also collects information about which
signals must be active so that the overwritten signals can be removed from
the analysis result; this information is gathered for the process i by an under-
approximation analysis of the active signals RDQ ,

The analysis of the local variables and present values of signals will be an
over-approximation. It is concerned with the entire program and thus collects
information for all processes at the same time.

Common analysis domains. The analyses use a labeling scheme, a block defini-
tion and a flow relation, similar to the ones described in [9], the only difference
being the wait statements which are given labels and treated as blocks. For each
process 4 in a program ||;es 7 : process decl;; begin ss;; end process i the
set of blocks is denoted blocks(ss;) and the flow relation is denoted flow(ss;).
Similarly we use init(ss;) to denote the label of the initial block when executing
the process 1.

We define the cross flow relation cf for a program as the set of all possible
synchronizations, i.e. ¢f is the Cartesian product of the set of labels of wait
statements in each process.

The labeling scheme is defined so that each block has a label which is initially
unique for the program. During execution the labels might not be unique within
the processes, but the same label is not found in two different processes. Hence,
we shall sometimes implicitly use that to each label (I € Lab) there is a unique
process identifier (¢ € Id) in which it occurs.
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The analyses are presented in a simplified way, following the tradition of
the literature (see [9]), where all programs considered are assumed to have so-
called isolated entries (meaning that the entry nodes cannot be reentered once
left). This is reasonable as each process in VHDL; can be considered as a skip
statement followed by a loop with an always true condition around the statement
defining the process. We shall write F'V(ss) for the set of free variables of the
statement ss and similarly FS(ss) for the set of free signals.

4.1 Analysis of Active Signals

The Reaching Definitions analysis takes the form of a Monotone Framework as
given in [J]. Tt is a forward Data Flow analysis, with both an over- (RDg 4
and an under- (RDS *) approximation part; it operates over a complete lattice
P(Sig. x Laby) where Sig, is the set of signals and Lab, is the set of labels
present in the program.

In both cases we shall introduce functions recording the required information
at the entry and at the exit of the program points. So for the over-approximation
we have

RDY. RDY!. : Lab, — P(Sig. x Lab,)

wentry? pexit

and similarly for the under-approximation

RDD .. RDV.E.. . Lab, — P(Sigs x Lab,)

wentry? pexit

To define the analysis we define in Table @ a function
killp,, : Blocks, — P(Sig. x Lab,)

which produces a set of pairs of signals and labels corresponding to the assign-
ments that are killed by the block. A signal assignment can be killed for two
reasons: Another block in the same process assigns a new value to the already
active signal, or a wait statement in the same process will synchronize all active
signals, and therefore kill all signal assignments.

In Table @ we also define the function

96"11'?,1:)@ : Blocks, — P(Sig, x Lab,)

that produces a set of pairs of signals and labels corresponding to the assignments
generated by the block.

The over-approximation part of the analysis is defined in terms of the in-
formation that may be available at the entry of the statement. Therefore the
over-approximation part considers a union of the information available at the
exit of all statements that have a flow directly to the statement considered.

The under-approximation part of the analysis is defined in terms of the in-
formation that must be available at the entry of the statement. Therefore the
under-approximation part considers an intersection of the information available
at the exit of all statements that have a flow directly to the statement considered.

The full details are presented in Table @l
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Table 4. Reaching Definitions Analysis for active signals; labels [ are implicitly as-
sumed to occur in process ¢ : process decl;; begin ss;; end process i

kill and gen functions for the process i : process decl;; begin ss;; end process i

killyp,([s <= e€]') = {(s,V’ )|Bl/ assigns to s in process i}
killpp,([wait on S until e]') = {(s,1")|B" assigns to s in process i}
killizp,([...]") = 0 otherwise

genzp,([s(z1 to z) <=e
gengpy([---1) =

data flow equations: RD, for the process i : process decl;; begin ss;; end process 1

0 if I = init(ss;)
RDgpent’ry(l) {U{RD«:em( N, 1) € flow(ss;)} otherwise

RD(,LoJe;cht (l) (RDgezztru( )\kerRDtp (Bl)) U gen%D«p(Bl)

0 if I = init(ss;)
RDgpent'ry(l) {Q{RD&;” (IH)(',1) € flow(ss;)} otherwise

RDgaezzt(l) (RDgaentry( )\klll%Dap (Bl)) U gen%Dap(Bl)

For the under-approximation analysis we define a special intersection op-
erator; N0 = 0, and X = NX for X /=0, to guarantee that RD7.f, ~C

pentry =
RDY will hold for the smallest solution to the equation systems.

<,oent7 Y

4.2 Analysis of Local Variables and Present Values of Signals

The Reaching Definitions analysis for the local variables corresponds to the
Reaching Definitions analysis given in [9]. For the present value of signals it
will use the result of the Reaching Definitions analysis for active signals. The
idea is that if a signal has an active value when execution of the program arrives
at a synchronization point, then the active value of the signal will become the
present value of the signal after the synchronization.

The result of the Reaching Definitions analysis for active signals can be com-
puted before we perform the Reaching Definitions analysis for local variables
and signals. Hence the result can be considered a static set, and therefore the
Reaching Definitions analysis for local variables and signals remains an instance
of a Monotone Framework.

The Reaching Definitions analysis for present values of signals operates over
the complete lattice P(Sig, X Lab,) and is a forward data flow analysis. Tt
yields an over-approximation of the assignments that might have influenced
the present value of the signal. Its goal is to define two functions holding the
information at the entry and exit of a given label in the program:
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Table 5. Reaching Definitions Analysis for the local variables and present value of sig-
nals, for all labels [ in the program ||;er ¢ : process decl;; begin ss;; end process i

kill and gen functions

Rillg ([ = el!) = {(z,7)}U
{(x,l’)|Bl/ assigns to x in process i}
kill;fD([wait on S until e]l) = ﬂ(ll """ dn)ecs st 1=

=1 fSt(RDgaentry(l )) X U)S(SSZ)
killEfD(L LH=0 Otherwise

gengp([z = ¢]') = {(z,1)}
gen}:{D([x(m downto z2):=e¢]') = {(x,0)}
genglp([e(z1 to z2):=¢]') = {(z,)}
genf.{D([wait on S until e]l) = U(ll’ I)ecf st L=t
U fSt(RDgae;Ltry( )) {l}
gent([..]1H =0 otherwise
data flow equations: RD
of Az, 7)) |z € FV(ssi)} U{(s,?) | s € FS(ss:)} if | = init(ss;)
RDcrery (1) = {U{RDELt( N, 1) € flow(sss)} otherwise

where B and i is uniquely given by B’ € blocks(ss;)

RDgizt( ) RDC

entry

(\killgp (B") U genglp (B')

: Lab, — P((Vary U Sig,) x Laby)

exit *

RDentrya RDCf

The Reaching Definitions analysis for local variables and signals is given in Table
and makes use of two auxiliary functions. One is

killsl, : Blocks, — P((Var, U Sig,) x Lab,)

that produces a set of pairs of variables or signals and labels corresponding to
assignments that are overwritten by the block. An assignment to a local variable
will overwrite all previous assignments on the execution path. A signal value can
only be overwritten by a wait statement where at least one of the synchronizing
processes has an active value for the signal. To guarantee that an active value for
a signal is available, the under-approximation analysis (RDQ %) described above
in Section 1] is used.

Since the active signal has to be present in all possible processes the consid-
ered wait statement could synchronize with, an intersection over the set cf of
cross flow information is needed.

The other auxiliary function is

genRD Blocks, — P((Var, U Sigs) x Laby)
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that produces a set of pairs of variables or signals, and labels corresponding
to the assignments generated by the block. Only assignments to local variables
generate definitions of a variable. Only wait statements are capable of changing
a signal’s value at present time. This means that in our analysis signals will get
their present value at wait statements in the processes. The result of the over-
approximation analysis (RD}PJ %) contains all the signals that might be active and
thus defines the present value after the synchronization. Therefore we perform
a union over all the signals that might be active in any process, that might be
synchronized with.

Finally, all signals are considered to have an initial value in VHDL; hence a
special label (?) is introduced to indicate that the initial value might be the one
defining a signal at present time. The operator fst is defined by fst(D) = {s |
(s,1) € D} and extracts the first components of pairs.

5 Information Flow Analysis

The Information Flow analysis is performed in two steps. First we identify the
flow of information to a variable or signal locally at each assignment; this is
specified in Section 5.1l Then we perform a transitive closure of this information
guided by our Reaching Definitions analysis; this is described in Section
where we also compare the result of our method with that of Kemmerer [§].

The result of the Information Flow analysis is given in the form of a directed
graph. The graph has a node for each variable or signal used in the program,
and an edge from the node n; to the node ns if information might flow from n,
to mo in the program. This graph will in general be non-transitive. To illustrate
this point consider the following programs:

(a): [c:=b]1;[b:=a]? (): [b:=als[e == b)?

In program (a) there is a flow from b to ¢ and a flow from a to b and therefore
the resulting graph shown in Figure[Bl(a) has an edge from node b to node ¢ and
an edge from node a to node b. There is no flow from a to ¢ and indeed there is
no edge from a to c. In program (b) on the other hand there is a flow from a to
c and the resulting graph shown in Figure B[(b) indeed has an edge from a to c.

5.1 Local Dependencies

It is clear that an assignment of a variable to another variable will cause a flow of
information. As an example, a := b causes a flow of information from b to a. We
also need to consider implicit flows due to conditional statements. As an example,
if ¢ then a := b else null has an implicit flow from ¢ to a because an observer
could use the resulting value of a to gain information about the value of c.

In this fashion we must consider all the statements of VHDL; and determine
how information might flow. For a VHDL; program we define a set of structural
rules that define the set of dependencies between local variables and signals. The
analysis is defined using judgments of the form

BtFss: RM
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e"’
(b) e

Fig. 3. Result of the Information Flow Analysis for programs (a) and (b)

where B C (VarUSig), ss € Stmt and RM C ((VarUSig) x Lab x { My, M1, Ry,
R1}). Here ss is the statement analyzed under the assumption that it is only
reachable when values of variables and signals in B have certain values. The
result is the set RM containing entries (n,l, M;) if the variable or signal n
might be modified at label [ in ss; we use Mj for variables and present values
of signals and M; for active values of signals. Similarly, RM contains entries
(n,1, R;) if the variable or signal n might be read at label [ in ss; we use Ry for
variables and present values of signals and R; for the synchronization of active
values of signals.

The local dependency analysis of the flow between variables and signals is
specified in Table [ and is explained below. Assignments to variables result in
local dependencies, there are no other statements that causes information to flow
into variables.

For the active signals in a program it holds that information can only flow
to the signal through signal assignment. Hence only the signal assignment con-
tributes dependencies to the resulting set. Notice that the information flowing to
active signals (M;) might come from both local variables and the present value
of signals, but never from the active value of signals.

The variables and signals used in the evaluation of conditions within if and
while statements are collected in the block-set B as they might implicitly flow
into assigned variables or signals in the branches. This is taken care of in rules
[Conditional] and [Loop]|. Notice that these rules do not handle termination
or timing channels that might occur.

The synchronization statements (i.e. wait) cause information about the ac-
tive signals to flow to the present value of the same signals. Hence we will update
(writing R;) all signals present in the process considered.

5.2 Global Dependencies

Using the local dependencies defined above we can construct a Resource Matrix
specifying for each point in the program which resources (i.e. a variable or signal)
was modified and which resources were read meanwhile [§]. First we apply the
local dependency analysis on each process in the considered program the result
is collected in RM;, = Ui RM; where 0 - ss; : RM;. Then we need to compute
the global dependencies; one way to do this is to take the transitive closure of
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Table 6. Structural rules for constructing a Resource Matrix for the process ¢ :
process decl; begin ss;; end process 1

[Local Variable Assignment] :
BF [z:=¢]': {(z,l, Mo)} U{(n,l,Ro) | n € FV(e)UFS(e)U B}

BF [z(z1 downto z2):=c¢]':
{(z,1, Mo)} U{(n,l,Ro) | n € FV(e) UFS(e)U B}

BF [z(z1 to z2):=¢]:
{(z,1, Mo)} U{(n,l,Ro) | n € FV(e) UFS(e)U B}

[Signal Assignment] :
BF[s<=¢e]': {(s,1, M)} U{(n,l,Ro) | n € FV(e) U FS(e)U B}

BF [s(z1 downto z2) <=¢]':

{(s,l, M1)} U{(n,l,Ro) | n € FV(e) UFS(e)U B}
B [s(z1 to 2z2) <=¢]':

{(s,l, M1)} U{(n,l,Ro) | n € FV(e) UFS(e)U B}

[Skip] :

BF [nul1]' : 0
[Composition)] :

B|—881:RM1 B}—SSQZRMQ

Bt ss1;882 : RMy U RMo>
[Conditional] :
B, I 881 RM1 B/ [ 882 RM2

BtF if [e]' then ssi else ssy: RMyURM,

where B’ = BUFV (e) U FS(e)
[Loop] :

B’ ss: RM

Bt while [e]! do ss: RM

where B’ = BUFV(e) U FS(e)
[Synchronization] :

BF [wait on S until e]':{(s,l,R1) | s € FS(ss;)}U
{(n,l,Ro) [ n € BUSUFV(e)UFS(e)}

where ss; is the body of process ¢ in which [ resides

the local dependencies; this method is attributed to Kemmerer and is described
in [§] in case of traditional programming languages.

Let us evaluate the traditional method for constructing the Resource Matrix.
For this we consider the program (a) defined above. The result of the transitive
closure will correspond to the graph presented in Figure B(b), but not to the
true behavior of the program as depicted in the graph in Figure [B(a). This is
due to the flow-insensitivity of the transitive closure method: The imprecision
is a result of the method failing to consider information about the flow between
labels in the programs.
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Table 7. Specialization of RDZ.%;,, and RD<!

entry

[RD for active signals] '
(S, li, R1) c RM;, (S, l) S RDge:ztry(li)
(s,1) € RDL(1;)
[RD for present signals and local variables]
(n,!',Ro) € RMi, (n,1) € RDZL,,. (1)
(n,1) € RDt(l")

— —
if 31 €cf:1l; occurs in [

Table 8. Transitive closure of Resource Matrix, based on RD' and RDL

[Initialization)]
(n, l, A) € RM;,

— h A Mo, M
(n,l,A) € RMg, where A € {Ro, Ra, Mo, Ma }

[Present values and local variables]
(n','y € RDY(l) (n,I',Ro) € RMy,
(n, l, Ro) € RMgy
[Synchronized values]
(s',l:) € RDY(1) (s',1") € RDL(l;) (s,1”,Ro) € RMy
- (S,l,Ro) EE}Mgl
if 431 €cf:1; and [ occur in [

Closure based on Reaching Definitions. This motivates modifying the closure
condition to make use of Reaching Definitions information. Indeed the Reaching
Definitions analysis specified in Section @lsupplies us with the needed information
to exclude some of the “spurious flows” when performing the transitive closure.

Before doing so we specialize in Table [ the result of the Reaching Definitions
analysis to allow a better precision in the closure of the Resource Matrix. The
specialization ensures that definitions are only considered to reach a labeled
construct if they are actually used in the labeled construct. This is done by
considering the result of the local dependency analysis; notice the usage of the
cross flow relation in rule [RD for active signals] which determines if the
signal might in fact be synchronized.

We can now update the specification of the transitive closure using the result
of the Reaching Definitions analysis, as is done in Table 8l We specify a rule for
initializing the Global Resource Matrix [Initialization].

The closure is done by rule [Present values and local variables| consid-
ering the result of the Reaching Definitions analyses for the program. For the
present value of a signal and for local variables we consider each entry in the Re-
source Matrix, if the present value of a variable or signal is read (Ry) we can use
the information of the Reaching Definitions analysis to find the label where the
variable or signal was defined. Therefore we copy all the entries about variables
and signals read at this label in the Resource Matrix. This rule also handles the
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Fig. 4. Result of the Information Flow Analysis for program (b)

case where information flows from the variables and signals in a condition on a
synchronization point.

The rule [Synchronized values]| uses the result of the Reaching Definitions
analysis to determine which signals were read in the Resource Matrix and follow
them to their definition. When synchronizing signals the matter is complicated
as the signal is defined at a synchronization point, therefore the rule needs to
consider all the information about signals flowing into the synchronization points
that might be synchronized with. Which synchronization points the definition
point synchronizes with is gathered in the cf predicate, hence we apply the
Reaching Definitions analysis for active signals on all the synchronization points
and copy all the entries indicating variables and signals being read from the
point the signal could be defined.

5.3 Improvement of the Information Flow Analysis

For the example program (b) (i.e. [b := a]!;[c := b]?) we previously described
how the Information Flow Analysis would yield the result presented in Figure
[(a). In fact the resulting graph indicates that the resulting value of the variable
b can be read from the resulting value of the variable ¢, which is entirely correct.
However, the initial value of the variable b cannot be read from the variable c; to
see this consider a scenario where b initially contained a value, this value would
never flow to c, as the first assignment would overwrite the variable.

The Information Flow Analysis based on the Reaching Definitions Analysis
can be improved to handle the initial and outgoing values of signals with greater
accuracy. The idea is to add a node to the graph for each incoming signal,
annotating the incoming node of a variable with a o, and for each outgoing
signal, annotating the outgoing node with a e. Using this scheme a more precise
result for program (b) can be constructed as shown in Figure @(b), where we
consider the last statement to be outcoming and therefore update the Resource
Matrix in the same fashion as for wait statements.

The extension of the analysis is based on adding special variables and signals
for incoming and outgoing values. The rules for improving the information flow
analysis are presented in Table [J and explained below.

In a traditional sequential programming language the improvement could be
handled by adding assignments of the form x := z° for each variable read in
front of the program, and similarly adding assignments x® := z in the end for
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Table 9. Rules for the improved Information Flow Analysis

[Initial values] [Incoming values]
(n,?) € RD'(1) (n,I'y e RDT(l) 1I'e WS
(no,l,Ro) € RMy, (no,l,Ro) € RMy,
[Outgoing values] [Outcoming values]
n € Sig™* lewsS  (n,0')€ RDL(I) (n,I',Ro) € RMy,
(n®,lne, M1) € RMy (n/,lne, Ro) € RMy;

handling the outgoing values. Having this in mind we introduce the rule [Initial
values]| that uses the special symbol (?) from the Reaching Definitions analysis
to propagate the initial value of a variable or locally defined signal.

VHDL; consists of processes running as infinite loops in parallel with other
processes and under the influence of the environment. Therefore signals might
carry incoming values at any synchronization point, similarly a process might
communicate values out of the system at any synchronization point. We intro-
duce a new process 7 to illustrate how the incoming and outgoing signals are
handled. The process has the form

7 : process begin [si" <=s{];...[wait on S7|;[s} <= s‘f“t]lsf e

end process T
where s, 58" ... are the incoming signals, s¢%¢, 5%, ... are the outgoing signals
and S™ is the set of all incoming and outgoing signals, as specified in the entity
declaration of the program.

The assignments prior to the synchronization point in process 7 can be syn-
chronized into the system at each wait statement and this is handled by rule
[Incoming values| where WS = | J, WS(ss;) are all the wait statements in the
program.

We add two rules for the outgoing values to the closure method. The first
rule [Outgoing values] specifies a special label for each signal (i.e. the label of
the assignment to n® in process 7) used on the left-hand side in an assignment,
at which the signal is set to be modified in the Resource Matrix. The second rule
[Outcoming values| handles the right-hand side of the outgoing assignments
in process m by considering all active signals coming into a wait statement,
the values read when these active signals where modified are the signals that
influence the outgoing value. Sig°* is the set of signals that are declared as
outgoing (i.e. with the keyword out in the entity declaration).

6 Results

In order to compare our work to Kemmerer’s method we shall consider part of the
NSA Advanced Encryption Standard test implementation of the 128 bit version
of the encryption algorithm [I7]. Both the presented analyses and Kemmerer’s
method have been implemented using the Succinct Solver.
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Fig. 5. Resulting graphs of Kemmerer’s method (a) and our analysis (b) on a shift
function

The analysed programs use several temporary variables. These variables are
overwritten and reused for each input state. The graphs computed by Kem-
merer’s method indicate the problem of the method not taking control flow
information into account; many edges are false positives resulting from the over
approximation. Our analysis correctly eliminates the edges introduced by the
overwritten variables.

To illustrate the difference between the two approaches, we consider the
function shifting rows in a block. The first row is not altered by the function,
while the last three rows are shifted 1, 2 and 3 positions respectively. The values
flow through temporary variables, which are used for all three rows. The function
is preprocessed by unrolling the loops and replacing constants with their values.

The resulting graphs are simplified so that only the nodes for the three shifted
rows are presented. Furthermore we have merged incoming and outgoing nodes
in the graph of our analysis. Therefore both of the resulting graphs for the three
shifted rows have 12 nodes, and are now comparable. Kemmerer’s method is
unable to separate the shifts on each row as shown in Figure [f(a). Our analysis
computes the precise result as shown in Figure B(b).

7 Conclusion

One main achievement of the paper is the adaptation of the classical notion of
Reaching Definitions analysis from traditional programming languages to real-
time languages in the context of hardware description languages. We performed
a development for a useful fragment of VHDL and correctly deal with the com-
plications due to active and present values of signals. One unusual ingredient is
the under-approximation analysis for active signals in order to be able to specify
non-trivial kill-components for present values.

The other main achievement is the demonstration of the usefulness of the
Reaching Definitions analysis for developing an Information Flow analysis that
is more precise than the traditional method of Kemmerer. The local depen-
dencies were specified by a straightforward inference system in the manner of
information flow analyses. The global dependencies made good use of all aspects
of the Reaching Definitions analysis.
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Furthermore the improved information flow analysis correctly analyses pro-
grams that would incorrectly be rejected by typical security-type systems; as it
is described in the Open Challenge F of [I5]. This is due to the fact that the
Reaching Definitions analysis allows us to kill overwritten variables and signals.

The current implementation directly follows the structure of the specifica-
tions given in the previous sections and one can argue that its worst case com-
plexity is O(n®). So far this has posed no problems, however we conjecture that
the implementation can be improved to have a cubic worst case complexity.
The reason is that the analysis basically is a combination of three bit-vector
frameworks (each being linear time in practice) [9] and a cubic time reachability
analysis [1].
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Abstract. A class of fine-grained (FG) parallel models and algorithms
is defined as a generalization of Cellular Automata (CA). It comprises
all CA-modifications, in which two main CA-properties (locality and
parallelism of intercell interaction) are preserved, no constraint being
imposed on state alphabets and transition functions. A set of methods
for composing a complex FG-algorithm out of a number of simple ones is
proposed. To make compatible FG-algorithms with different alphabets,
a number of algebraic operations on cellular arrays are introduced. The
set of proposed composition methods has a two-level structure: the lower
level comprises composition of cell transition functions, while the higher
level deals with global operators on cellular arrays. For each type of
proposed methods an example is given and the domain of application is
determined.

1 Introduction

The problem of finding a proper mathematical model for simulation spatial dy-
namics of a complex phenomenon, which is given by some kind of qualitative or
quantitative description, is sometimes extremely hard. The simulation is usually
associated with a natural process investigation and requires large space-time di-
mensions, as well as the necessity of observing the process evolution in detail.
The above requirements determine the main features of the models to be used.
First, due to their complexity it should be easy to allocate the program on a
number of processors to run it in parallel. Second, the computation should al-
low to construct a visual pattern at any time of the program run. To afford the
above properties the simulation models have to rely upon two main principles: 1)
inherent spatial parallelism, and 2) locality of state transition functions. Nowa-
days these principles characterize a number of spatial dynamics models. All of
them take origin from the classical Cellular Automaton by von-Neumann, being
its modification or generalization, having extended state alphabet (integer, real,
symbolic), and/or arbitrary state transition functions (logical, arithmetic, de-
terministic, probabilistic). Moreover, different modes of operation (synchronous,
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n-step synchronous, asynchronous) are also studied. Being allocated according
to the degree of discreteness, the set of FG parallel models represents a sequence
with Boolean CA on one border, and the so called ”continuous CA” — on the
other border. The latter comprises the explicit form of PDE discretization, and
may be considered as a representative of differential mathematics in a FG-models
community.

By that time a large amount of FG—models of simple natural processes are
proposed and well studied. The most known and practically used are CA models
of diffusion [1], Gas-Lattice [2], phase-separation, pattern formation [3], chemi-
cal reactions [4], etc. Unfortunately, there is no formal procedure to construct a
new fine-grained model according to a given qualitative or quantitative specifica-
tion of the phenomenon to be simulated. It may be done either by experimental
trial-and-error method or by combining simple models to represent the more
complicated ones. The first way is rather heuristic and requires both good ex-
perience in CA modeling and sophisticated understanding of the phenomenon
itself. The second way may be formalized but needs to accumulate case studies
of simple models and develop a set of algebraic operations on them. The latter is
a hard problem born of used alphabets (data types) differentiation, which do not
allow to obey usual arithmetical rules. So, new operations on FG-algorithms are
needed to express the results of several interacting processes, whose known mod-
els are of different type. For example, in reaction-diffusion and prey-predatory
processes, diffusion may be given as a CA, and reaction — as a real function.
Snow-flakes formation may be modeled by a Boolean CA, while if it happens
in active medium, a chemical component should be added. So, to develop com-
position methods in FG domain the models belonging to it should be made
compatible to allow mathematical operations on them. Some particular cases
of composing Boolean CA with real spatial functions have been introduced in
[5,6] for combining diffusion and reaction components. Moreover, some attempts
to create a theoretical foundation for composition is presented in [7]. The main
purpose of this article is to fill the gap and to present composition methods of
FG-algorithms in a generalized and systematic form. To capture all features of
the great diversity of FG-models the more general formalism for FG-algorithms
representation, namely, Parallel Substitution Algorithm [8], is chosen as a math-
ematical tool.

Apart from the Introduction and the Conclusion the paper contains four
sections. The second section contains definitions of the used concepts. In the
third section algebraic operations on cellular arrays are proposed and analyzed.
The fourth and the fifth sections are dedicated to composition methods on local
and global FG-operators, respectively. All methods are illustrated by examples.

2 Formal Statement of the Problem

2.1 Main Concepts and Definitions

Fine-grained algorithms are intended for processing spatially distributed func-
tions, represented by cellular arrays 2 = {(u,m) : v € A;m € M}, which
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are finite sets of pairs (u,m) called cells, u being a cell state variable from the
domain A, referred to as alphabet, m - a cell name from a discrete nmaming
set M. No constraint is imposed on A, which is allowed to be Boolean vec-
tors Ap = {(v1...,v,) : vxy € {0,1}}, real numbers from the closed interval
Ag = [0,1], and a set of symbols Ag = A, B,C, ..., K. When any of above al-
phabets is implied the symbol u is used as a state variable. When the precise
indication of the state variable domain is essential, v is used for the Boolean
and z for the real ones. To indicate the state variable of a cell named m both
notations u(m) and u,, are used.

In the general case the naming set M may be of any kind, but further integer
vector set, representing coordinates of a Cartesian space of finite size is used. For
example, in the 2D case M = {(i,j) : 4,7 = 0,1,..., N}. A notion m instead of
(4,4) is used for simplify general expressions and to indicate, that they are valid
for any other kind of a naming set. A set of all cellular arrays having identical
naming sets form a cellular array class denoted as 2.

A mapping ¢ : M — M, called a naming function is defined on M. It
determines for any m a neighbor ¢(m) with whom a cell is allowed to interact.
For the set M = {(i,7)} naming functions are usually given in the form of
shifts ¢ = (i + a,j + b), a,b being integers not exceeding a fixed r, called a
radius of neighborhood. By condition, ¢o(m) = m. The neighborhood of a cell is
determined by a template as a set of naming functions

T(m) - {m7¢1(m)7"~7¢n(m)}7 (1)

which associates to each name m € M a number of cell names, thereby deter-
mining the cell neighborhood, which is a subset of cells

S(m) = {(u07 m)? (ulv ¢1(m))7 AR (una ¢7b(m))}; (2)
which is called a local configuration, and T'(m) being its underlying template. The
set U(m) = {ug,u1,...,u,} forms a set of local confugaration state variables.

A cell (u,(t), m) changes its state to the next one wu,,(t + 1), m when a local
operator is applied to it, which is expressed in the form of a substitution [8] as
follows

®(m) : S(m) — §'(m), 3)

where S(m) is called a base, and S’(m) — a next state of the substitution.
The underlying templates of S(m) and S’(m) are in the following relation.
T’(m) C T(m), which means that some cells may remain unchanged by the
substitution application. These cells form a context of the substitution @(m)
with the underlying template 7" (m) = T(m) \ T'(m).

The cell states in S’(m) are the results of a cell transition function,

Um (t+ 1) = f(uo,u1,...,un), u; €U(mM). (4)

where U(m) is a state variables set of S(m).



102 O. Bandman

A global operator ®(2), which performs a transition from $2(¢) to £2(¢t +1) is
referred to as a parallel substitution [8]. An execution of a parallel substitution
is the application of (3) to all m € M. There are two main modes of parallel
substitution application to a cellular array. The synchronous mode when all
cells compute their next states in parallel and transit to the next state at once
on time steps t = 0,1,...,..., changing the global cellular array state, and the
asynchronous mode when the cells execute the transitions at random or in a
certain order. In all cases a computation of $(£2(t)) = £2(t + 1) is considered as
an iteration. The sequence £2(0), 2(1),...,82(t),..., 2(T) obtained by iterative
application of a global operator to the initial array £2(0), is called the evolution.
The time T undicates the terminal step.

With the above notions an FG-algorithm © is defined as a global operator
&(£2) which may be applied to any cellular array from a class 2y, i.e.

0 = (22u,92(12))

together with the indication of the operation mode. When &({2) is a single
parallel substitution of the form (3) © is considered to be an elementary FG-
algorithm.

2.2 Operations on Cellular Arrays

In any class of cellular arrays {2); some algebraic operations are defined bellow
to be used as tools in FG-composition methods. Like in any algebraic system
unary and binary operations are recognized.

Unary operations are represented by parallel substitutions, which are consid-
ered to be universal operators due to their great expressive power. In fact, any
mapping 2y — {2)y may be represented in terms of parallel substitutions [8].
Nevertheless, two particular unary operators: averaging and Boolean discretiza-
tion, are to be distinguished, because they serve as transformers of Boolean
arrays into the equivalent real ones and vice versa.

Averaging of the Boolean cellular array Av(§2p) is a substitution of the form

Pav(m) : Av(m) — {(z,m)}, ()
applied to all cells m € M.

Av(m) = {(vo, Yo(m)), (v1,¥1(m)), ..., (vg,1hg(m))}, (6)
is a base of @4,(m), the next state local configuration is a single cell, whose
state is computed according to the following local transition function

1 q
z:Eka, o € {0,1}, z €[0,1]. (7)
k=0

Boolean discretization of a real cellular array Disc(2g) is a single-cell sub-

stitution of the form

1, if u < rand,

Ppisc(m) : {(z,m)} — {(v;m)}, where v = {0 otherwise (8)
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applied to all m € M. In (8) and further rand is a real random number in the
interval [0,1].
The above two transformations are in the following relationship.

Dzsc(QB) g,
( ) g, (9)

DZSC(A’U(.QB)) = QB,

Av(Disc(2g)) = 2g.

Binary operators on a class of cellular arrays are defined on the basis of the
requirement that ordinary arithmetical rules be valid for their averaged forms,
ie.

Ql <o .QQ <~ A’U(.Ql) OA’U(.QQ),

ur(m) ous(m) & (ur(m)) o (u1(m)) Vm € M, (10)

where ¢ stands for the cellular array operations: addition @, subtraction &
or multiplication ®, and ¢ stands for arithmetical +, —, X, respectively. Angle
brackets denote averaged state values.

The reason of taking averaged state values as a generalized alphabet is
twofold: 1) to allow ordinary arithmetic to be used for modeling spatial functions
interactions, and 2) to make the results more comprehensive from physical point
of view. The underlying template of the averaging area is chosen at the stage of
simulation problem discretization according to accuracy requirement [9].

From (10) it follows that when all operands have real alphabets, the cellular
array arithmetic coincides with the corresponding real cell-by-cell arithmetical
rules. But when one or both operands have Boolean alphabet, cell-by-cell oper-
ations are not valid. So, if {21 has Boolean alphabet, {2 has a real one, and a
Boolean arrays {23 = (21 @ {2, is wanted, the single cell local operator with the
following transition function should be used [10].

va(m) = i (11)

1 ifl)l( )—0&7’and<(12%
v1(m) otherwise.

When (25 = 21 © (25 is to be obtained a transition function should be as follows
[10]

va(m) =4 0 Hwlm) =1 & rand < ot (12)
’ v1(m) otherwise. ’

Since addition and subtraction are defined on cellular arrays with the alpha-
bet restricted by the interval [0,1], the condition 0 < u < 1 should be satisfied for
all cells (u,m) in the resulting cellular array. If it is not so, the alphabet is to be
renormalized. When both operands are Boolean and Boolean result is wanted,
the values zo in (11) and (12) should be replaced by (vs). The above operations
on cellular arrays form a set of tools for constructing complex FG-algorithms of
a number of simple ones.
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The set of FG-algorithms composition methods has two levels of hierarchy.
The lower level (local composition) contains methods which aim to construct a
composed local operator from a number of elementary substitutions. The higher
level methods (global composition) aim to obtain a composed global operator
from a number of parallel substitutions.

3 Local Composition Methods

A local composition operator A(®1(m), ..., P;(m)) represents the common func-
tioning of several simple local operators. Being applied to a cell (u, m) it results
in its next state u(t + 1). There are two forms of local composition: sequential
and parallel.

3.1 Sequential Local Composition

The local composition As(P1(m),..., P (m)) is said to be sequential, when [
sequential substeps are needed to obtain the next state w,, (t + 1).

The operation used for local sequential composition is a local superposition,
i.e. application of a substitution @4 (m) to the result of @(;_1)(m), so that the
result is a single local operator of the following form.

P(m) = Dy(P1-1(. .. (D1(m)))), (13)
When the transition functions f(Uy) and f4(Uy) of the form (4) in the compo-
nent substitutions @, and ¢4, k,g = 1,...,!, have different complexities, the

sequential substep times 74 (m) and 74(m), may be different, i.e. 7,,(m) A14(m).
So, the time step needed for a cell to transit to the next iteration is as follows.

T(m) =Y i(m), (14)

In case when all 7,(m) are identical, 7(m) = I7(m). Obviously, the time step for
the global transition should be taken not less than the maximal 7(m) over all
me M.

In the general case local superposition is neither commutative nor associative,
ie. if @1 #@2 #@3, then

D1(P2(m)) FD2(P1(m)),
D3(P2(P1(m)) /= @3(P2))(D1(m)).

The above two properties are very important, because the results of the simu-
lation may differ essentially if the order of superpositions is changed. Although
in case of long evolution, the repetitive sequence of superpositions, for example,
such as @1(P2(P1(P2(m)...))), makes the composition insensitive of the sub-
stitution being the first. If it is not the case, the only way to make the result

(15)
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independent of the order of substitutions in the composition is their random
choice at any step of application (the Monte-Carlo method).

Example 1. A chemical reaction of CO oxidation over platinum metals, studied
by means of a number of kinetic and continuous models [4,11], is represented by
a local superposition of elementary substitutions as follows. The cellular array
2(A, M) corresponds to a metallic plate, each site on it being named by (i, j) €
M,|M| = N x N. The alphabet contains three symbols A = {a,b,0}, so that
(a, (i,7)), (b, (i,4), and (0, (¢, 7)) are cells corresponding to the sites occupied by
the molecules of CO, O or being empty, respectively. In the initial array all
cells are empty. The reaction mechanism consists of the following elementary
molecular actions in any cell named (4, j).

1) Adsorption of CO from the gas: if the cell (i,5) is empty, it becomes
occupied by a CO molecule with probability p,.

2) Adsorption of O9 from the gas: if the cell (¢, j) is empty and has an empty
neighbor, both become occupied by a molecule of oxygen with probability p.
One of the four neighbors of the cell (i, 7) is chosen with probability p, = 0.25.

3) Reaction of oxidation of CO (CO+0 — COg): if the cell (¢,5) occurs to
be in a CO state and its neighbor in O state, then the molecule COq, formed by
the reaction, transits to the gas and both cells become empty. The neighbor to
be tested for the cell (,5) is chosen with probability p, = 0.25.

4) Reaction of oxidation of CO (O4+CO — COz), which is the same than in
3) but the cell (¢,7) is in a state O and its neighbor is in the state CO.

The above chemical process is expressed in terms of a local superposition
&(i,j) =Py(P3(P2(P1(i,7)))) of the following substitutions:

@1(i7j) : {( a(za ))} - {(aa (la]))}a if p, > rand,
Do(i,7) = {(0,(2,4))(0, dx(i, 5))} — {(b, (i, 7)), (b, (¢x(i, 7))}

it ((k— 1)pn < rand < k:pn) & pp > rand)
¢3(i7j) . { a’( .7 )( Qj)k(l .7 }_> {( ( )] ))7( a(qj)k(laj))}a (16)
it (( 1)pn < rand < k:pn))
1

QQ

Balisg) {0000 )) (@ 616, 3))} — 10, (623)), (0, (6000, )}
(K~ Lpn < rand < kpn))

In (16), each substitution @;(i,j) (1=1,2,3,4) represents a molecular action
mentioned in Ith point in the above description of of the process. In @5, @3,
and @4, the naming function ¢(i,7),k € {1,2,3,4}, indicates to one of the
four neighbors of the cell (i,5), namely ¢1(i,75) = (4,5 + 1),¢2(¢,5) = (i +
1)j)a¢3(iaj) = (laj - 1)7¢4(ivj) = (Z - Lj)'

Following [4], where Monte-Carlo simulation method is applied, ie, asyn-
chronous mode of simulation is chosen, the composed local operator (i, j)
should be applied N x N times to randomly chosen cells of {2 to obtain 2(¢t+1).

In fig.1 three snapshots of the simulation process are shown, the initial cellular
array £2(0) = {(0,(i,5)) : V(i,5) € M}, M| = 200 x 200 with periodic boudary

conditions.



106 O. Bandman

o )

5
Ahe
MY,

> .i;‘:qf.

-

%

2 9&

AIN"
28!

Fig. 1. Three snapshots of the simulation process given as a sequential local composi-
tion of the substitutions (16) with |M| = 200 x 200. Black pixels stand for CO, gray
pixels — for 0, and white pixels — for empty sites

3.2 Parallel Local Composition

A local composition A\, (P1(m),...,, P (m)) is called parallel, when all I compo-
nent substitutions are executed in parallel, i.e. simultaneously or independently.
When the substitutions to be composed are completely independent, that is

Tp(m)NTy(m) =0 Vg, k,e{1,...,1},

parallel local composition is referred to as trivial.

When it is not the case, the set of substitutions should meet the condition of
noncontradictoriness [8]. Necessary and sufficient conditions for two substitutions
@), and @, to be noncontradictory are as follows. If there exists m € T} (m) N
T,(m), with Tj(m) and T,(m) being the underlying templates for S; (m) and
S;(m), respectively, then

(uk,m) € Sp(m)&(ug,m) € S, (m) = ug = ug.

In other words, no cell with the same name may occur in different states at
the same time-step. Some methods for providing a parallel substitution set to
be noncontradictory are given in [8]. All of them require a great amount of
computation. So, it seems reasonable to use the most simple sufficient noncon-
tradictoriness condition. In terms of the next state local configurations it is as
follows.

T} (m) 1 T (m) =,
Sp(m)nSy(m) =0, Vk,ge{l,... 1}

On the other hand, to operate in common, component substitution transition
function should use common variables, i.e. each cell next state is the function
of the state values of cells in local configurations of all substitutions under the
composition.

(17)

up(t+1) = fi(Ui(m) UU2(m)U...UU(m)) Vk=1,...,1,
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where Ug(m),k € {1,...,1} is a set of local configuration state variables from
Sk(m). Hence, the bases of the component substitutions as well as their under-
lying templates, should have nonempty intersections.

Sk(m) N1.Sy(m) 0,
Tp(m)NTy(m) A0 Vk,ge{1,...,1},
Combining (17) and (18) the condition for nontrivial local parallel substitution

is formulated as follows. The component substitutions may have nonempty in-
tersections only by their context parts.

(18)

Ty (m)NTy(m) = 0

Ty (m) N Ty (m) A0 Vk,ge{l,...1},
From the above it follows, that, as distinct from a sequential case, a parallel
local composition is represented by a set of substitutions, i.e.

(19)

A(@1(m), ..., ¢1(m)) = {P1(m),...,Pi(m)},
such that for any &y, : Sx(m) — S.(m), k=1,...,1, the following holds.

1
Sp(m) € 2, Sp(m)e R, Q=] @ (20)
k=1
Example 2. A one-dimensional prey-predatory process in [12] is represented in
the form of the following PDE system.

Up = dyUzy + fu(ua U})
Wy = dwwazaz + fw(wau)a

where d,, d,, are diffusion coefficients for the two species, respectively.

35 + 16u — u?
9

5+2w)w' (21)

fu(uaw): ( 5

In (21) u stands for predatory (fish) density, w stands for prey (plakton) density
in an area of the ocean. When explicit scheme of time and space discretization is
used the above process is expressed in terms of a fine-grained algorithm with real
alphabet. Since two species are involved in the process, the composed parallel
local operator requires the naming set to be the union of two isomorphous parts:
M, = {i,} and My, = {iw}, tu,iw =0,1,..., N. Space and time steps for both
parts being identical, h, = hy = h, 7w = Tw = 7. The alphabet is a set of
reals, state variables being denoted as u,w. The local configurations bases have
three cells according to diffusion term discrete representation. Hence, the parallel
composition consists of two following substitutions.

@u(lu) : {(uifl’ by — 1)a (uviu)’ (Ui+1’ ty + 1)7 (wviw)} - {(u(t + 1)7iu)}7
éw(iw) : {(wi—laiw - 1); (waiw)a (wi-l-laiw + 1); (U,Zu)} - {(w(t + 1)7iw)}(a )
22

—w)u, fw(u,w) = (uf

the next states being as follows.
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’U,(t + 1) =u-+ Du(ui,1 —2u + Ui+1 + Tfu(u, w)),
w(t+1) =w+ Dy(wi—1 — 2w + wig1 + 7 fuw(u,w)),

where D,, = 7d,,/h? and D,, = 7d,, /h>

t=0 t=1000 t=2000

Fig. 2. Three snapshots of of the simulation of the prey-predatory process given by a
parallel local composition (22) with |[N| = 251. Black line stand for u(i.), gray line
stands for for w(iw)

From (21) it is seen that with u(iy,) = 5, w(iy) = 10, 4y, % = 0,1,..., N, the
system is stable and nothing is going on. But, when at any place the equilibrium
is violated (Fig.2, t=0), then redistribution over the space starts on, resulting in
propagating oscillations. In Fig.2 three snapshots (i), w(¢) with ¢ = 0,¢ = 1000,
and t = 3000 of the process evolution are shown. The simulation is performed
with the following parameters: the time-step 7=0.03 sec, the space-step h=120
cm, diffusion coefficients d,, = 0.0125¢cm? /sec, d,, = 0.1d,,, which yields in D,, =
(rd,/h?) = 0.05, D,, = 0.005.

4 Global Composition Methods

The global composition v(P1(S2),...,P;(£2)) is a representation of common func-
tioning of a number of global operators, expressed in terms of parallel substi-
tutions. Like in the case of local composition, sequential and parallel global
compositions are distinguished.

4.1 Sequential Global Composition

The global composition @(£2) = v5(P1(£2),...,P1(2)) is said to be sequential,
when a set of parallel substitutions are applied sequentially on cellular arrays
with identical naming sets, each next operator @1 being applied to the result
of the previous one, 2(k 4+ 1) = &4 (2),k = 1,...,1. So, each iteration consists
of | sequentially applied parallel substitutions, the result being a single global
operator. The substep times 7, ...,7;, as well as the modes of operation may
differ in different components. So, (13) is valid for sequential global composi-
tion, having regard to the fact that each 75 is the timestep for @5 ({2). Hence,
the timestep of the composed global operator 7 depends also on the mode of
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operation of the components at any time being not less than the sum of time
steps of all of them.

The operation used for the sequential global composition is a global superpo-
sition.

D(12) = Py(Pr-1(. .- (91(£2)))), (24)

Like in the local case, superposition of global operators is neither commuta-
tive nor associative. So, it is important to keep strictly the order of superposition
prescribed by the process under simulation.

Example 3. A 2D phase separation process in an active medium is represented

as a global superposition of three FG-algorithms: phase separation Boolean CA

[13], Boolean diffusion by Margolus [1], and a nonlionear reaction function.
Phase separation CA is as follows.

él(gl):{(vka(bk(iaj)) ¢k( ) (Z+ga‘7+h)agah€{727052}4}

(o Gy ST e, (25)

where

2

2

;] 1, if s<24orv=25 B o

° _{07 if s>25o0rv=24 where s = ZQhZ2Ul+97J+h'
g——2 h——

Diffusion CA is represented as follows.

P2(822) = {(vo, (i, 7)), (v1, (i + 1, ), (v, (i + 1,5 + 1)), (v3(i, 5 + 1))} —
{( 7(1 ))7( (i 41,7)), (vg, (i + 1,5 +1)), (v5, (6,5 + 1))}, (26)

where

’Ul _ U(k+1)mod4a if (TG’I’Ld > 05 & tnwdQ = imod2 = jmod2 = 0)7
k ’U(kfl)modélv if (TG’I’Ld <05& tnwdQ = imod2 = jmod2 = 1)7

k=0,1,2,3, rand is a random number in the interval [0,1]. From (26) it follows
that diffusion component iteration has two substeps:an even substep when the
even local configurations cell states are changed, and an odd substep when the
odd local configurations cell states are updated. Changing states in local configa-
rations is shifting them in the configuration blocks clockwise or counterclockwise
with probability p = 0.5.

The activeness of the medium is modeled by a reaction function, which is
given as a real function F'(z) = 0.5z(1 — z), which should be applied to each
cell state of the array. Since the real function application to a Boolean array (2,
requires the latter to be averaged, the resulting cell states should be computed
as F((v;;)), which is expressed in terms of substitution as follows.

P3(122) : {({vij), (i,9))} — {(iy, (G5}, Vi, 4) € M, (27)
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where
vi; = 0.5(vij) (1 = (viz),) (viz) €[0,1].

If a Boolean array is wanted as a final result, then 23 = ®5(f22) should be
discretized according to (8).

So, the composed global operator is ¢(§2) = P3(P2(P1(£21))). The composi-
tion has been applied to an initial Boolean cellular array 2(0) with randomly
distributed v = 1 with the density Av (i, j)) =~ 0.5 for all (v, (4, j)) € 2(0), border
conditions being periodic. In Fig.3 three snapshots of the process are shown, cel-
lular arrays being averaged for making the observation more comprehensive. It
is seen that on the first iterations the total amount of the substance decreases,
but if some concentrated spots remain large enough, the chemical activeness
enhances their growth up to the saturation.

Fig. 3. Three snapshots of averaged cellular arrays of the phase separation process
simulation according to the superposition of parallel substitutions given as (25),(26)
and (27)

4.2 Parallel Global Composition

The global composition v,(P1(£2),...,P(12)), is called parallel, if all its global
components are to be executed in parallel. If therewith they do not interact, each
functioning on its own cellular array and using its own variables, i.e. the condition
(17) is met, then composition is referred to as a trivial parallel composition.

If the substitutions to be composed are functioning in common interacting at
every iteration, then noncontradictoriness conditions are to be satisfied. In case
of global parallel composition they are as follows.

T, C M, T, C M,

MinMy=0  Qn2,=0, Vkg=1,...1L (28)

It is clear, that from (28) the condition (17) for local parallel composition is
straightforward, from what it appears, that any global parallel composition is
locally parallel. The contrary is not always true.
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In order to provide common functioning, the component substitutions should
use common state variables from any cellular array involved in the composition.
Thus, the underlying templates of the substitutions bases have nonempty in-
tersections, i.e. (18) is satisfied. Hence, they belong to the common naming set

M = Uy (M).
From the above it follows, that a parallel global composition is a set of
substitutions

Yp(P1(£21), - P (1)) = {P1(£2), ..., D1 (2)},

each being a branch of a parallel computation, where
Pr(£2) : Sp(m) — Sp(me)  Sk(m) € 2, Sp(mi) € 2, (29)

and l
2=J % (30)

all My, k =1,...,1 being identical, and, hence, all {2, belong to one and the
same class §2;7.

Example 4. Phase separation process given by a CA & ({21)) as a substitution
(25) in Example 3, may also be simulated by the following PDE [6].

up =0, 2(Ugg + Uyy) — 0.2(uw — 0.1)(u — 0.5)(uw — 0.9), (31)

After applying exlicit scheme of discretization which corresponds to a tem-
pate

T(Zaj) - (UO; (iﬂj)ﬂ (Ul; (Z - 17j))7 (u2aiaj + 1))a (UB; (Z+ 17j))7 (’LL4, (’La] - 1))7

the equation (31) takes a form of the following parallel substitution.

QQ(‘QQ) : {(u7 (Zvj))v (uh (Z - Lj))a (’U’Q’ (la.j + 1))7 (Ug, (Z + Lj))a (U4, (la.j - 1))}'
— {(ut+1), (@, 4)}-

(32)

In order to compare the evolutions generated by the above two phase sep-

aration algorithms, a parallel composition 7, (®1, P2, P3) is constructed, where

&1(£21) given by (25) and P2(f22) given by (32) are functioning independently

and the third algorithm computes at every iteration the absolute value of the

their difference, 25(t) = |22(t)© 21(t)|, 25(t) = {(z, (4,4))} being a real cellular
array.

@3(92) - {({v(i,4)), (4, 5)} = {(u, (5,5)} = {(z(t + 1), (i, 9)}, (33)
V(%J) € M37

where according to (7) and (10)
1

q
E’Uk z

k=0

2(t41) ;o q=|Av(i, j)l.

LS

In Fig.4 three snapshots of ®3(2) are shown.
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t=0 t=20 t=70

Fig. 4. Three snapshots of global parallel composition simulating the difference (33)
between PDE (31) and CA phase-separation model (25)

Of course, the composition of composed algorithms is also allowed provided
that all components are on the one and the same level. It means, that in local
compositions only locally composed components may be used. Similarly, in global
compositions only global ones may serve as components, which is on no account
a constraint due to the fact that any global operator is a local one applied to all
cells of the cellular array.

5 Conclusion

The proposed methodology of fine-grained algorithm composition allows to ex-
tend the domain of their application. Due to the introduced operations on cellu-
lar arrays with Boolean and real data types, it diminishes the gap between two
main types of spatial dynamics models: cellular automata and partial differential
equations. Explicit numerical methods of PDE solutions may be considered as a
bridge across the gap which makes possible the use of both types of models in a
single complex simulation task. It seems to be very important in view of modern
computational technologies oriented to be implemented on multiprocessor sys-
tems, because of the simplicity and efficiency of fine-grained algorithms parallel
realization.
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Abstract. Situated Multi Agent System models are characterized by
the fact that the environment in which these autonomous entities are
placed has an explicit spatial structure influencing their behaviours and
interactions. Coordination mechanisms for agents exploiting the contex-
tual spatial information can be defined. In particular this paper focuses
on issues and proposed solutions related to the coordinated change of
state for agents positioned in adjacent places.

1 Introduction

Agent coordination represents a very active and challenging area of the research
in Multi-Agent Systems (MAS). The term coordination refers to the interaction
mechanisms that allow autonomous agents to select and carry out their actions
within a concerted framework. The separation of the agent computation model,
specifying the behaviour of a single agent, from the coordination model is a
proposal that goes back to the early nineties [6]. In particular, the concept of
Linda tuple space [5] and the related coordination language is the most diffused
metaphor adopted by current coordination languages and approaches. The basic
model has been enhanced in order to allow a distributed implementation of the
conceptually centered tuple space [14]. Moreover tuple spaces have been also
extended to allow the specification of tuple-based coordination media presenting
reactive and programmable behaviours (see, e.g., [12/134]), and also the specifi-
cation and enforcement of organizational abstractions and constraints (e.g. roles,
access control rules) to agent coordination [I5].

Situated MASs (see, e.g., [II8II7]) are particular agent based models which
provide the representation and exploitation of spatial information related to
agents and their position into the environment they inhabit. While the previously
defined approaches to agent coordination provide general-purpose coordination
languages and mechanisms, situated M ASs present issues that could benefit from
specific mechanisms for agent interaction. For instance, the concept of field (i.e.
a signal that agents may spread in their environment, which can influence the
behaviour of other entities) has been widely adopted for the generation of coor-
dinated movements (see, e.g., [2I8]). This kind of mechanism is devoted to the
interaction of agents which may be positioned on distant points of their space,

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 114-{I28] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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but there can be situations in which agents which are in direct contact (consid-
ering a discrete representation of agents’ environment) may wish to perform a
coordinated change in the respective state (for instance in order to model the
exchange of information) without causing modifications in the environment. In
fact, field based interaction and other approaches focused on modelling agent en-
vironment, are intrinsically multicast interaction mechanisms that may be useful
to represent actions and interactions that should be observable by other enti-
ties in the system. However this observability property should not automatically
characterize all possible actions and interactions of a Multi Agent model. To
this purpose, Multilayered Multi Agent Situated System (MMASS) [1] defines
the reaction action which allows the coordinated change of the states of agents
which are positioned in sites forming a clique (i.e. a complete subgraph) in the
spatial structure of their environment. This operation, which also allows a direct
exchange of information among the involved entities, is not observable by other
agents. The aim of this paper is to describe issues related to coordinated changes
in the state of situated agents, and propose approaches for the management of
these issues, with specific reference to the reaction MMASS action.

The following section will better describe the problem, showing how existing
situated MAS approaches tackle the issue of coordinated agent change of state.
Section Bl will focus on the design and implementation of mechanisms support-
ing coordinated change of state of situated agents, discussing synchronous and
asynchronous cases. Conclusions and future developments will end the paper.

2 Coordinated Change of State in Situated M ASs

Despite most agent definitions emphasize the role of the environment, currently
most model do not include it as a first class abstraction. The number of situated
MAS models (that are models providing a representation of spatial features of
agent environment) is thus relatively small, and the topic of coordinating the
change of state of situated agents is still not widely analyzed.

One of the first approaches providing the possibility to define the spatial
structure of agents’ environment is represented by Swarm [I0]. Swarm and plat-
forms derived by it (e.g. Repastﬂ, Mason [7]) generally provide an explicit rep-
resentation of the environment in which agents are placed, and often provide
mechanisms for the diffusion of signals. Nonetheless they generally represent
useful libraries and tools for the implementation of simulations, but do not pro-
vide a comprehensive, formally defined interaction model. In other words they
do not provide support to the coordinated change of state among agents, but
just define and implement a spatial structure in which agents, and sometimes
signals, may be placed. Moreover, they generally provide a sequential execution
of agents’ behaviours (that are triggered by the environment, which is related to
the only thread of execution in the whole system). This approach prevents con-
currency issues and allows to obtain compact and efficient simulations even with
a very high number of entities. The price of these characteristics is essentially

! http://repast.sourceforge.net
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that agents are not provided with a thread of execution of their own (i.e. they
have a very limited autonomy and proactiveness), and the execution of their
behaviours is sequential (although not necessarily deterministic).

The Co-Fields [§] approach and the Tuples On The Air (TOTA) middle-
ware [9] provide the definition and implementation of a field based interaction
model, which specifically supports this kind of interaction that implies a local
modification of agents’ environment. However the defined interaction mechanism
does not provide the possibility to have a coordinated change of agent state
without such a modification. A different approach to the modelling and imple-
mentation of situated MAS [I7] instead focuses on the definition of a model
for simultaneous agent actions, including centralized and (local) regional syn-
chronization mechanisms for agent coordination. In particular, actions can be
independent or interfering among each other; in the latter case, they can be
mutually exclusive (concurrent actions), requiring a contemporary execution in
order to have a successful outcome (joint actions), or having a more complex
influence among each other (both positive or negative).

The previously introduced MMASS model provides two mechanisms for agent
interaction. The first is based on the concept of field, that is a signal that may be
emitted by agents, and will spread in the environment according to its topology
and to specific rules specifying field diffusion functions. These signals may be
perceived by agents which will react according to their specific behavioural spec-
ification. The model also defines the possibility for having a coordinated change
of agent state through the reaction operation. The outcome of this joint action
depends on three factors:

e agents’ positions: reacting agents must be placed in sites forming a complete
subgraph in the spatial structure of the environment;

e agents’ behavioural specifications: agents must include compatible reaction ac-
tions in their behavioural specification;

e agents’ willingness to perform the joint action: one of the preconditions for
the reaction is the agreement among the involved agents.

The following section will discuss issues related to the design and imple-
mentation of this operation, but several considerations are of general interest in
the development of mechanisms supporting the coordinated change of state for
situated agents.

3 Reaction

Reaction is an activity that involves two or more agents that are placed in sites
forming a clique (i.e. a complete subgraph) and allows them to change their state
in a coordinated way, after they have performed an agreement. The MMASS
model does not formally specify what this agreement process consists of, and how
the activities related to this process influence agent behaviour. This choice is due
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begin

turn:=0;

do
begin
localContext:=environment.sense (turn);
nextAction:=actionSelect(localContext) ;
outcome:=environment.act (nextAction,turn);
if outcome<>fail then

turn:=turn+i;

end

while(true);

end

Fig. 1. Agent behaviour thread in a synchronous situation.

to the fact that such an agreement process could be very different in different
application domains (e.g. user authentication, transactions). For instance, in
some of these situations an agent should block its activities while waiting for the
outcome of the agreement process, while in others this would be unnecessary.
Especially in a distributed environment this agreement process could bring to
possible deadlocks, and in order to better focus this subject, more details on
internal mechanisms related to agent, to the environment and its composing
parts must be given.

3.1 Synchronous Environments

In synchronous situations a global time step regulates the execution of agents
actions; in particular, every agent should be allowed to carry out one action per
turn. In order to enforce synchronicity, the management of system time step and
agent actions can be delegated to agents’ environment, that they invoke not only
for functional reasons (i.e. perform an action which modifies the environment)
but also to maintain system synchronicity (i.e. agent threads are put into a
wait condition until the environment signals them that the global system time
step has advanced). This proposal assumes that agents are provided with one
thread of execution, and also provides that the environment has at least one
thread of execution of its own. In fact the environment is responsible for the
management of field diffusion (more details on this subject can be found in [3]),
other modifications of the environment (as consequences of agents’ actions), and
to enforce system synchronicity.

In the following, more details on agent and environment activities and threads
of execution will be given; the situation that will be considered provides one
thread for every agent, and a synchronous system. The described approach is
valid both for centralized and for distributed situations; in the latter case one of
the sites must be elected as a representative of the whole environment, and inter-
actions with the environment can be implemented through a remote invocation
protocol (e.g. RMI or others, according to the chosen implementation platform).

Agent Behaviour Management Thread. The sequence of actions performed
in the agent behaviour thread is the following;:
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begin
turn:=0;
do
begin
until(forall i in 1..n, agent_i.actionperformed=true)
begin
collect(agent_i,action,agentTurn)
if agentTurn=turn then
begin
manage (agent_i,action, turn);
agent_i.actionperformed:=true;
end
else
agent_i.wait();
end
turn:=turn+l;
forall i in 1..n
agent_i.actionperformed:=false;
notifyAllAgents();
end
while(true);
end

Fig. 2. Environment behaviour thread in a synchronous situation

— sense its local context: in order to understand what are the actions whose
preconditions are verified, the agent has to collect information required for
action selection, and more precisely: active fields in the site it is positioned
on and adjacent ones; agents placed in adjacent sites, and their types;

— select which action to perform: according to the action selection strategy
specified for the system (or for the specific agent type), the agent must
select one action to be performed at that turn (if no action’s preconditions
are satisfied, the agent will simply skip the turn);

— perform the selected action: in order to perform the previously selected ac-
tion, the agent must notify the environment, because the action provides
a modification of agent’s local context or even simply to maintain system
synchronicity.

The last step in agent behavioural management cycle may cause a suspension
of the related thread by the environment. In fact an agent may be trying to
perform an action for turn ¢ while other ones still did not perform their actions
for turn ¢t — 1. A pseudo-code specification of agent behavioural thread sequence
of activities is shown in Figure [[l Agents must thus keep track of current turn
and of the previously performed action. In fact, as will be introduced in the
following subsection, system dynamics might require an agent to reconsider its
action when it is involved in a reaction process.

Environment Management Thread. The environment, more than just man-
aging information on agents’ spatial context, also acts as a monitor in order
to handle concurrency issues (e.g. synchronization, agreements among agents).
Agents must notify the environment of their actions, and the latter will manage
these actions performing modifications to the involved structures (e.g. sites and
active fields) related to the following turn. The state of the current one must be
preserved, in order to allow its sensing and inspection by agents which still did



Situated Agents Interaction: Coordinated Change of State for AA 119

procedure reactionManagement(agent, action, turn)
begin
involvedAgents:=action.getReactionPartners();
reactingAgents:=new list();
reactingAgents.add(agent) ;
agreed:=true;
forall agent_i in involvedAgents
begin
if agent_i.agreeReaction(involvedAgents) = false then
begin
agreed:=false;
break;
end
reactingAgents.add(agent_i);
end
if agreed=true then
forall agent_i in reactingAgents
agent_i.performReact(turn);
else
forall agent_i in reactingAgents
agent_i.notifyFailure(turn);
end

Fig. 3. Reaction management procedure in a synchronous situation

not act in that turn. The environment may also put an agent into a wait con-
dition, whenever performing its action would break system synchronicity. This
wait ends when all agents have performed their action for the current turn, and
thus all entities are free to perform actions for the next one. The environment
must thus keep track of the actions performed by agents in the current turn, and
then notify waiting agents whenever system time advances. More schematically,
a pseudo-code description of the environment thread of execution is shown in
Figure 2l In particular the manage function inspects the specified action (which
includes the required preconditions and parameters), checks if it is valid and
then calls the appropriate subroutines which effectively perform actions. The
previously introduced sequences require a slight integration to specify how re-
action actions are managed. In this case the beginning of an agreement process
stops other agent actions until this process is over, either positively (when all
other involved agents agreed) or negatively (when the agreement failed). In this
way, also system time advancement is stopped until the reaction process is over,
preserving system synchronicity.

The reaction is triggered by the agent which first requires the execution of
this action to the environment. The latter becomes the leader of the group of
involved agents, queries them asking if they agree to take part in the reaction, if
an agreement is reached it signals them to change their state, then starts again
the normal system behaviour, allowing the advancement of global system time
step and thus agent execution. More schematically the environment procedure
devoted to the management of reaction is shown in Figure[3 An agent receiving
a notifyFailure will have a fail outcome, and thus will not advance its time
step and will start over again its behavioural cycle for the current turn. The
reactionManagement procedure is one of the specific subroutines invoked by
the the environment thread of execution previously shown in Figure [2] through
the manage function.
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Fig.4. A sample scenario illustrating the evolution of a centralized synchronous
MMASS system

Examples. A sample scenario illustrating the evolution of a centralized syn-
chronous MMASS system is shown is Figure[dl Scenario (a) provides the presence
of a set of agents (Agent-1, ..., Agent-n), which do not require the execution of
reaction actions. The system dynamics is the following:

e Agent-2 performs a trigger (action 1);

e Agent-1 emits a field (action 2) and as a consequence the environment per-
forms its diffusion (action 2.1);

e Agent-2 also tries to perform an emission (action 3), but the environment puts
it into a wait condition, as other agents did not perform their actions in that
turn;

e agents that are not shown in the Figure perform their actions, which are man-
aged by the environment;

e eventually Agent-n performs a transport action (action n), and as a conse-
quence the environment performs its movement (action n.l), advances system
time (action n.2) and eventually notifies agents. Agent-2 emit action (action 3)
will now be managed.



Situated Agents Interaction: Coordinated Change of State for AA 121

begin
do
begin
localContext:=mysite.sense();
nextAction:=actionSelect(localContext);
outcome:=site.act(nextAction);
while(true);
end

Fig. 5. Agent behaviour thread in an asynchronous situation

A different case is shown in scenario (b), which exemplifies the sequence
generated by a reaction request. Agent-1, Agent-2 and Agent-3 are positioned
in sites forming a clique. In this case system dynamics is the following:

e Agent-3 performs a trigger (action 1);

e Agent-1 requires the environment to perform a reaction with Agent-2 and
Agent-3 (action 2);

e as a consequence to this request, the environment asks Agent-2 if it intends
to agree in preforming the reaction (action 2.1) and it receives a positive reply
(action 2.1.1); the environment then asks Agent-3 if it wishes to reconsider its
action for the current turn (action 2.2); the agent performs anew an action
selection (action 2.2.1) and decides to agree(action 2.2.1);

e the environment indicates all involved agents that they must perform the
reaction (actions 2.3 — 2.5) and then advances system time.

Discussion. The previously described approach to the management of agents,
their cycle of execution, their environment and reaction mechanisms provides a
key role of the environment, which represents a sort of medium ensuring specific
properties, and especially system synchronicity. This is a global feature of the
system, and the simplest way to ensure it is to have a conceptually centralized
unit to which all entities must refer in order to perform their actions. This
medium and coordination models providing a centralized medium (e.g. a tuple
space) seem thus similar, in fact, both provide an indirect interaction among
agents and must tackle issues related to the concurrent access to shared resources.
The main difference is the fact that, for instance, a Linda tuple space does not
provide abstractions for the definition of spatial information (e.g. a topology,
an adjacency relation), that should be modelled, represented and implemented.
An interesting feature of advanced artifact based interaction models, and more
precisely reactive and programmable tuple spaces, is the possibility to specify
a behaviour for the artifact, which could be a way to implement interaction
mechanisms defined by the MMASS model.

The described approach provides computational costs that could be avoided,
in a centralized situation, by providing a single thread of execution, preventing
synchronization issues by activating agents in a sequential (although non nec-
essarily deterministic) way (i.e. adopting the approach exploited by Swarm-like
simulation platforms). Whenever autonomy and proactiveness are not central
elements in agent modelling, this could be a feasible and cost effective choice.
It could be the case of simulations characterized by a large number of enti-
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begin

do
begin
reactionRequest:=mysite.getReactionRequest();
newReactManager:=new ReactManagerThread(reactionRequest) ;
newReactManager.start () ;

while(true);

end

Fig. 6. Agent reaction detection thread in an asynchronous situation

ties endowed with very simple behavioural specification. However, the described
approach can useful when integrating into a single environment entities char-
acterized by a higher degree of autonomy, proactiveness and heterogeneity (for
instance, reactive and deliberative agents developed with deeply different ap-
proaches).

3.2 Asynchronous Environments

In an asynchronous situation, the mechanisms for the management of agents
and their interactions with the environment, are on one hand simpler than in
a synchronous case (i.e. there is no need to ensure that every agent acts once
per turn), but can also be more complex as there are less constraints on action
timings. In a centralized situation, it is still possible to delegate the management
of shared resources to an environment entity, whose task is actually simpler than
in a synchronous situation as it does not have to maintain global system syn-
chronicity, although it must guarantee the consistent access to shared resources.
In a distributed and asynchronous situation, even if it would be possible to elect
a single representative of agents’ environment (like in the synchronous and dis-
tributed case, described in the previous Section), this possibility would represent
a bottleneck and is not even necessary. In fact, the main reason for the presence
of a single representative of agent environment was to assure system synchronic-
ity. This Section will then focus on a distributed and asynchronous scenario, and
will describe a distributed approach providing the collaboration of sites, instead
of a single centralized environment, for the management of coordinated change
of agents’ states.

Agent Related Threads. As previously introduced, agents will now collab-
orate directly with the sites they are placed on, and their behavioural threads
must thus be changed. A pseudo-code formalization of agent behaviour thread
in an asynchronous situation is shown in Figure Bl

Another change that can be introduced in the agent is the presence of a
distinct thread for the management of reaction requests. In fact the agreement
process required by the reaction process can require a certain number of in-
teraction among agents which are placed in computational units spread over a
network. This means that a relevant delay may occur from the beginning of an
agreement process and its outcome (either positive or negative). Being in an
asynchronous situation there is no need to stop agent behavior in order to wait
for this process to end. An agent may be provided with three kinds of threads:
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begin
myReactAction:=this.getAction(reactionRequest);
if myReactAction<>null then
begin
if reactionRequest.author <> this then
begin
agreed:=checkAgreement (reactionRequest) ;
site.replyReactReq(reactionRequest, agreed);
end
if agreed=true then
begin
agreemReached:=site.getReactAgreement (reactionRequest);
if agreemReached=true then
this.changeState (myReaction.nextState) ;
end
end
else
site.replyReactReq(reactionRequest, false);
end

Fig. 7. Agent reaction management thread in an asynchronous situation

— its behavioural thread, which is very similar to the one related to the syn-
chronous situation, and whose structure is shown in Figure G}

— a thread which is devoted to the detection of reaction requests; this thread
is responsible to query the site for pending reaction requests (which may
occur concurrently) and start the third kind of thread which will manage
the agreement process; a pseudo-code formalization of this thread is shown
in Figure 6

— threads that are devoted to the effective management of the reaction process;
a pseudo-code formalization of this thread is shown in Figure [l This kind
of thread must check if the agent effectively agrees to perform the reaction,
through the checkAgreement invocation (only if it is not the one which ac-
tually started the reaction process). This means that first of all the agent
must have a react action matching the one specified by the request (this is
checked through the getAction invocation). Then it must wait the notifi-
cation of the success or failure of the agreement (the getReactAgreement
invocation may in fact suspend this thread) and, in the former case, change
the agent state.

Site Related Threads. Similar considerations on the internal structure of
agents may be also done for sites. The latter act as a interfaces between agents
and the rest of the environment, and must manage events generated both in-
ternally and externally. In particular, internal events are generated by an agent
that is positioned on the site, and more precisely they are the following ones:

— sense the local context: the site must provide an agent with the information
it needs to select which action it may perform (active fields in the site and
adjacent ones, agents in adjacent positions and related types);

— transport request: when an agent attempts a transport action, the site it is
positioned on must communicate with the destination one in order to verify
if it is empty, and eventually allow the agent movement, which frees the
current site;
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— reaction request: upon reception of a reaction request by the overlaying agent,
the site must propagate it to involved agents’ sites, which in turn will notify
them. The site must wait for their replies and then notify all involved entities
of the agreement operation outcome; in other words, the site where the
reaction is generated is the leader of the group of involved sites; a pseudo-
code formalization of the reaction management procedure for the leader site
is shown in Figure B

— field emission: when a field is generated in a site it must be added to the
set of active fields present in the site, and it must be propagated to other
adjacent sites according to the chosen diffusion algorithm.

With reference to reaction, and especially on the selection of a leader site,
there are some additional elements that must be integrated with the previous
description of site behaviour. In an asynchronous environment, there is the pos-
sibility that two agents concurrently start two related reactions. For instance,
given three agents A, B and C, placed in sites forming a clique, agent A and
Agent B require their respective sites to react among themselves and with agent
C. There is not a single site which started the reaction, so a leader must be
chosen. Whenever this kind of situation occurs an election protocol must be in-
voked. The first and probably simplest solution, is to associate a unique identifier
related to every site (a very simple way of obtaining it could be the adoption of
a combination of the IP address and TCP port related to the site) and assume
that the one with the lowest identifier becomes the leader of the reaction group,
and others will behave as the reaction request was generated by the leader.

Externally generated events are consequences of internal events generated by
agents in other sites; more precisely they are the following ones:

— inspect the site: upon request, the site must provide to adjacent sites infor-
mation related to active fields and to the presence (or absence) of an agent
in it;

— diffusion propagation: when a field generated in a different site is propagated
to the current one the latter must evaluate its value through the related
diffusion function and, if the value is not null, it must propagate the field to
other adjacent sites according to the adopted diffusion algorithm;

— reaction request: upon reception of a reaction request by the leader of a
reaction group, the site must forward it to the overlaying agent, wait for
its response and transmit it back to the leader; then it must wait for the
outcome of the reaction and notify the overlaying agent; a more schematic
description of non-leader sites behavior for management of reaction is shown
in Figure [&

— transport: when a remote agent attempts a transport action, the destination
site must verify if its state has changed from the previous inspection per-
formed by the agent, and if it is still empty will allow the transport action,
blocking subsequent incoming transports.

Site is thus responsible for many concurrent activities; the proposed approach
provides thus to endow a site with two threads, respectively detecting internal
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procedure reactionManagement (agent, action)
begin
involvedAgents:=action.getReactionPartners();
reactingAgents:=new list();
reactingAgents.add(agent) ;
agreed:=true;
forall agent_i in involvedAgents
begin
adjSite:=agent_i.getSite();
adjSite.reqAgreement (action);
end
until(forall a in involvedAgents, a.gotResponse)
begin
if receiveAgreeResp(agent_i,action) = false then
begin
agreed:=false;
break;
end
reactingAgents.add(agent_i)
end
if agreed=true then
forall agent_i in reactingAgents
begin
adjSite:=agent_i.getSite();
adjSite.performReact(action);
end
else
forall agent_i in reactingAgents
begin
adjSite:=agent_i.getSite();
adjSite.performReact(adjSite);
end
end

Fig. 8. Reaction management procedure for the leader site in an asynchronous situation

and external events. These threads are also able to generate additional ones
which effectively manage these events.

Inter-thread Communication. Both agents and sites are provided with a
set of threads which must be able to communicate among themselves in a
safe and consistent way. For instance, agent reaction management thread in
an asynchronous situation communicates to the underlying site by means of a
replyReactRequest invocation (see Figure [7). The latter performs a write op-
eration on a thread-safe queue, that is a structure with synchronized accessors
(observers and modifiers) that may be accessed by site threads but also by the
ones related to the agent that is placed on it. The replyReactRequest invoca-
tion inserts an event in this queue, and notifies threads that were waiting for
the generation of events. In this case the thread interested in the agent reply to
the reaction request is the one related to the underlying site which effectively
manages the agreement process with other involved entities. It could be either
the leader, which is put into a wait condition by the and the receiveAgreeResp
invocation (see Figure [), or any other involved site, which is put into a wait
condition by a getReactReply invocation (see Figure [).

Precautions on Network Communication. So far the possibility to have
failures in network transmission was not considered, as the design of a robust dis-
tributed protocol for reaction management is not the focus of this work. Moreover
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procedure reactionManagement(site, action)
begin
if this.agent <> null then
begin
this.agent.notifyReaction(action);
agreed:=getReactReply(agent,action);
site.replyReact (agreed);
if agreed=true then
if site.reqAgreement()=true then
this.agent.setReactAgreement (action,true);
end
else
site.replyReact(false);
end

Fig. 9. Reaction management procedure for non-leader sites in an asynchronous situ-
ation

the chosen technologies supporting network communication could implement
mechanisms assuring a reliable form of communication. However, considering the
simple loss of messages related to the orchestration of reaction, a simple protocol
providing the transmission acknowledgements and the definition of timeouts in
order to avoid deadlock situations could be easily implemented. Whenever this
kind of issue is detected, the agents’ threads related to the management of reac-
tion could simply try to repeat the whole process from the beginning. Moreover,
the fact that every agent is related to multiple threads of control, greatly reduces
the dangers and issues related to possible deadlocks: the agent behaviour thread
is separated from the management of reactions, and the same can be said for
what concerns site specific functions (e.g. threads related to field diffusion are
separated from those managing reactions). Thus, a failure in a reaction process
does not hinder the possibility of the agent to continue its behaviour, leaving
aside the specific reaction that caused the problem. The price of these advantages
is that agents and sites are more complex from a computational perspective, and
require more resources both in terms of memory and processor time. There are
also functional requirements that must be considered: the execution of an action
during an agreement process might change the preconditions that brought an
agent to accept the reaction proposal. This could represent a serious issue, and
in this case the possibility of the reaction management thread to temporarily
block the agent behavioural one should be introduced, suitably exploiting the
inter thread interaction mechanism.

Discussion. Some of the concurrency issues that were described in this Section
are common also in direct agent interaction models. In fact, they are generally
designed to work in an asynchronous situation in which messages may be sent
and received at any time. In order not to miss any message, the communica-
tion partners require some kind of indirection mechanism and structure (e.g.
mailbozes in Zeus [11], and queues in Jade [16]).

Unlike the synchronous approach, in this case no single entity managing the
coordinated change of state among agents is provided. While managing this kind
of operation in a distributed way provides a more complex implementation of
sites, to which this activity is delegated, this approach seems more suitable in
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distributed situations, unless synchronization is absolutely necessary. In fact, a
single entity managing this operation may represent a bottleneck and a single
point of failure, hindering system robustness.

4 Conclusions and Future Developments

The paper has discussed issues related to the coordinated change of state for
situated MASs, proposing specific solutions for synchronous and asynchronous
situations. In particular, the MMASS reaction action was considered as a specific
case of coordinated change of state in situated agents, but most considerations
are of general interest in the design and implementation of mechanisms support-
ing this form of coordinated action in situated MASs. In particular the approach
described in [I7] provides a similar approach to situated agents coordination: in
fact it provides a centralized synchronization, similar to the one provided by
the environment described in Section Bl A distributed mechanism for agent
coordination is also described, but it provides a personal synchronizer for every
agent while in the approach described in Section every site is responsible for
providing this kind of service to the hosted agent.
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Abstract. The goal of our investigation is to find automatically the best
rule for a cell in the cellular automata model. The cells are either of type
OBSTACLE, EMPTY or CREATURE. Only CREATURE can move around in
the cell space and can perform one of the four actions: if the path to the
next cell is blocked: turn left or right, if the path is free: move ahead and
simultaneously turn left or right. The task of the creature is to cross all
empty cells with a minimum number of steps. The behavior was modeled
using a variable state machine represented by a state table. Input to the
state table is the neighbor’s state in front of its moving direction. The
goal is to find the absolutely best rule in the set of all possible rules.
The search space grows exponentially with the number of states. As
simulation, testing and evaluating the quality are very time consuming
in software, the migration of the problem to a parallel hardware platform
is a promising solution. In order to reduce the computation time, the
search procedure was (1) implemented in hardware and (2) solutions
which are equivalent under state permutations were not generated and
(3) solutions which show or expect bad or trivial behavior were excluded
as soon as possible in a preselection phase. Exactly six different five-state
algorithms could be detected, which allow to cross all empty cells for all
the given initial configurations. We described this model in Verilog HDL
and in AHDL. A hardware synthesizing tool transforms the description
into a configuration file which was loaded into a field programmable gate
array (FPGA). Hardware implementation offers a significant speed up of
many thousands compared to software.

1 Introduction

We are presenting results of the project “Behavior of Artificial Creatures and
their Simulation under Massively Parallel Hardware”. The general goal of the
project is the design of a massively parallel model which allows describing many
moving and learning creatures in artificial worlds. The simulation of such models
is very time consuming and therefore the model should be massively parallel in
such a way that it can efficiently be supported by special hardware or multipro-
cessor systems. There are many fields of applications for such artificial worlds:
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— Synthetic worlds: Games, genetic art, optimization of the behavior of the
creatures to reach global goals, social behavior, self organization.

— Computational worlds: Creatures are considered as active moving objects.
Passive objects contain data. Creatures are programmed or are able to learn
to solve a complex algorithmic problem.

2 Previous Work

Cellular Automata (CA). The popular CA model dates back to J. von Neu-
mann. Well known are the self replication rules of Von Neumann and Conway
(LIFE). In our group the language CDL [7] was defined to describe such rules
in an easy and concise way. CDL was enhanced to CDL++ [§] in order to de-
scribe moving objects and features to resolve conflict situations. A number of
FPGA-based configurable special processors were developed to support the CA
model in hardware (CEPRA family) [9]. We have shown that CA can efficiently
be implemented in FPGA logic reaching speed-ups up to thousands compared
to software implementations on a PC [6][5].

Global Cellular Automata (GCA). [I0, etc.] For the simulation of artificial
worlds direct communication between arbitrary cells should be available. The
CA model offers only local communication. Global communication between re-
mote cells has to be emulated step by step through local communication. A new
massively parallel model called GCA was defined, which allows direct access to
any remote cell. The model is more complex than the CA, but it can still be
computed in a synchronous parallel way like the CA because there are no write
conflicts. As the model allows long distance communication it is better suited
for complex Artificial Life problems. This model will not be used for the pre-
sented problem but is well suited for problems where creatures can move and
communicate over long distances in one time step. Other related models are the
PSA [I] model and the pointer machines [15].

Other Work. This work is related to the general research field Artificial Life.
Steven Levy gives in his book [I2] an overview over this field. Thomas Ray
[14], an American environmentalist and bio-scientist has developed a simulation
program allowing the simulation of artificial individuals. The individuals are
able to mutate and they survive only if they have certain fitness. He developed
the language TIERRA to describe the behavior of the individuals by simple
programs based on 32 different instructions. Individuals are able to learn and
to use program parts from other individuals. There is a lot of other relevant
work which will not be discussed here in detail, like Genetic Algorithms, Neural
Networks, Classifier Systems, and Rule Based Learning Models. The task to find
a path to all cells is also related to space filling curves like the Hilbert curve and
to the snake tiling problem [IT]. In [I3] an agent learns smart behavior which is
stored in a FSM table using a reinforcement learning procedure.
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3 The Task: Cross All Empty Cells in Shortest Time

We have studied a simplified problem in order to perceive the open questions
and to find some first solutions in the context of learning creatures. The problem
is defined as follows.

Consider a two-dimensional grid of cells. There are three types of objects:
OBSTACLE, EMPTY, or CREATURE. Border cells and obstacles are both modeled
as OBSTACLE and they are located at fixed positions. CREATURE is a more
complex type with a simple brain and it is able to move around. All these
objects act according to a given set of rules which are as follows: CREATURE is
variable in nature, it can move within the space from one place to other but it
cannot go to a cell where a border cell or an obstacle is placed. At any time the
creature can look in a certain direction one cell ahead and it will move in that
direction if possible.

The actions. The creature may perform four different actions.

— R (turn Right)

L (turn Left)

— Rm (turn Right and move) move forward and simultaneously turn right
Lm (turn Left and move) move forward and simultaneously turn left

If the path (one cell ahead) is not free because of obstacle or border, either
action R or L will be performed. If the path is free, either action Rm or Lm is
performed (fig. [I).

(a) if notfree then L or R

(b) if free then Lm or Rm

Fig. 1. The actions of the creature

Initial configuration. At the beginning the number and the placement of the
obstacles are given. Also the creature is placed in a certain start position with
a defined direction.

Goal. The goal is to find an optimal and simple local algorithm for the creature
to cross a maximum number of empty cells with a minimum number of time
steps for a given set of initial configurations.
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3.1 CA-Model of the Moving Creature

To keep the problem simple, the moving of the creature is emulated in the CA
model according to the following rules (in simplified pseudo code). The center
cell is called My.

Rule for My. Type = EMPTY
(al) {CASE Free}
if (Neighbor.Type = CREATURE) and
(Neighbor.Direction points to My) then
My.Type := CREATURE  //create (move by copy)
My.Direction := TurnRight/Left (Neighbor.Direction) //new direction
Rule for My.Type = CREATURE
(a2) {CASE Free}
if (ahead Neighbor.Type = EMPTY) then My.Type := EMPTY  //delete
(b) {CASE not free}
My.Direction:= TurnRight/Left (My.Direction) //only turn R, L

In case al and a2 where a creature can move ahead in its direction, it changes
its own type to EMPTY (case a2) and at the same time a new creature will be
created by the empty cell ahead of the creature (case al). In case b where the
cell cannot move, it will only turn right or left.

3.2 Behavior of the Creature

The behavior of the creature can be either fixed or variable. We have experi-
mented with a variable behavior in order to find optimal solutions for our prob-
lem. In our first approach we use a variable state machine for that purpose.
The state machine can also be seen as control logic, intelligence or brain of the
creature.

To study the basic problems with variable behavior (fig. ) we reduced the
intelligence to a minimum. The intelligence is stored in a state machine with two
state tables called TableFree and TableNotFree. Input to the tables is the state S
which is either 0 or 1 (if the brain is modeled only with two states). TableFree is
selected if the creature is able to move, TableNotFree is selected if the creature
cannot move because an obstacle or border is in front.

The principle of operation will be explained for the case of two states. There
are totally 256 different two-state algorithms, because each table consists of four
bit. The tables can be concatenated to one table with 8 bit information. These
8 bits can be represented as a number. E. g. the algorithm 0x39 shown in fig.
is abbreviated OR1L-1ROL. The number 0x39 is the hexadecimal equivalent to
0011-1001, where R is coded with 0 and L is coded with 1. The first part OR1L
is the line by line contents of TableNotFree, the second part is the line by line
contents of TableFree. The second part can also be written as 1Rm0OLm, where
Lm means: turn left and move, Rm means: turn right and move. This algorithm
can be represented clearer as a state graph (fig. 2l(c)).
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(a) Creature cannot move (b) CreatureCanMove (c) /R
TableNotFree TableFree o
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dotted line: creature cannot move
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tate

Neighbor
Creature

Empty Cell

Fig. 2. Table driven state machine (a, b). Two-state algorithm 0x39 as state graph (c)

In the general case where the different values of the states, inputs and outputs
are not restricted to powers of two, the number of different algorithms will be

N = (sy)*?

where s is the number of used states, x is the number of different input states
and y is the number of different output actions. The set of N algorithms can
be divided into classes of equivalent algorithms with respect to state encoding
permutations. Note that N increases dramatically which makes it impossible to
check sequentially the quality of all algorithms in a reasonable time.

We liked to characterize the number of possible algorithms with a smaller
number. We have defined the “capacity of intelligence” (COI) to be the minimum
number of bits which are necessary to code all possible algorithms including
permutations.

COI=1dN, or N =2COI

For example x = y = 2, s = 5: N = (25)* = 101°. COI1(10'%) = 33.2. In
our implementation using a binary state table the states, inputs and outputs are
coded in different bit strings. For the above example the state table has a size
of 64 bits.

4 Experimental Result of Optimal Rules

We have evaluated all two-state, all four-state and all five-state rules. Whereas
we were able to check all four state-algorithms in optimized software, we needed
hardware support to check all five-state-algorithms (see section [H).

The two-state table contains 8 bit of information. Each code corresponds to
a certain algorithm.

Input to the state-machine algorithm is the old control state S and the signal
X = CreatureCanMove. Output is Y = L/R. In case of X = true the creature
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turns left or right and moves forward, in case X = false the creature turns left
or right without moving. The creature can learn and optimize the algorithm by
itself. Before implementing the procedure to detect the optimal rule in hard-
ware we used a software simulation which tried out all possible algorithms by
enumeration and evaluation.

for all algorithms do
for all configurations do
count the cells which are crossed and how many steps are needed
evaluate the quality

All algorithms were tested for the following five configurations (fig. Bl).

I-E-III I-I--- I-I--- I-I--- --I-‘-I

Fig. 3. The initial configurations 1 to 5 from left to right

In order to reduce simulation time, algorithms (tables) were deleted in ad-
vance if not all possible states are used. Also the further simulation was aborted
when a path turned out to be a loop or the number of crossed cells did not
increase after a certain time.

Two-State Algorithms. The best average algorithms found are algorithm 0x39
with 61 % crossed cells and algorithm 0x6C with 60 % crossed cells (table [II).
The number of time steps (generations) was big enough that no improvement
over time was possible. It can be realized, that no two-state algorithm exists,
which is able to cross all cells for all these configurations.

Table 1. The best two states algorithms 0x39 = OR1L 1ROL and 0x6C = OL1R 1LOR

Crossed Cells |config. 1|config. 2|config. 3|config. 4|config. 5|crossed % av.
Empty cells 50 64 58 53 48

Algorithm 0x39 50 22 28 34 34 61 %
Algorithm 0x6C 50 28 10 36 41 60 %

Another result of the analysis is that only 144 of the 256 algorithms are real
two-state algorithms, where both states are reached or used. Before simulation
an algorithm can formally check the bit pattern if it is a real two-state algorithm
or if it is trivial. By this technique the simulation time was significantly reduced.
Only 19 of the 144 algorithms allow the creature to cross 42 to 61 % of the empty
cells. Many of the algorithms yield bad or unacceptable results mainly because
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they cyclically cross the same cells in a loop without any improvement after
having visited a certain number of cells.

Four-State Algorithms. As expected the four-state algorithms lead to better
results compared to two-state algorithms. The algorithms with four states, one
input and one output can be represented by a 24 bit table, meaning that 224
different algorithm have to be checked. The COI is 24.

The five best algorithms found are:

— A4: Algorithm 0xOE67D5 = O0R1L2R3R 1L3L1R2L
— B4: Algorithm 0x7E0A72 = 1L3L2ROR 2LOL3R1R
— C4: Algorithm 0x1EACCC = 0R3L2L1R 3R1LOL2R
— D4: Algorithm 0x1EA8F1 = OR3L2L1R 2R1L3ROL
— E4: Algorithm 0x95EDD4 = 2R2L1L3R 3R3L1R2R

For each algorithm a number of equivalent algorithms were found, which
only differ by the state encoding. However, the initial state is always state O.
The state graphs for the algorithms A4 and B4 are shown in fig. @

Algorithm A4 is not able to reach all cells of the configuration 2 and 3. Algo-
rithm B4 is not able to reach all cells of the configuration 4, even if the number of
generations (computation steps in the CA model) is very high (tested for 40 000).
Algorithms C4 and D4 are not able to reach all cells of the configuration 2 and
4. Algorithm E4 is not able to reach all cells of the configuration 1, 2, 3, and 4.
Only the algorithm B is able to reach all cells of the empty configuration 2 of
size 8 x 8.

Lm 2T \

% )
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Lm

Lm Rm Lm Lm

L R

e Rm \
N/ Rm N
R™- -

Algorithm A4 Algorithm B4

Fig. 4. The best four-state algorithms. Dotted line: creature cannot move. Continuous
line: creature can move

Note that the performance of the algorithm depends on the starting position
and starting direction of the creature, the size of the field and on the number
and arrangement of the obstacles.

Another criterion for the performance of the algorithms is the speed, meaning
how fast the cells are crossed. Figure Bh shows for the first configuration with
many scattered obstacles that the five algorithms differ in their speed. Algorithm
EA4 is the fastest, but it is not able to cross all cells. Algorithm B4 is slower than
E4, but it can cross all cells. The other algorithms are even slower and cannot
cross all cells.
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Table 2. Four-state Algorithms

crossed cells|config. 1|config. 2|config. 3|config. 4|config. 5|crossed % av.
max 50 64 58 53 48

algorithm A4 50 60 56 53 48 97 %
algorithm B4 50 64 58 50 48 97 %
algorithm C4 50 60 58 48 48 96 %
algorithm D4 50 60 58 47 48 95 %
algorithm E4 48 60 47 48 48 91 %

% _— %
R
+ *

uuuuuuu

crossed cells

rossed cell

x
x X
T %
o
g+

0 50 100 150 200 250 300 350 400 450 0 50 100 150 200 250 300 350 400 450
generations generations

Fig. 5. The speed of the algorithms for the first configuration of (a) 4 states and (b) 5
states

The optimizations needed minutes to days on a regular PC, depending on
the field size, number of initial configurations, and the capacity of intelligence.
In order to speed up the optimizations significantly, the problem was mapped
into programmable FPGA logic.

Five-State Algorithms. There are 100 different algorithms with five states,
one input and one output. It would take a very long time to test all algorithms
by software. For example

n = 64 cells, 5 configurations, 200 simulation steps, on simulation step =
100ns
t=64x5x200x10""s x 10'° = 64 x 10%s = 741 days.

Therefore we implemented the procedure in hardware using FPGA technol-
ogy. The best six algorithms are

— Ab5: Algorithm 0x4368021759 = 2R1L3R4ROR 1ROL3L2LA4L
— B5: Algorithm 0x1852634790 = 0L4R2L1R3R 1L2R3L4LOR
— C5: Algorithm 0x1827435690 = 0L4R1R3L2R 1L2L3R4LOR
D5: Algorithm 0x5126834790 = 2LOL1R3R4R 1L2R3L4LOR
E5: Algorithm 0x4368021597 = 2R1L3R4ROR 1ROL2L4L3L
— F5: Algorithm 0x4379021685 = 2R1L3L4LOR 1ROL3R4R2L

All and only these six algorithms are able to cross all empty cells (100 %)
for all configurations. The speed of the first four algorithms is shown in fig. Bb.
Algorithm A5 is the fastest for all configurations on average. It needs 1164 steps
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to reach all 273 empty cells for all configurations. (Mean step value 1164/273 =
4.26). Compared to the 4-state algorithms the 5-state algorithms are faster in

general.

Algorithm B5

Algorithm A5

Fig. 6. The best five-state algorithms

Algorithm J6
Fig. 7. One of the best six-state algorithms

The state-diagram (fig. [l) of algorithm A5 and B5 show a more complex
behavior compared to the 4-state algorithms which results in the better perfor-

mance.
In order to analyse the behavior of the creature, one could detect the cycles
or watch the behavior if the paths are always blocked or always free. So a graph
can be split into two graphs, one with dotted arcs and one with continues arcs.
For example algorithm A5 dotted represents the sequence (RRRRL*)* + L*
where * means repetition. But by the moment we are not able to detect clear
relations between the graph’s structure and the behavior.

We are just investigating the 6-state algorithms. The best 6-state algorithm
(fig. [M) we detected needs only 959 generations to cross all cells of the five
configurations. This means a mean step value of 959/273 = 3.51 which is 21 %

faster compared to the best 5-state algorithm.

5 Some Details of the Hardware Implementations

The hardware for the cell field is described in the hardware description languages
Verilog and AHDL and synthesized into basic logic, which can be loaded into
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a FPGA. We used the Altera chip Cyclone EP1C20F324C7 and the Quartus II
tools for the synthesis. The major part is the “CA-world” which calculates the
movement of the creature on the surface. In order to reduce the amount of logic,
the CA-world is divided into the two parts (surface and creature). The hardware
consists of the following parts.

1. Surface: An array of simple cells which are either of type BOARDER or
EMPTY. Because of hardware limitations the environment is limited to the
size of 16 x 16 in a first step.

2. Creature: One complex cell containing the position, the actual state, the
direction and the ability to turn left or right.

3. Evaluation: Counters and test logic which are used to control the simulation
and evaluation of the behavior.

4. Control Logic: The control logic starts, stops, and synchronizes the differ-
ent parallel emulations and allows communicating with the host computer.

5. Glue Logic: This part connects the other parts, for instance the connection
of 1. and 2. yields the CA model.

Two phases are needed for operation: The initialization and the calculation
phase. In the initialization phase obstacles are placed on the surface, the position
of the creature is defined and the evaluation logic is reset. In calculation mode
the creature moves around until the amount of crossed fields doesn’t increase for
a certain time.

Our example consists of five possible surfaces, so we can calculate them in
parallel. Each of the five “worlds” operates on the same algorithm. Whensoever
the behavior an one surface is too bad, the calculations on the other surfaces
don’t need to be continued. By this method the time of finding the best algorithm
can be reduced.

Algorithms where a state can only be reached but never left can be excluded
because they are not powerful enough. In the same way some algorithm repre-
sentations can be excluded without loosing results, e. g. one kind of permutation:
a state transition is only allowed if the difference between the destination and
start state numbers is less than 2.

The best results are preselected and transferred via USB to a computer
(host). For verification it is possible to simulate and observe a selected “world”
step by step using a direct connection to the hardware. For all these hardware
parts 8,423 logic cells were needed on the FPGA, which is around 41 % of the
chip capacity. The maximum clock frequency which can be achieved is 62.05 MHz
for this chip. Compared to a software solution on a PC the total speed-up is in
the range of many thousands which has been shown in another investigation [4].

6 Conclusion and Future Work

We implemented a learning moving creature both in software and in hardware.
The creature has the task to cross as many as possible empty cells using a local
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algorithm. This algorithm can be seen as the brain of the creature which imple-
ments a certain behavior. A variable state machine was used for the hardware
and software implementation of the algorithm. The synthesized hardware allows
working massively parallel yielding to speed-ups of many thousands compared
to software simulation on a PC.

All 256 two-state algorithms, all 2'4 four-state algorithms and all 10° five-
state algorithms have been investigated systematically. Only one four-state algo-
rithm was found, which is able to cross all cells of the 8 x 8 empty configuration
2. Six five-state algorithms were found which are able to cross all empty cells of
all configurations. Also the speed of the five-state algorithms is higher than for
the four-state algorithms.

The goal is to discover better algorithms using a higher capacity of intelli-
gence. The capacity intelligence can be enhanced by increasing the number of
states, the number of inputs from the environment or the number and type of
outputs (actions).

There is a lot of interesting future work to do, like:

— Find efficient and robust behaviors for a higher capacity of intelligence.

— Analyze and evaluate the performance of the algorithms in relation to the
state graph.

— Speeding up the optimizing procedures.

— Use more complex worlds and tasks.

— Improve the hardware architectures.
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Abstract. In this paper we present an all-optical network architecture
and a systolic routing protocol for it. The r-dimensional optical butterfly
(OBF) network consists of r2" nodes and 2" edges. Processors are
deployed at the level 0 (identical to level r) nodes of the network. Routing
is based on the use of cyclical control bit sequence and scheduling. The
systolic routing protocol ensures that no electro-optical conversion is
needed in the intermediate routing nodes and all the packets injected
into the routing machinery will reach their target without collisions. A
work-optimal routing of an h-relation is achieved with a reasonable size
of h.

1 Introduction

Optics offers a possibility to increase the bandwidth of intercommunication net-
works. Optical communication offers several advantages in comparison with its
electronic counterpart, for example, a possibility to use broader bandwidth and
insensitivity to external interferences. These advantages have been covered, e.g.,
by Saleh and Teich in their book [12].

Our work is motivated by another kind of communication problem, namely
the emulation of shared memory with distributed memory modules [6]. If a
parallel computation has enough parallel slackness, the implementation of shared
memory can be reduced to efficient routing of h-relation [I4]. An h-relation is a
routing problem where each processor has at most h packets to send and it is
the target of at most h packets [I]. An implementation of an h-relation is said
to be work-optimal at cost c, if all the packets arrive at their targets in time
ch. A precondition for work-optimality is that h is greater than the diameter
¢ of the network and the network can move 2(n¢) packets in each step, where
n is the number of processors. Otherwise slackness cannot be used to ”hide”
diameter influenced latency [6]. For an r-dimensional optical butterfly (OBF)
having n = 2" processors the diameter ¢ = r fulfills this condition.

Butterfly networks are widely used in intercommunication machineries. There
are several reasons to the popularity of butterfly networks. Firstly, they have a
simple recursive structure. Secondly, in a r-dimensional butterfly any input p is
linked to any output p’ by a unique path of length r [7]. Most of implementations
of butterfly based networks use packet switching as the routing strategy [TU9IT3].

V. Malyshkin (Ed.): PaCT 2005, LNCS 3606, pp. 141-{I50] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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A drawback of packet switching is that routing decisions must be done in elec-
tronic form. Liu and Gu have presented an all-optical implementation based on
wavelength-division multiplexing (WDM) in their paper [§]. An advantage of
their implementation is that electro-optic conversions are avoided. A disadvan-
tage is that a number of wavelengths and wavelength converters are needed to
realize connections [§].

In this work we present an all-optical network architecture and a systolic
routing protocol for it. The r-dimensional optical butterfly network consists of
r2" nodes and 27! edges. Processors are deployed at the level 0 nodes of the
network. Routing nodes are connected to each other by optical links. In this
paper we present a novel packet routing protocol, called the systolic routing
protocol. Additionally, when a packet is injected into the routing machinery,
neither electro-optic conversions are needed during its path from source to tar-
get processor nor any collisions may happen between two distinct packets. An
r-dimensional OBF can route an h-relation in @(h) time, if h € O(nlogn).
Section ] presents the internal structure of routing nodes and the structure of
OBF network. In Section [l we introduce the systolic routing protocol. Section
[ presents the analysis of our construction. Section B sketches conclusions and
future work.

2 Optical Butterfly with Systolic Routers

We study on the r-dimensional structure of OBF of diameter ¢ = r and having
n = 2" processing nodes. We represent the structure of routing nodes in Section
21l Section introduces the construction of OBF. Section sketches the
feasibility of our construction.

2.1 Systolic Routers for OBF

Each routing node of OBF has two incoming and two outgoing links. A routing
node can be in two states. When a routing node routes incoming packets from
input links 7, and ingews to output links outgewn and out,, respectively, it is
said to be in invert state and when it routes incoming signals from input links
1Myp and iNgown to output links out,, and outgewn respectively, it is said to be
in push state. The two possible states of routing nodes are presented in Figure Il

In —— Out In —— Out

up up up up

— —

H><H

In down—————— OUtdown In down Omdown
(a) Invert state (b) Push state

Fig. 1. Two possible states of routing nodes
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The basic component of routing nodes is the electrically controlled all-optical
2x2 switch. Switches can be implemented by LiNbO3 technology [12]. The con-
struction of routing nodes ensures that signals never collide and routing of the
packets works correctly if we can arrange a situation that both incoming packets
never prefer the same output link. We will show that this kind of situation is
arrangeable.

2.2 Construction of Optical Butterfly

The r-dimensional butterfly consists of 72" nodes and r2"*! edges. The nodes
correspond to pairs (w, ), where ¢ is the level of the node (0 < i < r) and w is
an r-bit binary string denoting the row number of the node. Two nodes (w, )
and (w’,4') are connected by an edge (optical link) if and only if ¢’ =i + 1, and
either [7]

i. w and w’ are identical (straight edges), or
ii. w and w’ differ in precisely the i’th bit (cross edges).

The construction of 3-dimensional OBF out of two 2-dimensional OBF’s is
presented in Figure[2l In Figure[2 a circle indicates a processing node, a rounded
square indicates a routing node, and an arrow between two nodes indicates a
link between the nodes. Two attachable subnetworks are called blocks of the
network. Straight edges are always connecting the output out,, from the i'th
level router to the input in,, of the i+ 1’th level input (in the same block), and
cross edges are always connected from the output outgowr, of the i’th level router
to the input ingewn of the i + 1’th level input (adjacent block).

LevelO........Levell. . . Level2 Level 0  Level 1 Level 2 Level 3

o Duy O Fyo Fyoo \/, H Q 000
| Y O By Bt} ZW (O Py

N @M Byro\ O Ry
Oy, Byuit_ ¥ ORiy
ISy S OL Pioo! QL™
O R AW O
Oy Riot__7 @?@ﬂm
QP“‘f By Y (7 <Ory

Fig. 2. Construction of 3-dimensional OBF out of two 2-dimensional OBF’s with
relabeling of processing nodes and levels
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Our construction has two characteristics. Firstly, straight edges are always
leading to the same block and cross edges are always leading to the adjacent block
of the (sub)butterfly. Secondly, treatment of packets can be arranged uniformly
at each router at the network because of uniform connections between routers.

Nodes (w,0) and (w,r) are considered identical processing nodes. A useful
property of the r-dimensional butterfly is that for any source/destination pro-
cessing node pairs (ws, 0) and (wg, ) the packets can be routed by a unique path
of length r.

2.3 Feasibility of OBF for Using as a Systolic Router

The switching time of LiNbOgs switches lies in the range of 10-15 ps [12]. The
length of packet (I,,) can be evaluated by equation I, = Ngif_“, where N, is the
size of the packet in bits, v. = 0.3 m/ns is the speed of light in vacuum, r = 1.5
is the refraction index of fiber [12], and B is the link bandwidth. Assuming the
bandwidth to be B=100 Gb/s, the length of a bit in a fiber is BVXCT =2 mm.

In order to estimate the feasibility of a 6-dimensional OBF (having 64 pro-
cessing nodes) let us assume the link bandwidth to be B = 100 Gb/s, and the
size of packets to be N, = 128 b. The corresponding length of a packet in a
fiber is I, ~ 256 mm, and the length of time slot is ¢, ~ 1.3 ns. Assuming the
length of clock cycle of processing nodes to be t.. = 1 ns (corresponding the
frequency of 1 GHz), it will take 1.3 clock cycles for a packet to travel between
two adjacent routing nodes. The overall amount of fibers is Ly ~ 200 m, and
the routing time of packet is ¢, ~ 8 clock cycles for each packet. We consider
the requested parameters to be reasonable and the architecture to be feasible to
construct in the near future.

3 Routing in Optical Butterfly

We develope a routing algorithm for OBF. In Section 3.1l we present properties
of routing information and transitions between blocks. Section introduces
preprocessing phase. Preprocessing phase consists of determining of the control
sequence and determining the routing table that will control the routing. Section
B3l introduces the routing algorithm for the optical butterfly.

3.1 Properties of Routing

Determining the Routing Information. Let apa; ...a,—1 (a; € {0,1}) be a
bit sequence indicating the edges used by a packet on its path from the source
to the target in an r-dimensional OBF. The value 1 in a bit position aj in-
dicates that at level k the packet should be routed from router on level k to
level k + 1 using cross edge leading to the adjacent block. Correspondingly, if
ar, = 0 the packet should be routed from router on level k to level k + 1 using
the straight edge leading to the same block. Clearly, we can construct an r-ary
routing bit sequence for any source/destination pair so that it leads correctly the
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Adjacent block, incoming packet g

Fig. 3. Example of transitions between blocks

packet through the OBF. To notice this, let us assume that in a bit sequence
aoay - .- ag ... a.—1, the k’th bit stands for the edge leading to the wrong subnet-
work. We just substitute the initial bit sequence by apay...ay...a,—1, where
ay, is the complement of ay.

The routing information for packets can be evaluated by the bitwise XOR-
operation @. For example, if processor Py1; has a packet destined to processor
P11, the routing information can be expressed as 011 @111 = 100. The meaning
of the information is that the packet from Py1; to Py11 must be routed from the
sender to the 1’st level router using cross edge, from 1’st level router to 2'nd
level router using straight edge, and from 2’nd level router to destination using
straight edge.

Determining Transitions Between Blocks. An r-dimensional OBF has
r — 1 levels of routers. According to the recursive contruction of OBF and our
definition every routing node at level v’ is connected to two subnetworks of
dimension 7 — r’ — 1 by two outgoing links. We call these subnetworks as blocks.
Additionally it is a target of two incoming links from two subnetworks (blocks)
whose dimension is r — 1’ + 1, except routing nodes at level 1 that are targets of
processors. Figure [J clarifies the idea of blocks.

Routers can be considered to be an interface between blocks. Let us assume
that a packet has bits ...10... in its (¢ — 1)’th and i’th bit positions of routing
information. Router responsible to route this packet (at the ¢’th level) receives
the packet from adjacent block into its ing4ewy, input and it should route the
packet to the same block of the OBF. According to our construction the router
should be in invert state. Correspondence between two-bit routing information,
transitions between blocks, and required state of router is presented in Table [

Because all the routers have two incoming and two outgoing links, each router
can route two packets at the same time, if the packets do not prefer the same
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Table 1. Correspondence between two-bit routing information, transitions between
blocks, and required state of router

Routing information Transition Required state
00 Same — Same Push
01 Same — Adjacent Invert
10 Adjacent — Same Invert
11 Adjacent — Adjacent Push

outgoing link. According to Table [ this is fulfilled if the incoming packets have
either 00 and 11 or 01 and 10 in their (¢ — 1)’th and 4’th bit position of routing
information when they are reaching a router at level ¢. Clearly we can see that
using these two states it is possible to route any combination of transitions
between blocks. Precondition of correct routing is that arrival of packets and the
state of router are synchronized correctly.

The transition information for packets can be evaluated by the bitwise XOR-
operation @. Let w = s @ d denote the routing information of a packet from
processor P, to Py and w; denote the value at the bit position j of the routing
information. We are able to determine a unique transition bit sequence 7 by
T =w; Dwjt1,J =0...7r— 1.

3.2 Initialization Phase

In our contruction injected packets have no routing information. When a packet
arrives a routing node it is routed into an adjacent or the same block according
to the state of the router. Anyway we are able to arrange a control system so
that every packet injected into the OBF reaches its target. We will use a syclical
control bit sequence and timing of injections of packets.

Determining the Control Sequence. An r-dimensional OBF has r levels
of routing nodes. Packet routing in an r-dimensional OBF can be implemented
by constructing a long control bit sequence sgs18s2 ..., applying at time step ¢
the state corresponding to the value of bit position s; to all the routing nodes
of the OBF, and synchronizing injections of packets so that they reach every
routing node in the correct state. Precondition of all-to-all routing is that the bit
sequence includes (cyclically) all bit sequences of [ = r — 1 bits. A naive solution
would be to construct the control bit sequence of all [-ary bit combinations. The
length of control cycle would be 12!. The control sequence can be reduced to
T = 2! by using de Bruijn sequences [3].

A de Bruijn sequence (in alphabet A = {/,00}) of length 2! is a sequence
of 2! bits in which every subsequence of I = r — 1 bits appears once, including
wraparound [7]. For | = 4, for example, & = 0000111101100101 is a de Bruijn
sequence applicable for our purpose. All sixteen 4-bit sequences occur exactly
once as subsequence of &.

Fredricksen has presented an algorithm to construct a de Bruijn sequence [2].
The algorithm is Prefer one and it can be presented as follows [2]:
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Algorithm Prefer one
1: Write [ =1 zeros;
2: for the k' bit of the sequence, k > [, write a one;
if the newly formed [-tuple has not previously appeared in
the sequence then k:=k+1
else
3: for the k" bit of the sequence, write a zero;
if the newly formed [-tuple has not previously appeared in
the sequence then k:=k+ 1 and go to step 2
else stop;

Bit positions of & present states of routers of OBF. Let &, denote the value
of de Bruijn sequence at m’th bit position. At each time step t all the routers are
set in push state if &; y0a || = 0, where ||£]| is the length of de Bruijn sequence,
and in invert states otherwise. Determining of the control sequence is necessary
to do only once at the initialization phase of the OBF.

Determining the Routing Table. The optical butterfly has a number of
properties. Firstly, structure of routers and connections between them are uni-
form. Secondly, it is possible to determine a unique routing bit sequence for any
packet from a source Py to the destination P, for any pair (s,d). Thirdly, de-
termination of unique transitions between blocks is possible as well because of
uniformness of the construction of the OBF and uniqueness of the routing bit
sequences. Fourthly, the OBF is controlled by the static control bit sequence &.
For these reasons we are able to determine a routing table for every connections
at the initialization phase.

Let us consider an r-ary OBF having p = 2" processors. For this construction
the length of routing bit sequence is ||w|| = 7, the length of transition bit sequence
is ||7|| = |w|| =1 = r — 1, and the length of control sequence is ||£] = 2"~ 1.
A packet having wy = 0 is routed correctly if it is injected into output link
outy, leading to the same block and during the next r — 1 time steps stands
Tt = &t mod ||¢st = 0...7 — 2. At the same time the sending processor can
inject another packet into the output link outgpyn for which wg = 1 and 7 =
&t mod |j¢|st = 0...7 — 2 during the next r — 1 time steps. For these two packets
destined to processors d and d' stand d; = d},j = 0...r — 1, i.e., d’ is the
complement of d.

At the initialization phase every processor P; determines a routing table R
having ||€]| = 27! rows. Let R; denote the value of i’th row of the routing table.
The algorithm determining routing table is Routing table and it can be presented
as follows:

Algorithm Routing table
1: 1=0;
2: repeat
In the 7’th position of routing table R write the index
value of destination processor for which wg =0 and
Tt*&z-&-t-&-lmod“&“at*o =25 =i+ 1
3: until i =21 —1;
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Algorithm Routing table is necessary to do only once at the initialization
phase of the OBF.

3.3 Routing Algorithm for the Optical Butterfly

At the initialization phase each processor determines the control sequence and
the routing table. This must be done when the system is set up. At the beginning
of routing each processor of the OBF has a number of packets to send. In the
preprocessing phase each processor Ps inserts packets destined to processor Py
into sending buffer B, 4.

At each time step ¢ each processor s picks up a packet from sending buffer
Bis,qry, where d' = Ry o4 |¢|| is the value of (£ mod ||]|)’th position in the rout-
ing table. The packet is injected into the outgoing link out,,, leading to the same
block. A packet from sending buffer d’ is picked up as well and injected into the
outgoing link outgown.

4 Analysis of Systolic Routing

In preprocessing phase, each of the h packets of a processor P; are inserted
into sending buffers according to their target. Clearly, all of the packets have
been routed after time O(T'n), where T is the maximum size of all buffers.
According to Mitzenmacher et al. [I0], supposing that we throw n balls into
n bins with each ball choosing a bin independently and uniformly at random,
then the mazimum load is approximately log n/loglogn with high probabilityEI.
Maximum load means the largest number of balls in any bin. Correspondingly,
if we have n packets to send and n sending buffers during a simulation step,
then the maximum load of sending buffers is approximately logn/loglogn whp.
The overall routing time of those packets is nlogn/loglogn + ©(1) that is not
work-optimal according to the definition of work-optimality.

If the size of h-relation is enlarged to h > mlogn, the maximum load is
O(h/n) [1I]. Assuming that h = nlogn the maximum load is ©(logn) and
the corresponding routing time is ©(nlogn). A work-optimal result is achieved
according to the definition of work-optimality.

Routing h packets in time @(h) implies work-optimality. We ran some ex-
periments to get an idea about the cost. We ran 5 simulation rounds for each
occurrence using a visualizator programmed with Java programming language
[4]. Packets were randomly put into output buffers and the average value of the
routing time over all the 5 simulation rounds were evaluated. The average cost
was evaluated using equation cqye = %, where t, is the average routing time.
Figure [ gives support to the idea that h does not need to be extremely high to
get a reasonable routing cost.

! We use whp, with high probability to mean with probability at least 1 — O(1/n®) for
some constant a.
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Routing Costs in Systolic Routing

Cost [time slots]

0 200 400 600 800 1000

Size of h-relation

Fig. 4. Routing costs, when the size of h-relation varies. (1) n =4, (2) n = 8, and (3)
n =16

5 Conclusions and Future Work

We have presented the systolic routing protocol for optical butterfly. No electro-
optical conversion is needed during the transfer and all the packets injected into
the routing machinery are guaranteed to reach their destination. We believe that
the simple structure presented and the systolic routing protocol are useful and
realistic and offer work-optimal routing of h-relation if h € ©(nlogn).

An advantage of our construction is that the overall number of links is
O(nlogn). Honkanen presented the systolic routing protocol for Sparse Opti-
cal Torus (SOT) is his paper [5]. For SOT, the number of links is ©(n?).

However, a drawbacks arise, when the systems are scaled up. Putting M
elements in the physical space requires at least a volume of size ©(3/M) [I5J16].
The length of wires between routing nodes increase with respect to the physical
space required.

References

1. Adler, M., Byers, J.W., Karp, R.M.: Scheduling Parallel Communication: The h-
relation Problem. Proceedings of Mathematical Foundation of Computer Science
(MFCS). Prague Czech Republic (1995) 1-20

2. Fredricksen, H.: A Survey of Full Length Nonlinear Shift Register Cycle Algo-
rithms. STAM Review 24,2 (1982) 195221

3. Golomb, S.W.: Shift Register Sequences. Aegean Park Press, Laguna Hills Califor-
nia (1982)

4. Haikarainen, T.: Visualisator for OBF network. Special project, University of Kuo-
pio, Kuopio. URL: http://www.cs.uku.fi/~rthonkan/OBF/ (March 30, 2005)



150

5.

10.

11.

12.

13.

14.

15.

16.

R.T. Honkanen

Honkanen, R.T.: Systolic Routing in Sparse Optical Torus. Proceedings of the
8th Symposium on Programming Languages and Programming Tools (SPLST’03).
Kuopio Finland (2003) 14-20

Honkanen, R., Leppénen, V., Penttonen M.: Hot-Potato routing Algorithms for
Sparse Optical Torus. Proceedings of the 2001 ICPP Workshops. Valencia Spain
(2001) 302-307

Leighton, F.T.: Introduction to parallel algorithms and architecture: arrays, trees,
hypercubes. Morgan Kaufmann Publishers Inc., California (1992)

Liu, X., Gu, Q.-P.: Multicasts on WDM All-Optical Butterfly Networks. Journal
of Information Science and Engineering 18 (2002) 1049-1058

Maggs, B.M., Sitaraman, R.K.: Simple Algorithms for Routing on Butterfly Net-
works with Bounded Queues. Siam J. Comput. 28,3 (1999) 984-1003
Mitzenmacher, M., Richa, A.W., Sitaraman, R.: To appear in: Handbook of Ran-
domized Algorithm. URL: http://www.eecs.harvard.edu/~michaelm/ (June 24,
2002)

Raab, M., Steger, A.: ”Balls into Bins”—A Simple and Tight Analysis. Proceed-
ings of 2nd Workshop on Randomize and Approximation Techniques on Computer
Science (RANDOM’98). Barcelona Spain (1998) 159-170

Saleh, B.E.A., Teich, M.C.: Fundamentals of Photonics. John Wiley & Sons Inc.,
New York (1991)

Upfal, E., Felperin, S., Snir, M.: Randomized Routing with Shorter Paths. IEEE
Transactions on Parallel and Distributed Systems 7,4 (1996) 356-362

Valiant L.G.: General Purpose Parallel Architectures. In Algorithms and Complex-
ity. Handbook of Theoretical Computer Science vol. A (1990) 943-971

Vitanyi P.B.M., 1988: Locality, Communication, and Interconnect Length in Mul-
ticomputers. SIAM Journal of Computing 17,4 (1988) 659-672

Vitanyi P.B.M., 1994: Multiprocessor Architectures and Physical Law. Proceed-
ings of 2nd Workshop on Physics and Computation (PhysComp’94). Dallas Texas
(1994) 2429



Feasibility of the Circularly Connected
Analog CNN Cell Array-Based Viterbi Decoder

Hongrak Son', Hyunjung Kim”, Hyongsuk Kim?, and Kil To Chong®

! Communicatin and Network Lab. Samsung Advance Institute of Technology,
Yongin, Repulbic of Korea
% Division of Electronics and Information Engineering, Chonbuk National University,
561-756, Chonju, Republic of Korea
hskim@chobuk.ac.kr

Abstract. The feasibility of the high speed Viterbi decoder with a circularly
connected 2-dimensional analog CNN cell array has been investigated. In the
previous study, the CNN-based analog Viterbi decoder was reported, in which a
part of the trellis diagram of the convolutional coder is designed with analog
circuit-based cells and connections. The circuits of the trellis diagram are
connected circularly, forming a cylindrical shape so that the cells of the last
stage are connected to those of the first stage. In this study, the performance of
the CNN-based analog Viterbi decoder circuits have been measured through
circuit simulations and its hardware feasibility has been investigated with two
different kinds of tests such as the worst-case simulation and the Monte Carlo
analysis. Results of such simulations are included.

1 Introduction

The Viterbi decoder [1][2] is the convolutional code decoder which is widely used for
error correction in numerous high-speed data communication areas. The decoder is a
simple model of dynamic programming [3], performing efficient data correction by
utilizing the most likely path-finding on the trellis diagram. One weakness is the
requirement of a heavy computation load.

There were approaches to fulfill such computational requirement utilizes digital
technology [4] where a one-dimensional array of computational units for one stage is
implemented into circuits. The trace-back requirement for finding the path with the
minimum error forces the circuits to employ the large size of path memory and
additional circuitry. Also, the high speed A/D converter which consumes a lot of
power is required in such a digital Viterbi decoder. Different approach alleviating the
problems in the digital Viterbi decoder is the analog Viterbi decoder [3] in which the
digital processor for each node is replaced with an analog processing unit. However, it
is not freed from the requirement of the path memory and trace-back procedure.

The Cellular Neural/Nonlinear Networks by Chua et [4][5] is the technology of
full parallelism employing massive processing array. Since the speed of the CNN
processing is potentially very high, its application to the Viterbi decoder is expected
to be a good technical combination. The decoding structure of the fully parallel
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Viterbi decoder in which the infinitively expanding trellis diagram is implemented
with the circularly connected cell array was reported [8]. The nodes of the trellis
diagram are devised with the cells of the Cellular Neural Network (CNN). To test the
feasibility of the structure, diverse simulations have been done such as the worst case
simulations and the Monte Carlo analysis. The results of such study is reported in this

paper.

2 Operational Principle of the Proposed Viterbi Decoder

The principle of the Viterbi decoder is explained with the operation of trellis diagram
as in Figure 1 where vertical and horizontal locations are called states and stages,
respectively. Each branch between the states contains symbol error for a data bit.
Each node of the trellis diagram performs (1) to accumulate minimum error as in the
operation of dynamic programming [3].

Eij = min { Ey, + €ju, (k,]) € S} (D

where Eyis the minimum total error from the start node to the node (k, 1) and e;jqis a
symbol error for a data bit assigned on the branch between the two nodes (i, j) and (k,
1). Also, S is a set of the cells in the neighbor of the cell (i,j), and min is the function
of minimum. Since a greater number of states allows for better error correcting
performance, the conventional Viterbi decoder has a heavy computational burden due
to the loads of the nonlinear processes at many nodes on one hand and the optimal
path finding operation on the trellis diagram on the other hand.

b=10 e
c=01 ®
d=11 e

Fig. 1. An example of trellis diagram

The CNN is inherently the parallel processing structure with massive parallelism.
Since the CNN is potentially high in processing speed due to its massive parallelism,
its application to Viterbi decoding process can be expected to produce a great
performance: a cell in CNN acts as a node on the trellis diagram. One problem that
has arisen is the difficulty of hardware implementation since the trellis diagram
expands infinitively as the data are received continuously. The idea proposed in this
study is that the finite length of the circularly connected CNN as shown in Figure 2
performs for the infinitively expanding trellis diagram. Since such 2D networks are
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Fig. 2. Proposed CNN-based Viterbi decoder with cylindrical connection to perform the
operation of trellis diagram

configured to have a cylindrical shape, the decoding is performed continuously
through the reference value propagation around the networks. The identification
whether a branch passes the optimal path or not is performed by adding a negative
triggering pulse to the branch and checking the alteration level of the output stage.
The values appear at the output stage are influenced only when the branch on the
optimal path is triggered. In this processing structure, each CNN cell is implemented
with analog circuits. Therefore, the A/D converter is not required and quantization
error does not occur. Also, the parallel analog structure of the proposed Viterbi
decoder allows the decoding speed to be very high, and the trigger-based decoding
mechanism does not require the path memory and circuits for the trace. The details of
the operation and its structure are included in [8].

3 CNN Cell Circuits

In the cylindrical shape of the proposed Viterbi decoder, each node has partial
connections since the error flows and accumulates only in the rotational direction. The
cell structure of the proposed CNN is unsymmetrical as in Figure 3(b) in contrast to
symmetrical in the ordinary cell as in Figure 3(a). In networks with such connections,
information flows in one direction, while flowing out to other directions. Since the
computation (1) includes min operation, its implementation with electronic circuits is
complicated. Introducing a big reference value I.; and with some arrangement, (1)
could be expressed with max circuits which are simpler circuits than min as in (2).

Y, =maxiy, —E ;3 (k,D)eS3E j)} @)
where y, ; is defined as
Vg = Iref _Ek,l . 3)

The circuits to compute (2) or the nonlinear cell function in Figure 3(b) can be
implemented with the current mode circuits as in Figure 4. Let u(i,j) be the input of
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Fig. 3. Comparison of CNN cell structures (a) ordinary CNN cell (b) proposed CNN cell

(eikd ) )

Fig. 4. Core circuits of a CNN cell for the proposed Viterbi decoder

the cell at the i th state of the j th stage on the trellis diagram. Transistors at the

center of the circuits compose the max function, where transistors Mi; 1, Mjj2, Mijs
make an input terminal of the current mode max circuit at the cell (i,j). The transistor

M. is a common transistor for the max operation at the cell (i, j). For example, the
transistors M;; 1, Mj;», M3 are for the input u(l]) and the transistors My 1, My;2, Myi3

are for the input r(ij,kl). The circuits choose the bigger one between u(ij) and r(ij,kl)
where r(ij,kl) is the difference between y(kl) and e(ij,kl). Such subtraction is
performed simply by parallel connection of a current mirror which drains the current
corresponding to e(ij,kl) out of y(kl) as shown at the left side of the Figure 4. The
output of the circuits is obtained at a terminal y;; of the current mirror Mj;o; and Mijpo.
Such input and output terminals correspond to those in the cell structure of Figure
3(b).



Feasibility of the Circularly Connected Analog CNN Cell Array-Based Viterbi Decoder 155

Figure 5 shows the complete circuits of a cell including the subsidiary blocks. The
voltage signals of the input code symbol and the branch code symbol are converted
into the corresponding currents with V-to-I converting circuits. Such circuits are at the

left most block divided by the dotted line, where V.

cap

and V, are the input symbol

and the reference branch code symbol voltages, respectively. Also, the V,. is the

bias voltage. Note that the input code symbols are expressed as a quadrature signal
with multi-levels. The current mode signals of the V-to-I output are fed into the
difference and absolute computing circuits at the center block. The output of the
center block is provided as the branch metric error to the core circuits at the lower
part of the right most blocks. The upper part of the right most blocks is the V-to-I

circuits for the reference input signal [/ ref - 1he sizes and types of the transistors are
listed in the Table 1.

V2 Circuit
for Analog Input

! V21 Circuit
? Vi ,  for Reference Input

M‘% M

——

g g

2 a
M 13 M 15
V21 Circuit Absolute arithmetic Circuit "~ Maximum arithmetic Circuit
for Codeword for branch metric Vv for Cell output

w

'

Fig. 5. Complete circuits of a cell including the subsidiary blocks

4 Circuit Simulations

The circuits of the proposed Viterbi decoder in Figure 2 have been designed and its
performance has been tested with HSPICE simulation. The constraint length and
code rate of the proposed decoder are K=7(64 states) and R=1/2, respectively. The
simulation of the proposed Viterbi decoder has been done under the AGWN
environment. The technology and simulation model used is Hyundai 0.35um and
BSIM3v3 MOS model level 49.
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Figure 6 shows the comparison of error correction performance between the
conventional and the proposed Viterbi decoder at various decoding speed. With the
same performance, the speed in the proposed decoding scheme is much superior to
the digital Viterbi decoder. Though the speed of a specially designed digital Viterbi
decoder can reach 91 Mbps, it requires about ten times more transistors than the
proposed decoder. Note that the speed of the ordinary sized digital Viterbi decoder is
less than 30 Mbps.

rrrrrrrrrrr e EeeE————————
+- Corwentional “iterbi Decoder at 85Mbps[1]
4 Conwentional Viterbi Decoder at 91Mbps[2]
=B Proposed Viterhi Decoder at 80Mbps

=&~ Proposed Viterbi Decader at 100Mbps H
=& Proposed Yiterhi Decoder at 160Mbps
=~ Proposed Viterbi Decoder at 220Mbps

3 35 4 45 5 55 &
Eb/No[dB]

Fig. 6. Performance comparison between the digital Viterbi decoder and the proposed Viterbi
decoder

Proposed Vitarbi decoder at 180Mbps with normal model
Proposed Viterbi decoder with worst case FF model
Proposed Viterbi decoder with worst case FS model
Proposed Viterbl decoder with worst case SF model
Proposed Viterbi decoder with worst case 55 model
Digital Viterbi decoder at 91Mbps [20]

dvedbe

3 35 4 45 5 55 &
Eb/MNofdE]

Fig. 7. Simulation results of the worst case models. F and S denote fast and slow options. The
first and the second characters in FF, FS, SF and SS are for the NMOS and the PMOS,
respectively. Performances of all the worst case models of the proposed circuits are better than
that of digital counter part with the half of decoding speed
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The results of Figure 6 are the ones without considering the fabrication
inaccuracy. To estimate the decoding speed of the real chip, two different kinds of
tests have been done: the worst-case simulation and the Monte Carlo analysis.

In the worst-case simulation, the performance of the circuits has been tested
assuming the size (W/L) is normal, bigger or smaller than that of the nominal one for
NMOS and PMOS, respectively. The different kinds of size (W/L) deviation of the
transistors of NMOS and PM OS are chosen by the speed options of the chip in
HSPICE simulator. For example, a slow-fast (SF) option assumes that NMOS is
larger and the PMOS is smaller than that of the nominal ones, respectively. Therefore,
the option SS is the worst case where all the NMOS and PMOS are assumed to be
slow. Observing the error correction performance of the proposed Viterbi decoder for
4 different worst-case models at 180Mb/s in Figure 7, we see that the speed of the
proposed circuits to achieve the same performance of the digital counter part [20] is
two times faster than that of the digital one.

R P S P Pommmmmmmm i mm EEE T 4---r-r-ene----d
Proposed viterhi decoder at 180Mbps with nominal mos parameter

Proposde Viterhi decoder with 1% deviation from nominal mos parameter
Proposde Witerbl decoder with 2% deviation from nominal mos parameter
Proposde Witerbl decoder with 3% devlation from nominal mos parameter N
Proposde Witerbi decoder with 4% deviation from nominal mos parameter
Proposde Viterbi decoder with 504 deviation from nominal mos parameter
Digital Viterhi decader at 91Mbps [20

{TAvetbo

| -
3 35 4 45 5 55 5
Eb/No[dB]

Fig. 8. Performance of the proposed Viterbi decoder when mismatching among transistors is
considered. The mismatching is allowed by deviating the MOS parameters of each transistor by
randomly generated amount

The circuit simulation to show the mismatching effect has also been done based

on the Monte Carlo analysis. For this end, Vt and TOX values of all transistors are

varied randomly within the ranges of m% of their nominal values while the value of
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m varies from 1 to 5. For example, if m is 2, the deviation of the parameters is the
randomly selected number within the range of [-2%, 2%] of its nominal value.

Therefore, V, and T, values are assigned differently for every transistors and the

mismatching condition of the circuits is established. Figure 8 shows the performance
of the proposed Viterbi decoder at 180 Mbps, which is about two times higher speed
than that of the conventional digital counter part. As shown in the figure, the
performance of the Viterbi decoder degrades gracefully as the deviation increases.
However, it is still better than that of the digital counter part with one half speed until
3% of deviation.

5 Conclusion

A very high speed and low power Viterbi decoder employing a circularly connected
2-dimensional analog CNN cell array is proposed. The Viterbi decoder has been
designed with CMOS circuits using HSPICE and its decoding performance has been
reported. To estimate the decoding speed of the real chip, the designed circuits have
been analyzed with two different kinds of tests such as the worst-case simulation and
the Monte Carlo analysis. The estimated speed of the proposed circuit to achieve the
equivalent performance to the digital Viterbi decoders is two times faster than that of
the state-of-the art digital counter part consistently in all the analyses. Besides the
speed superiority, the proposed Viterbi decoder has several better features over the
conventional Viterbi decoders such as smaller amount of power consumption, shorter
latency, no path memory requirement. The number of transistors employed for this
circuit is also less than that of the digital counter part.
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Abstract. In this paper, we propose an associative parallel algorithm
for updating a minimum spanning tree when a vertex and all its in-
cident edges are deleted from the underlying graph. This algorithm is
represented as the corresponding procedure implemented on a model of
associative parallel systems of the SIMD type with vertical data process-
ing (the STAR—machine). We justify the correctness of this procedure
and evaluate its time complexity.

1 Introduction

Updating a minimum spanning tree (MST) after changes in the network topology
is a fundamental problem. Let G be an undirected graph with n vertices and
m edges and T be its MST. Let one of the following changes be performed in
G: deletion or insertion of an edge, or deletion or insertion of a vertex along
with its incident edges. We want to compute a new MST for the altered graph
by performing changes in the given 7. In particular, such a problem arises in
computer networks that use broadcast or multicast routing protocols [2]. The
dynamic graph algorithms are designed to handle graph changes. They maintain
some property of a changing graph more efficiently than recomputation of the
entire graph from scratch with a static algorithm after every change.

We study the vertex deletion problem. Let us enumerate the main results ob-
tained for this task. Chin and Houck [1] proposed an O(n?) sequential algorithm
for reconstructing an MST after deletion of any vertex. Tsin [13] presented a pa-
rallel algorithm that updates an MST after a single vertex deletion. Tsin’s algo-
rithm uses n?/logn CREW PRAM processors and runs in O(log n + log® d7(v))
time, where 7 (v) is the tree degree of a deleted vertex v. Pawagi and Kaser [12]
have generalized Tsin’s algorithm to handle the k-vertex deletion problem. Das
and Loui [2] proposed two algorithms for reconstructing an MST after deletion
of any vertex. Their sequential algorithm takes O(mlogn) time in general and
their parallel algorithm takes O(log® n) time using m CREW PRAM processors.

* This work was supported in part by the Russian Foundation for Basic Research
under Grant 03-01-00399.
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In this paper, we first propose a simple and elegant associative parallel al-
gorithm for dynamic reconstructing an MST after deletion of a vertex and all
its incident edges from the underlying graph. Our model of computation (the
STAR-machine) simulates the run of associative (content addressable) parallel
systems of the SIMD type with bit—serial (vertical) processing and simple single—
bit processing elements (PEs). Such an architecture is best suited to solving
graph problems. By analogy with [9], our associative algorithm for the vertex
deletion problem uses a graph represented on the STAR-machine as a list of
triples (edge vertices and the weight) and a matrix of tree paths consisting of m
rows and n columns. Its every i-th column saves the tree path from the root vy
to vertex v;. In view of [10], initially the source MST and the corresponding ma-
trix of tree paths are known. Such a matrix is used both to select the connected
components obtained after deleting a vertex from the graph and to construct a
new MST. To achieve the dynamic reconstruction of an MST, we perform the
corresponding changes in the matrix of tree paths each time after finding a new
MST.

The associative parallel algorithm for updating the MST after a single vertex
deletion is represented on the STAR-machine as procedure DeleteVert whose
correctness is proved. We obtain that this procedure takes O(hlogn) time, where
h is the number of vertices whose tree paths change after deletion of a vertex.
Following Foster [3], it is assumed that each elementary operation of the STAR-
machine (its microstep) takes one unit of time.

2 An Associative Parallel Machine Model

We define the model as an abstract STAR—machine of the SIMD type with verti-
cal processing and simple single—bit PEs. It consists of the following components:

— a sequential control unit (CU), where programs and scalar constants are
stored;

— an associative processing unit consisting of p single—bit PEs;

— a matrix memory for the associative processing unit.

The CU broadcasts an instruction to all PEs per unit time. All active PEs
execute it simultaneously while inactive PEs do not perform it. Activation of a
PE depends on data.

Input binary data are loaded in the matrix memory in the form of two—
dimensional tables, where each data item occupies an individual row and it is
updated by a dedicated PE. The rows are numbered from top to bottom and
the columns — from left to right.

The associative processing unit is represented as h vertical registers, each
consisting of p bits. A vertical register can be regarded as a one—column array
that maintains an entire column of a table. Bit columns of tabular data are
stored in the registers which perform the necessary bitwise operations.

The STAR-machine run is described by means of the language STAR [7]
being an extension of Pascal. To simulate data processing in the matrix memory,
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we use the data types slice and word for the bit column access and the bit row
access, respectively, and the type table for defining the tabular data. Assume
that any variable of the type slice consists of p components. For simplicity, let
us call “slice” any variable of the type slice.

Let X, Y be variables of the type slice and ¢ be a variable of the type
integer. We use the following elementary operations:

SET(Y') sets all components of the slice Y to ’1’; CLR(Y") sets all components
of Y to '0/; Y (4) selects the i-th component of Y; FND(Y') returns the ordinal
number ¢ of the first (the uppermost) component ‘1’ of Y; STEP(Y') returns
the same result as FND(Y") and then resets the first 1’ found to '0’; NUMB(Y)
returns the number of components ‘1’ in the slice Y.

In the usual way we introduce predicates ZERO(Y') and SOME(Y") and the
bitwise Boolean operations X andY, X orY, notY, X xorY.

The above—mentioned operations are also used for variables of the type word.

Let T be a variable of the type table. We use the following two operations:

ROW(i,T) returns the é-th row of the matrix T; COL(¢,T') returns its i-th
column.

Remark 1. Note that the STAR statements are defined in the same manner
as for Pascal. They will be used for presenting our procedures.

We will employ the following three basic procedures implemented on the
STAR-machine [8]. They use a global slice X to mark with ones the positions
of rows which will be processed. As shown in [8], these procedures run in O(k)
time each, where k is the number of columns in T'.

The procedure MATCH(T, X, v, Z) defines in parallel positions of the given
matrix T rows which coincide with the given pattern v written in binary code. It
returns the slice Z, where Z(i) =’ 1’ if and only if ROW (i, T') = v and X (i) =" 1’.

The procedure MIN(T, X, Z) defines in parallel positions of the given matrix
T rows, where minimum elements are located. It returns the slice Z, where
Z (i) =" 1’ if and only if ROW(i, T') is the minimum element in 7" and X (i) =’ 1'.

The procedure TCOPY(T, h, F') writes the given matrix T', consisting of h
columns, into the resulting matrix F'.

3 Preliminaries

Let G = (V, E) denote an undirected graph, where V is a set of vertices and E
is a set of edges. Let wt(e) denote the weight of the edge e. We assume that
V={1,2,....n}, |V]| =n, and |E| = m.

A path from v1 to v in G is a sequence of the vertices vy, va, ..., vk, where
(Ui,’l)i+1) € Ffor 1 S i < k.

A minimum spanning tree T = (V, E’) is a connected acyclic subgraph of G,
where £/ C E and the sum of weights of the corresponding edges is minimum.

Each edge e € E — E’ is called a chord of G.

Let 07 (v) denote the number of edges of T incident on wv.

A connected component is a maximal connected subgraph of G.
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Fig.1. Graph G and its MST T

Let every edge (u,v) be matched with the triple (u,v,wt(u,v)). Note that
vertices and weights are written in binary code. In the STAR—machine memory,
a graph is represented as association of matrices left, right, and weight, where
every triple (u, v, wt(u,v)) occupies an individual row, and u € left, v € right,
and wt(u,v) € weight. A minimum spanning tree is represented as a slice, where
positions of edges belonging to it are marked with '1’.

We also use a matrix of tree paths M consisting of m rows and n columuns.
Its every i-th column saves the tree path from the root v; to vertex v;. Initially,
it is obtained along with the MST [10].

Let an edge from the i-th row of the graph representation be deleted from
the MST. Then the vertices marked with ‘1’ in the ¢-th row of M form a separate
connected component.

We will illustrate the use of the matrix M by means of a graph given in
Figure 1. In the right part of this figure, solid edges form the MST T'.

Let the edge (3,5) be deleted from the MST. In Table 1, this edge is writ-
ten in the seventh row of the graph representation. Therefore vertices {4, 5,6}
marked with ‘1’ in the seventh row of the matrix M form a separate connected
component.

In [9], we proposed two associative parallel algorithms for the dynamic edge
update of an MST. They employ the matrix of tree paths M. After finding a
new MST, this matrix changes by means of the auxiliary procedure TreePaths.

Table 1. Representations of a graph, its MST, and the matrix of tree paths on the
STAR-machine

Table Slice Matrix M

left | right | weight | S | T 1{2(3|4|5]6
1|001| 010 010 1)1 110|111 ]1¢(1
21001 | 011 111 110 2(0{0]0|10]0]O0
31010 | 011 100 1)1 3(0jO0(1(1]1]1
41010 | 100 110 110 410(0]|0j0|0]O
51011 | 100 110 110 5(0[{0[0|0|0]|O0
6| 100 | 101 011 1)1 6({0|0|0|1]0]|1
71011 101 100 1)1 70001 ]1]1
8| 100 | 110 111 1)1 (0000|001
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4 Associative Parallel Algorithm for Updating an MST
After Deletion of a Vertex

Let G — v be a graph after deleting the vertex v and all its incident edges. We
assume that this graph is connected and has an MST.
The algorithm consists of the following three stages.
At the first stage, we determine connected components obtained after deleting
vertex v and all its incident edges. Then we save vertices adjacent to vertex v.
At the second stage, we first determine positions of chords. Then positions of
edges incident on v are deleted from the current MST. Finally, we determine the
positions of chords being included in the new MST and save their endpoints.
At the third stage, we recompute the matrix of tree paths M.

4.1 Finding Connected Components

Let a vertex v and all its incident edges be deleted from the MST T'. By definition
of a tree, there is such a unique edge, say -, incident on v that vertex v is not
reachable from v; after deleting this edge from the MST. Therefore the MST
is divided into two subtrees 77 and 75 such that 737 includes vertex v; and 75
includes vertex v along with vertices reachable from v. Let v be written in the
i-th row of the graph representation. Since the subtree T5 also includes edges
incident on v that will be deleted from the MST, one can determine the subtree
that includes vertex vy. It is precisely those vertices that are not marked with
1" in the i-th row of the matrix M.

Now, we propose an associative parallel algorithm for finding connected com-
ponents obtained after deleting vertex v from the MST. Knowing the given MST,
vertex v, and the matrix of tree paths M, it builds a matrix of connected com-
ponents comp, consisting of n bit columns and dr(v) rows. Its every row saves
a separate connected component. The algorithm performs the following steps.

Step 1. Save positions of edges from the MST incident on vertex v.

Update the selected edges using Steps 2-5.

Step 2. Select position i of the current edge from the MST incident on v.

Step 3. Save the i-th row of the matrix M using a variable, say w;.

Step 4. Verify whether vertex v belongs to the row w;.

The following two cases are possible.

Case 1. The vertex v is marked with '1” in w;. Then notw; is written in the
current row of the matrix comp.

Case 2. The vertex v is marked with ‘0’ in w;. Then w; is written in the
current row of the matrix comp.

Step 5. Determine the vertex adjacent to vertex v and save its number in the
variable vdel.

Let in Figure 1 vertex 5 and its incident edges be deleted from the MST. Then
in view of the rule from Step 4, we determine connected components {4,6} and
{1,2,3} using the sixth and the seventh rows of the matrix M, respectively.
Hence, the matrix comp will consist of the following two rows: 000101 and
111000. One can check that vdel =001100.
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On the STAR—machine, the algorithm is realized by means of the procedure
Subtrees. It returns the following parameters: a matrix comp; a variable vdel to
save vertices adjacent to vertex v; a slice S to save positions of edges that remain
after deleting vertex v and all its incident edges; a slice Y to save positions of
edges from the MST incident on v.

Now, we propose the following procedure.

procedure Subtrees(left,right:table; code: table; M: table;
T:slice(left); v:integer; var S,Y:slice(left);
var vdel:word; var comp: table);
/* Here, S is the slice that saves positions of all graph edges,
T is the MST and v is the deleted vertex. */
var X:slice(left);
Z,Z1:slice(code);
i,j,k:integer;
nodel,node2,wl,w2: word;

1.Begin SET(Z); j:=0; CLR(vdel);
2. nodel:=ROW(v,code);
3. MATCH(left,S,nodel,X);
4. MATCH(right,S,nodel,Y);
5. X:=XorY;
/* The slice X saves positions of all graph edges incident on v. */
6. S:=Sand (notX);
/* Positions of edges incident on v are deleted from the slice S. */
7. Y:=XandT;
/* The slice Y saves positions of edges from T incident on v. */
8. X:=Y;
9. while SOME(X) do
10. begin i:=STEP(X);
/* We select the position of the current deleted edge. */
11. wl:=ROW(i,M); j:=j+1;
12. if wi(v)=’1’ then
/* The connected component includes vertex v. */
13. begin w2:=notwl;
14. ROW(j,comp) :=w2;
15. end
16. else ROW(j,comp) :=wl;
17. node2:=ROW(i,left);
18. if nodel=node2 then node2:=ROW(i,right);
19. MATCH(code,Z,node2,Z1) ;
20. k:=FND(Z1);

/* The endpoint k of the deleted edge belongs to the connected
component located in the j-th row of the matrix comp. */

21. vdel(k):=’1";

22. end;

23. End;
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Theorem 1. Let a graph G be given as association of the matrices left and right,
and the matriz code save binary representations of vertices. Let an MST be given
as a slice T and vertex v be deleted from it. Then the procedure Subtrees returns
the matriz comp and the above described variables vdel, S, and Y.

Proof. (Sketch) We prove this by induction on the number of edges k being
incident on vertex v in the MST.

Basis is checked for k£ = 1. After performing lines 1-6, the variable nodel
saves the binary code of vertex v and positions of all its incident edges are
deleted from the global slice S. After performing lines 7-8, each of slices X and
Y saves position of a single edge, say 7, incident on v in the MST.

After performing lines 10-11, we first extract position i of 7 and then we
save the i-th row of the matrix M using the variable wl. Since there is a single
edge incident on v in the MST, after deleting v only vertex v is not reachable
from vertex v;. Therefore wl(v) =" 1’. Hence, after performing lines 12-15,
we obtain a single connected component consisting of all vertices except v and
write it in the first row of the matrix comp. One can immediately verify that
after performing lines 17-21, the variable vdel saves the vertex of v adjacent to
v. Since the slice X consists of zeros, the procedure terminates.

Step of induction. Let the assertion be true for MSTs that include no more
than k& — 1 edges incident on v. We prove this for MSTs having k& such edges.

Again, after performing lines 1-8, positions of all edges incident on v are
deleted from the slice S, and each of slices X and Y saves positions of k edges
from the MST incident on v.

By inductive assumption, after updating the first £ — 1 edges incident on v in
the MST, the first £ — 1 connected components are written in the corresponding
rows of the matrix comp, the variable vdel saves k — 1 vertices adjacent to vertex
v and the slice X saves position of a single edge incident on v. Since X is a non—
empty slice, we start with line 10. By analogy with the basis, after performing
lines 1022, we first select the last connected component and write it in the k-th
row of the matrix comp. Then we include the endpoint of this edge adjacent to
v in vdel. Since the slice X consists of zeros, the procedure terminates. a

Now, we enumerate two properties of the matrix comp and three rules being
used for constructing a new MST.

Property 1. Vi Aj, ROW(i, comp) ~AROWY(, comp).
Property 2. There is a unique bit '1’ in every column of the matrix comp.

Rule 1. To determine the connected component that includes the vertex having
number i, we need to select the i-th column of the matrix comp and to find the
position of '1’.

Rule 2. To determine whether endpoints of a chord (i,7) belong to the same
connected component of the matrix comp, we need to find the row of comp that
includes vertex ¢ (using Rule 1) and then check whether the j-th bit of this row
is equal to "1’
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Rule 3. Let endpoints of a chord (i, j) belong to different connected components
from the matrix comp. Then a new connected component is obtained by includ-
ing the connected component containing its right endpoint (vertex j) into the
connected component containing its left endpoint (vertex 7). Then we write zeros
in the matrix comp row, where the connected component including the vertex j
was written.

4.2 Finding a New MST

Here, we propose an associative parallel algorithm that constructs a new MST
from the current one after deletion of vertex v and all its incident edges. Know-
ing connected components obtained after deleting vertex v from the MST and
positions of edges incident on v, the algorithm determines a new MST, positions
of chords joining different connected components and their endpoints.

To obtain a new MST, we will simulate the run of Kruskal’s algorithm [6] on
the STAR—machine. Initially, this algorithm acts on é7(v) connected components
each being an MST on the corresponding graph induced by its vertices [1].

At every iteration when the current selected chord of the minimum weight
connects two dif ferent connected components, we unite them together with
this chord forming a single connected component which is also an MST on the
corresponding graph induced by its vertices.

The process continues until all connected components are united in a single
connected component.

Let o7 (v) = q. Let us agree to denote by C'(u) a connected component that
includes vertex wu.

The associative parallel algorithm is performed as follows.

Step 1. Make a copy of the matrix comp, namely, compl.

While g > 1, perform Steps 2-5.

Step 2. Find position i of the minimum weight chord. Then delete this chord
from further consideration.

Step 3. Determine both vertices of this chord. Let the chord (I, r) be written
in the i-th row of the graph representation.

Step 4. Determine the matrix compl row that contains vertex [.

Step 5. Check whether vertex r belongs to the same connected component.

The following two cases are possible.

Case 1. Both vertices belong to the same connected component. Then go to
Step 2.

Case 2. Both vertices belong to different connected components. Then include
the chord from the i-th row in the MST and in the slice Rep. Further, save
its endpoints [ and 7 in the i-th row of the matrix endpoints and perform the
statement ¢ := g — 1. Moreover, by means of Rule 3, determine a new connected
component that unites C(l) and C(r) and change the corresponding rows of the
matrix compl.
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On the STAR—machine, this algorithm is realized by means of the procedure
NewMST. It returns the following parameters: a slice T' to save the new MST;
a slice Rep to save positions of chords joining different connected components;
a matrix endpoints whose every i-th row saves both vertices of the chord from
the i-th row of the graph representation being included in the slice Rep.

Initially, the slice T" saves the current MST and the slice Rep consists of zeros.

Let us present the following procedure.

procedure NewMST(left,right:table; weight: table; code: table;
comp: table; Y,S:slice(left); n: integer; var T,Rep:
slice(left); var endpoints: table);
var compl: table;
X,NT: slice(left);
Z,Z1:slice(code);
F: slice(comp);
i,j,k,1l,r,q:integer;
wl,w2,w3: word;
1. Begin SET(Z); CLR(Rep);
2. TCOPY(comp,n,compl);
3. NT:=Sand (notT);
/* The slice NT saves positions of chords. */
4. T:=Tand (notY);
/* We delete positions of edges incident on v from the slice T'. */
5. q:=NUMB(Y);
6. while g>1 do
7 begin MIN(weight,NT,X);
8 1:=FND(X); NT(i):=’0’;
/* The position of the minimum weight chord is located
in the i-th row of the graph representation. */

9. wl:=ROW(i,left);
10. MATCH(code,Z,wl,Z1); 1:=FND(Z1);
11. wl:=ROW(i,right);
12. MATCH(code,Z,w1,Z1); r:=FND(Z1);
/* Here, (I,r) is the edge (say 7) from the i-th row. */
13. F:=COL(1,compl); j:=FND(F);
14. w2:=ROW(j,compl);

/* The endpoint [ of the edge v belongs to the connected
component written in the j-th row of compl. */
15. if w2(r)=’0’ then
/* The case when the endpoint r of v doesn’t belong
to the same connected component. */

16. begin Rep(i):=’1";
17. T(i):=’1’; CLR(w3);
18. w3(1):="1’; w3(r):="1";

/* The variable w3 saves the edge (I,7). */
19. ROW(i,endpoints) :=w3;
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20. F:=COL(r,compl); k:=FND(F);
21. w3:=ROW(k, compl) ;
/* The endpoint r of v belongs to the connected component
written in the k-th row of the matrix compl. */

22. w2:=w2o0rw3;

/* Here, w2 saves the join of two connected components. */
23. ROW(j,compl) :=w2;

24. CLR(w3); ROW(k,compl) :=w3;

25. q:=q-1;

26. end;

27. end;

28. End;

Theorem 2. Let a graph G be given as a list of triples and the matrixz code save
binary representations of vertices. Let a matriz comp save the selected connected
components, a slice Y save positions of edges incident on the deleted vertex, and
n be the number of graph vertices. Then the procedure NewMST returns the slices
T and Rep and the matriz endpoints described above.

Proof. (Sketch) We prove this by induction on the number of connected com-
ponents k obtained after performing the procedure Subtrees.

Basis is checked for k = 2. If there is a single connected component, the new
MST is obtained from the current MST by deleting a single edge incident on v.

After performing lines 1-3, the slice Rep consists of zeros, the matrix compl
is a copy of the matrix comp, and the slice NT saves positions of chords. After
performing lines 4-5, positions of edges incident on v are deleted from the slice
T and ¢ saves the number of edges incident on v in the MST. Since ¢ = 2, we
fulfil the cycle from line 6.

Here, after performing lines 7-8, we determine position ¢ of the minimum
weight chord, say -, and exclude it from the slice NT'. After performing lines
9-12, we find out that v = (I,r).

After performing lines 13-15, using Rule 1, we first determine the connected
component C(I) that includes vertex ! . Then by means of Rule 2, we verify
whether r belongs to C(1). We consider the following two cases:

Case 1. Let r ¢ C(l). Then after performing lines 16-19, we save position 4
of v both in the slice Rep and in the slice T'. Moreover, we save this chord in the
i-th row of the matrix endpoints. On performing lines 2025, we first determine
the connected component C(r). Then by means of Rule 3, we merge together
C(1) and C(r) and change the corresponding rows of the matrix compl. Finally,
we perform the statement ¢ := g — 1. Since ¢ = 1, the procedure terminates.

Case 2. Let r € C(1). Then we go to line 7 and select another chord of the
minimum weight because the previous chord was deleted from the slice NT.

It remains to show that the slice T saves positions of edges from the new
MST. Really, we have deleted from 7' the positions of two edges incident on v
(line 4) and have included the position of the minimum weight chord that links
two connected components (line 17).
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Step of induction. Let the assertion be true for MSTs having no more than
k — 1 connected components. We prove this for MSTs that include k£ connected
components. After performing lines 1-5, we obtain the matrix compl and update
slices Rep, NT', and T by analogy with the basis. Since ¢ > 1, we perform the
cycle from line 6.

By inductive assumption, after selecting the first k—1 chords of the minimum
weight that link two different connected components, there is such a row in the
matrix compl that the union of k — 1 connected components is written. In view
of Rule 3, k — 2 rows of compl consist of zeros. Positions of these chords are
included both in the slice T' and in the slice Rep, their endpoints are written in
the corresponding rows of the matrix endpoints and ¢ = 2. Therefore we perform
line 6. Further we reason by analogy with the basis. a

4.3 Recomputing Tree Paths

Let us explain the main idea of the associative parallel algorithm for recomputing
the matrix of tree paths M.

We first select the connected component w; that includes root v;. Tree paths
for vertices from w; do not change. Then we select the connected component wo
which is linked with w; by means of a chord. After that, we determine new tree
paths for all vertices from ws using the auxiliary procedure TreePaths. Further,
we unite wi and wy and obtain a new connected component w;.

The process is carried out until all connected components are included in w; .

The associative parallel algorithm for recomputing tree paths is realized as
procedure ChangePaths. It uses the following input parameters: matrices comp
and endpoints, and a slice Y described before. The procedure returns a slice
Rep, a variable vdel, and the recomputed matrix M.

Initially, the slice Rep saves the positions of chords being included in the new
MST, the variable vdel saves vertices adjacent to vertex v, and the matrix M
saves tree paths to all vertices of the source graph.

Really, the procedure NewMST does not change the matrix comp and vari-
ables vdel and Y obtained in the procedure Subtrees. Moreover, the matrix
endpoints and the slice Rep are obtained in the procedure NewMST. Note that
the procedures Subtrees and NewMST do not change the matrix M.

The associative parallel algorithm is performed as follows.

Step 1. Make a copy of the matrix M, namely M1, to save tree paths from
root vy to all vertices of the source graph.

Step 2. In the matrix comp, select a connected component w; that includes
root v1. Tree paths for vertices from w; do not change.

While g > 1 , perform Steps 3-8.

Step 3. In the matrix endpoints, select position i of a chord whose endpoint
k belongs to w;. Delete this chord from the slice Rep.

Step 4. Define another endpoint ins of this chord. Hence, we assume that the
chord (k,ins) is written in the i-th row of the matrix endpoints.

! Here, ¢ = dr(v).
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Step 5. Select the connected component ws that includes vertex ins. In ws,
determine vertex del being adjacent to the deleted vertex v. Delete vertex del
from the row wvdel.

Step 6. By means of the matrix M1, determine both a new tree path W to
vertex ins and a slice P to save positions of tree edges that link the vertices ins
and del.

Step 7. By means of the procedure TreePaths, compute new tree paths for
all vertices from the connected component ws. Write down them in the corre-
sponding columns of the matrix M.

Step 8. Join the connected component ws to the connected component w;.
Then perform the statement ¢ := ¢ — 1.

Now we propose the following procedure.

procedure ChangePaths(comp: table; endpoints: table;
Y:slice(left); n: integer; var Rep:slice(left);
var vdel: word; var M: table);
var M1: table;
i,j,jl,k,1,q,del,ins: integer;
X1,X2,P,W,Repl:slice(left);
F: slice(comp);
wl,w2,w3: word;
1.Begin TCOPY(M,n,M1);
2. q:=NUMB(Y); Repl:=Rep;
/* Here, g saves the number of connected components. */
3. F:=COL(1,comp); j:=FND(F);
4. w1l:=ROW(j,comp);
/* Here, wl saves the connected component that includes root vl. */
while g>1 do
6 begin i:=STEP(Repl);
7. w2:=ROW(i,endpoints);
8
9

(%)

w3:=wlandw2;
while ZERO(w3) do

10. begin i:=STEP(Repl);
11. w2:=ROW(i,endpoints);
12. w3:=wlandw2;

13. end;

/* We select the position of the edge that joins the connected
component having root v; and another one. */

14. Rep(i):="0’; Repl:=Rep;
15. k:=FND(w3) ;
16. w2(k):=0’; ins:=FND(w2);

/* The edge (k,ins) is located in the i-th row
of the matrix endpoints. */
17. F:=COL(ins,comp); j1:=FND(F);
/* Vertex ins belongs to the connected component written
in the j1-th row of the matrix comp. */
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18. w2:=ROW(j1,comp);
/* Here, w2 saves a connected component whose tree paths
are recomputed. */
19. w3:=w2and vdel;
20. del:=FND(w3); vdel(del):=’0";
/* We determine endpoint of the deleted edge belonging
to the same connected component as vertex ins. */

21. W:=COL(k,M1); W(i):="1";
/* The slice W saves the new tree path to vertex ins. */
22. X1:=COL(ins,M1);
23. X2:=COL(del,M1);
24. P:=X1xo0rX2;
25. TreePaths(left,right,code,M1,ins,del ,M,P,W,w2);

/* We have determined new tree paths for every vertex from w2. */
26. wl:=wlorw2;

27. q:=q-1;
28. end;
29. End;

Theorem 3. Let matrices comp and endpoints be obtained after deleting the
verter v and all its incident edges from the given graph. Let Y save positions
of edges from the MST incident on v and n be the number of graph vertices.
Then the procedure ChangePaths returns the slice Rep, the variable vdel, and the
recomputed matriz of tree paths M.

Proof. (Sketch) We prove this theorem by induction on the number of connected
components obtained after performing the procedure Subtrees.

Basis is checked for & = 2. After performing lines 1-4, the slice Repl is a
copy of Rep, the matrix M1 saves paths to all vertices of the source graph, and
wl is a connected component that includes vertex v;. Since ¢ = 2, we perform
the cycle from line 5. Here, after performing lines 6-13, we select position i of
the chord included in the new MST whose endpoint belongs to wl. This can be
done because the matrix endpoints saves all chords included in the new MST.
After performing line 14, we first delete position of the selected chord from the
slice Rep and then perform Repl := Rep. After fulfilling lines 15-18, we first
determine endpoint & of the selected chord that belongs to wl. Then we define
its endpoint ins and the connected component w2 that includes it. Tree paths
for w2 will be recomputed. After performing lines 19-24, we determine other
parameters for the auxiliary procedure TreePaths.

Finally, after computing new tree paths for all vertices from w2, we join w2
to wl and obtain a new connected component wl. Since ¢ = 1 (line 27), the
procedure terminates.

Step of induction is proved as in Theorem 2. It should be noted that the
current connected component being joined to wl is easily determined because
at any iteration we update slices Rep and Repl and the variable vdel. a
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Now, we present the procedure DeleteVert that implements the associative
paralel algorithm for updating an MST after deletion of a vertex.

procedure DeleteVert(left,right:table; weight: table;
code: table; n,v:integer; var endpoints: table;
var S,T,Rep:slice(left); var M: table);

var comp: table;
Y: slice(left);
vdel: word;

Begin
Subtrees(left,right,code,M,T,v,S,Y,vdel,comp);
NewMST(left,right,weight,code,comp,Y,S,n,T,Rep,endpoints);
ChangePaths (comp,endpoints,Y,n,Rep,vdel,M);

End;

Let us evaluate time complexity of the procedure DeleteVert. One can check
that the procedures Subtrees and NewMST take O(d7(v)logn) time each. The
procedure ChangePaths requires O(slogn) time, where s is the number of ver-
tices whose tree paths are recomputed. Let h = max{dr(v), s}. Then the proce-
dure DeleteVert takes O(hlogn) time on the STAR-machine having no less than
m PEs. Note that the factor logn appears due to the use of the basic procedures
inside the cycle.

Now, we briefly compare our algorithm and the sequential algorithm Find
Node Replacements (FNR) by Das and Loui [2]. Let T'— v be the graph after
deleting vertex v and its incident edges from T'. Let R(v) be a set of edges such
that T'— v + R(v) is the MST of G — v. Let F(v) be a component graph of v
whose vertices correspond to the connected components of T'— v and its edges
correspond to nontree edges that are not incident to v and connect different
components of T — v. To determine R(v) for all v, the FNR algorithm simulates
Kruskal’s algorithm on each F(v). Note that adjacency lists of each F(v) are
determined by means of the parallel algorithm from [4] and the MSTs of each
F(v) are found using the parallel algorithm from [5]. Our algorithm determines
the connected components of T' — v using the corresponding rows of the given
matrix of tree paths. Moreover, MSTs of these components are obtained auto-
matically due to the tabular data structures and the vertical data processing.
The FNR algorithm simulates Kruskal’s algorithm on a graph modified via star
transformation. Our algorithm offers an original approach to obtaining a simple
simulation of Kruskal’s algorithm on the STAR—machine.

5 Conclusions

We have proposed a simple and natural associative parallel algorithm for the
dynamic updating an MST after deletion of a vertex. It uses a matrix of tree
paths to easily determine both a tree path between any pair of vertices and the
connected components obtained after deleting a vertex along with its incident
edges. We have also proposed a simple and natural method to easily determine
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a new MST from the current MST by means of Kruskal’s algorithm. We have
obtained that the corresponding procedure DeleteVert takes O(hlogn) time on
the STAR-machine having m PEs, where h = maz{dr(v), s} and s is the number
of vertices whose tree paths are recomputed. Moreover, we have compared our
algorithm and the FNR algorithm by Das and Loui [2].

We are planning to implement our algorithm on the associative graph ma-
chine [11] that carries out both the bit—serial and the bit—parallel processing.
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Abstract. PLVIP, experimental library for parallel image processing,
designed and implemented in the Image Processing Laboratory of the
Institute of Computational Mathematics and Mathematical Geophysics
SB RAS, is described. The library is built on the principle of vertical pro-
cessing and is installed on two multiprocessor computers of the Siberian
Supercomputer Center, the 32-processor Linux cluster MVS-1000/M and
the 8-processor SMP server RM600-E30. Basic characteristics of the li-
brary (supported data formats, organization of computational process,
and implemented subprograms) and an example of its application are
considered.

1 Introduction

Enormous size of remote sensing data (information flows up to 128 Mbps, single
image size of about 1 GB, daily content of receive data up to 60 GB) and the need
for its real-time interpretation (for example in problems of monitoring forest fires
and floods) require the high performance of the computers involved in processing.
Today it is obvious that the necessary performance cannot be reached by the
means of increasing the computer clock cycle alone, and parallel processing is
the only way to obtain the results within the required time frame.

Existing image processing systems belong, as a rule, to one of the following
three classes: multipurpose and highly optimized libraries for personal comput-
ers and workstations, such as Intel IPP [I] or open source library OpenCV [2];
programs for a single problem solution on multiprocessor computers; or yet more
specialized systems based on custom hardware. Unlike some other fields of infor-
matics that require a large amount of computations (solution of linear algebra
problems, building of high-performance data bases, etc.), basic image processing
systems for conventional multiprocessor computers do not exist today.

The present work describes an experimental library for parallel image pro-
cessing PLVIP designed and implemented in the Image Processing Laboratory
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sian Foundation for Basic Research (project No. 05-07-90057).
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of the Institute of Computational Mathematics and Mathematical Geophysics
SB RAS. The principle of vertical processing was chosen as the algorithmic
base of the library, which provides effective processing of the arrays of short
data, for example halftone images with small color depth. The library is in-
stalled on two multiprocessor computers of the Siberian Supercomputer Center,
the 32-processor Linux cluster MVS-1000/M and the 8-processor SMP server
RM600-E30.

In the paper, after a brief description of the vertical processing method,
the basic principles of the building of the library PLVIP are considered: sup-
ported data formats, organization of computational process, and implemented
subprograms. Next, the way of optimization of the calculations based on vertical
processing is considered. The application of the created software is illustrated
by the example of the solution of the classic digital cartography problem, the
recovery of an elevation map from a given contours set. In the conclusion, the
author’s considerations about the further work direction are stated.

2 Vertical Processing

In 1970s, for the support of the solution of the problems permitting the mass in-
formation processing, including the image processing problems, specialized fine-
grained SIMD computers were created. This computers consisted of a very large
number (up to a hundred of thousands) of synchronously operating one-bit pro-
cessor elements with own memories and an interconnection network connecting
them [3]. The characteristic feature of SIMD computers was a vertical, or word-
parallel bit-serial, approach to data processing (vertical processing, VP) [4].
The VP principle is schematically shown in Fig. 1, which represents the ex-
ample of the processing of a data array by the traditional and the “vertical” way.
Unlike the traditional processing, when the elements of the array are loaded into

a a az- - - a

W LTI

S I A D

PROCESSOR PROCESSOR

Fig. 1. Traditional (at left) and vertical (at right) approaches to data processing
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processor by turns, and a single element is processed as a whole, during VP the
same-named (i.e., of the same significance) bits of multiple elements are loaded
into processor together.

The set of the values of the same-named bits of all pixels of an image is
called a bit plane of the image. It is bit planes that are the handling units of the
vertical image processing (VIP); the value of a pixel is composed of the values
of the corresponding bits of image planes (Fig. 2).

The algorithmic basis of VIP is formed by the operations on bit planes:

— bitwise Boolean operations;

— shifts to the horizontal (X-shifts) and the vertical (Y-shifts) direction;

— calculation of a “mass” of a bit plane, i.e., of the number of the one bits in
it;

— checks on the presence of at least one 1 (or 0) bit in a bit plane and on the
equality of two bit planes.

The data model used in VP didn’t find an application out of specially de-
signed processors; in particular, the questions of the implementation of VIP
in conventional computers are still unexplored today. Meanwhile, there are the
following reasons to study these questions.

1. The performance of bit-serial computations grows with the decrease of the
size of an individual datum being processed; this allows making the pro-
cessing of arrays of short data more efficient, for example the processing of
halftone images with small color depth.

2. For VP, there are no limitations on the size of a single datum being processed;
this makes calculations with an arbitrary accuracy easy to perform.

3. The algorithmic basis of VIP can be effectively implemented on conventional
computers by the operations on machine words (bitwise Boolean operations
and shifts); present-day 64-bit microprocessors allow processing 64 pixels of
an image in parallel.

A= {ai/} 7 bit plane 3
/ bit plane 2

/ bit plane 1

bit plane 0

/
/ |
/ 0
/ 1
/ I

7 ags=1011(B)=11

Fig. 2. A 16-color image A consists of four bit planes. The value of the pixel (8,5) of
A is composed of the values of the corresponding bits of A planes
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4. The intrinsic parallelism of VP allows using multiprocessor computers of the
traditional architecture for VIP implementation.

Given considerations became the reasons for creating an experimental image
processing library for traditional MIMD-computers. The library was designed
on the base of VP principle and called PLVIP (Parallel Library for Vertical
Image Processing).

3 The PLVIP Library

The library PLVIP is implemented as a set of C-subprograms [5]. The program-
ming language C and the parallel programming interface MPI were chosen as
implementation tools; that provides both possibility of low-level manipulations
with bit planes and portability of the source code of the library to most present-
day multiprocessor architectures.

3.1 Data Formats

The key problem in carrying the idea of VP to conventional computers was the
design of the format of a bit plane. The impossibility of the implementation of
the full two-dimensional topology on the linear address space of a conventional
computer resulted in a compromise settlement that is similar to the way the VGA
video adapter maps video memory onto main memory in some graphics modes.
A bit plane of an M x N image is represented by the set of M-bit strings formed
by sequentially kept machine words. The number of words in a string is equal
to M/DC, where DC is the machine word width (suppose that M is divisible
by DC). To support the neighborhood relation by shifts of machine words, the
correspondence between bits of a plane and pixels of the image is defined as
follows: the i-th (from leftmost) bit of the j-th (from lower address) word of
the k-th string of the bit plane corresponds to the pixel with the coordinates
(jDC + i, k) (Fig. 3).

On this basis, the formats of halftone images, as sets of bit planes, are built:
integer and fixed-point. The color depth of fixed-point images is an even number,
and the binary point divides the bit representation of a pixel value in half.

3.2 Organization of Computational Process

The domain decomposition was chosen as the basis principle of computations
parallelization: bit planes (and therefore halftone images) are cut into contigu-
ous horizontal strips whose number is equal to the number of the executing
processors; the strips are then distributed among the processors (Fig. 4).

This principle provides the effective parallelization of Boolean operations
and X-shifts, but Y-shifts, calculation of mass, and comparisons, in their general
form, require data transfer between processors. While comparisons of bit planes
and calculation of mass, intensity of interprocessor communications can be es-
sentially weakened in practical cases by using on a single processor P the result
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DC bits (DC — ?\machine word width)

6,0)(1,0)(2,0) . \ . (M-1,0)
Sting0 [ | | | | ]

(0,1)(1,1)(2,1) R (M-1,1)
String 2 | | | | | |

(O,N-1) 5 s o o (M-1,N-1)
StringN—1| | | | | |

Fig. 3. The representation of a bit plane

Strip 0 = Processor 0

Strip 1 = Processor 1

q Strip 2 = Processor 2

Strip 3 > Processor 3

Fig. 4. The basic parallelization principle of the PLVIP library: bit planes are cut into
strips

of these operations in the strip corresponding to P. However the intensive use of
Y-shifts by an algorithm makes it unsuitable for such parallelization. Therefore,
to provide alternative ways of parallelization, most operations are implemented
in the PLVIP library both for images cut into strips and for whole images on
one processor.

A “star” was chosen as the topology of computations: all input/output op-
erations and conversions of image formats are carried out by the one, “root”,
processor; the other processors receive data from the root, process it, and, if
necessary, return results to the root. The choice of such topology is stipulated
by features of the file system of the MVS-1000/M computer.

3.3 Subprograms of the Library

The set of the library subprograms includes ones for:

— library initialization/termination;
— image input/output in BMP and PCX format;
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image distribution among processors and assembling on the root processor
from strips;

— binary images (bit planes) handling: copying, bitwise Boolean operations,
shifts, comparisons, and calculation of the mass;

— halftone images handling: copying, converting between the vertical and the
traditional image formats, setting/getting the value of a pixel, etc.;

— halftone images arithmetic: pixel-wise summation, subtraction, multiplica-
tion, and division; calculation of the sum of image pixels and of the inner
product of two images;

— halftone images processing: building a histogram, profiles, a level set of pix-
els values; thinning by Zhang and Suen’s method [6]; and calculating the
Euclidean Distance Transform (EDT).

Table1 shows the speed-up values of the execution of some subprograms
of the library on 2, 4, 8, 16, and 24 processors relative to the one-processor
execution (the size of the test images is 640 x 640 pixels, the calculations were
carried out on MVS-1000/M).

The exceeding, in some cases, the number of executing processors N by speed-
up values can be explained by the following two factors.

1. The size of data a single processor manipulates with decreases with the
growth of N, and beginning from some N = N*, the processor places all
data to be processed in the CPU cache memory, which is much faster then
the main memory.

2. An optimization was applied in a number of the subprograms, which allows
reducing the volume of computations on a single processor. The optimization
is based on global properties of the strips processed by the processor (absence
of one (or zero) bits in a strip, coincidence of corresponding strips of two
planes, etc.) (see Sect.4). With the growth of N and, respectively, with the
decrease of the size of the strips to be processed by a single processor, the
effectiveness of such optimization increases.

Table 1. Speed-up values of the execution of some PLVIP subprograms relative to
one-processor execution

Subprogram Number of processors
214 4|16| 24

Pixel-wise multiplication 1.6|4.4|10.5|18.0| 24.4
Inner product 2.0(3.8| 7.4|14.4| 19.9
Building a histogram 2.2(3.7(10.0|18.5| 21.7
Thinning by Zhang and Suen 1.7{3.6| 6.1| 8.8 10.3
Building a level set of pixels values|1.7{3.3| 7.6{10.0| 20.0
Calculation of the EDT 2.0|4.7| 7.5|15.5| 20.0
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4 Optimization of Algorithms of Vertical Image
Processing

Bit-serial character of vertical processing results in direct relation of algorithm
execution time to the color depth of processed image. However, the optimization
of calculations by the branching of kind “if the i-th bit plane of an image is
filled exclusively with one bits (or zero bits), perform A; otherwise, B” allows,
in a number of cases, making the execution time of the “vertical” calculations
dependent not on a formal size of a pixel, but on the number of different values
that pixels of the image being processed take. This can be illustrated by the
example of the optimization of the histogram building and vertical profile build-
ing algorithms. Table 2 shows the time results (in seconds) of application of the
non-optimized and optimized algorithms of histogram building and of vertical
profile building to two similar grayscale images I; and I of size 1600 x 1400
pixels, pixels of which take 231 different values in the range from 0 up to 255.
For I; pixel representation, 8 bit planes are used (256 gray gradations); and for
I, 16 (65536 gray gradations).

Table 2. The results of optimization of vertical image processing algorithms

Algorithm Image
I, (8 bits per pixel)|[I2 (16 bits per pixel)
Building histogram (not optimized) .3700 93.0000
Building histogram (optimized) .3000 .3200
Building vertical profile (not optimized) .0072 .0178
Building vertical profile (optimized) .0072 .0103

The time complexity of the non-optimized algorithm of histogram building,
i.e. its execution time as a function of image color depth L, is O(2L) [17]. As
the table shows, the time of execution of the optimized algorithm turns out
to be almost independent on L. The optimization of the algorithm of vertical
profile building, whose time complexity is O(L), turns out to be less effective
because of comparability of computational costs of optimization with costs of
calculations themselves. Nevertheless, the growth of the execution time of the
optimized algorithm with the increase of the color depth is slower than linear.

5 Application of the Library PLVIP: Solution of the
Problem of Recovery of an Elevation Map from a Set
of Contours

5.1 Statement of the Problem

The library PLVIP was used for solving a problem of the recovery of an ele-
vation map from a set of contours. The problem is considered in the following
statement []].
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1. Let a rectangular region B of raster plane with square elements (pixels) be
given; B will represent the result of discretization of some region of the Earth
surface.

2. The set of B pixels in which the value of the height of the Earth surface is
equal to H is called a contour of the level H.

3. Let the set C1,Cs, ..., Cg of the contours of the level Ly, Lo, ..., Lg respec-
tively be given on B, and L; < L; when ¢ < j.

4. The set of contours reflects the Earth surface continuity, that is, there are
no contours C; and Cj,j > i + 1, that are not separated from one another
by the contours C;i1,Cita,...,Ci-1.

On the basis of (1-4), it is required to approximate the value of Earth eleva-
tion in the pixels of the set U = B\ UiS:1 C;.

It was shown in [9] that the condition (4) can be weakened and one can
allow even an intersection of contours of different levels. However, the respective
changes in the algorithm do not influence its parallelization so all the reasonings
below will be referred to the simpler statement (1-4).

5.2 Algorithm of Solution

The considered algorithm of the problem solution is described in details in [9].
Without going in details, note that the algorithm consists of the following steps.

1. Each contour C; is divided into non-intersecting subsets of pixels Cjj;,j =
1,...,J(i) (segments) such that two different segments of one contour C; are
separated from one another by the set D; = J, / +Ck.

2. For each segment C;;, a region of dependency dep(C;;) is built, which consists
of pixels not separated from C;; by D; (Fig.5); in dep(Ci;), a field Dist;; of
Euclidean distances to C;; and a field of the segment level Height;;, which
value is equal to L; in every pixel, is built.

3. Four global fields are assembled from the built local ones: Distg and Disty,
which are the compositions of the fields of distances to the segments of even-
and odd-numbered contours respectively, and Heighto and Height;, which

2 (&3]
S
ﬁb
Cu Cy Cy

Fig. 5. The segments of the contours C1, C2, and Cs; the gray region is dep(C11)
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are the the similar compositions of the fields of segments levels (the operation
of the composition is correct because the regions of dependency of either two
segments of non-neighbor contours or two different segments of one contour
do not intersect).

4. The field of height approximating values H is obtained as the result of an
array arithmetic operation applied to the global fields built:

DistgHeight; + Dist1 Heightg

H =
DiStl “+ DiStO

This formula is a two-dimensional generalization of one-dimensional linear
interpolation; in the case of the “continuous” plane, it provides the contin-
uous 3D surface recovery.

The example of the algorithm application is shown on Fig. 6: the left picture
is the set of 15 contours on the raster map of the size 500 x 500 pixels (black
pixels on white background), the right picture is the result elevation map.

Fig. 6. The example of the recovery algorithm application

5.3 Parallelization of the Algorithm with the Library PLVIP

The most time-consuming parts of the algorithm are the extraction of segments
from contours and calculation of EDT for them (the final arithmetic operation
takes the small part of the algorithm execution time and can be easily parallelized
by the domain decomposition). At that, only EDT calculation is well parallelized
by the domain decomposition (as is seen from Table 1). The operation of segment
extraction and its region of dependency building consists of the iterative sequence
of the shifts of a contour image; moreover the criterion of the termination of
segment extraction is a predicate concerning some image as a whole, and this
image is changed from iteration to iteration.
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Consider three approaches to the parallelization of the algorithm, imple-
mented with the PLVIP library.

Algorithm A;, the base parallelization way of the PLVIP library. Each
image involved in calculations is cut into horizontal strips, which are then dis-
tributed among processors. Here an image Y-shift results in the data transfer
across the boundary between neighbor strips, and the check of the condition of
the termination of segment extraction requires the synchronization of the work
of all executing processors. Next, for the parallel calculation of the distances field
of a segment, each processor needs the whole image of the segment obtained, so
it is necessary to assemble it on every processor. The obvious disadvantage of
this approach is the intensive interprocessor interaction.

Algorithm Aj, parallelization by contours. Each processor processes (i.e.,
extracts segments, builds regions of their dependency, and calculates distances
and levels fields) its own subset of contours, and a contour is processed as a
whole by one processor. After that, the local fields of distances and of levels
are gathered on the root processor, where then the global fields Distg(;) and
Heightg(;) are composed. Next, the global fields, which are fixed-point images,
are cut into strips and distributed among the processors for the final arithmetic
operation carrying out. The advantage of this approach is the small dependency
of parallel processes, as synchronization and interprocessor interaction is required
only when the data obtained are assembled. The disadvantage is limiting the
number of processors by the number of contours and the possibility of non-
uniform load of the processors, since the workload of a single processor depends
on the number and complexity of the contours it processes.

Algorithm Ag, parallelization by contours with the equalization of work-
load. The extraction of segments from each contour is carried out by one pro-
cessor. Processors that have no contours or that have already processed their
contours get extracted segments by request and calculate EDT for them. If there
are no requests for the segment, it is processed by the processor that have ex-
tracted it. The processing of requests is carried out by the root processor, which
does not take part in the calculations themselves. This approach seems to be the
most flexible of three listed ones; there is no strong processes dependency as in
A;, and more uniform processors load is reached than in As.

The computational experiments were carried out on MVS-1000/M for the
set of 15 contours on the raster map of the size 1600 x 1400 pixels (total segments
number is 29951). The results of the experiments are shown in Table 3.

In the table, for each algorithm A,, its execution time T4, (in seconds) and
its speed-up Acy, relative to the one-processor execution (2574 sec) are given
for different numbers of the executing processors. As it is seen, the algorithm Aj
loses to other approaches in the execution speed for small (2-3) numbers of the
processors only.

The detailed analysis of the critical sections of all three algorithms is done
n [I0]. Here we just note that the results of the experiments give illustration
in support of the chosen strategy of the library PLVIP building, providing the
alternative ways for the parallelization of computations.
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Table 3. The execution time of the parallel versions of the elevation map recovery
algorithm

Number Algorithm
Of A1 Az A3
processors| Ta, |Aca, | Ta, |Aca,| Ta, |Aca,
2 1136| 2.27|1270| 2.03({1943| 1.33

3 911| 2.83] 965| 2.67|1004| 2.57
5 909| 2.83| 690| 3.73| 584| 4.41
7 785| 3.28| 507| 5.08| 436| 5.91

11 780| 3.30| 429| 6.00| 311| 8.28
13 866| 2.97| 323| 7.98| 262| 9.83
15 833| 3.09| 246{10.47| 236|10.92
20 935| 2.76 - -l 220|11.71
24 - - - -| 211{12.21

6 Conclusion

Despite the serious limitations posed by the vertical image representation (uni-
formity of computational algorithms, growth of computational costs with in-
crease of color depth, etc.), the creation of the library PLVIP is an important step
toward the understanding of the principles of building image processing systems
on conventional multiprocessor MIMD-computers. Based on the received expe-
rience, the work on creation of the universal high-performance image processing
library on the multiprocessor computers of the Siberian Supercomputer Center
starts in the Image Processing Laboratory of ICMMG SB RAS. Support of both
vertical and traditional image formats and a variety of parallelization methods
(”image on single processor”, ”cutting image into strips”, ”cutting image into
strips with overlapping”, etc.) have been chosen as the important principles of
building the library. In addition to the basis algorithms of image processing, the
original ones elaborated in the laboratory and oriented to the aerospace images
will be also included in the library.
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Abstract. Experiments of neural network training procedure paralleli-
zation are conducted. Several styles of parallelization are described and
compared, estimations of neural network size and training set size that
allow speedup on two-processors SMP machine are obtained.

1 Introduction

Artificial neural networks are a flexible instrument for solving a lot of problems
including non-linear regression, supervised learning and pattern recognition, un-
supervised learning, associative memory, optimization tasks etc. Here we study
only a back-propagation neural networks introduced in 1986 and named so be-
cause of the main part of its training algorithm doing ”back propagation of
errors” to compute gradient vector along adjustable (trainable) variables.
Experiments of running neural networks on parallel computers start at the
end of 1980-ies [1I213], but mostly focus on the specific architectures — trans-
puters, connection machines, massively parallel computers. This epoch of inves-
tigations ends in the middle of 1990-ies with a remarkable works of [A5I6I7]]
(see also references therein). Moreover, results of [§] were confirmed recently
[OTOUTT]): so-called online training is theoretically faster than batch-training, but
unparallelizable (batch training that accumulates penalties and updates over the
patterns of the training set can be parallelized, but in general converges slowly).
Here we study parallelization for SMP (symmetric multiprocessors) comput-
ers. This research becomes necessary due to wide usage of multiprocessor servers,
HyperThreading technology that was introduced by Intel Corp. recently, and
plans of Intel Corp. to step to multicore processors, each core of which will
support HyperThreading (i.e. can run two threads simultaneously under some
restrictions). So in a nearest future we will be able to run up to 4 parallel threads
on a single dual-core processor, and SMP computations will be of usual use.
Such a perspectives of hardware evolution makes SMP-programming more
valuable than clustering techniques because of widely usage of a common com-
puters (with multikernel processors therein) in a nearest future. Also, results
obtained for SMP-software give some landmarks for a cluster platforms too.
In the paper we briefly describe neural network structure and training al-
gorithm and possible parallelization schemes, then describe data bases used in
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experiments and provide experimental results. Then we discuss some additional
questions and perspectives.

2 Artificial Neural Networks

2.1 Neural Network Structure

Here we use only a most convenient network structure — feedforward network

with a single hidden layer of neurons. For a input vector x of n components and

vector of desired outputs y of m components we can describe neural network

as follows. Firstly, we compute the outputs of a hidden layer of N neurons as
n

zi=f (Z Zpwi; +wo;) for each that neuron ¢ using nonlinear function f, usually
k=1 ;
of sigmoidal form a-la f(6) = m, ¢ > 0. Then we compute each j-th output
c
N

signal 9; = E zjuyj + ug;. Variables wgp, ucq are trainable network coefficients

that shouldlbtle adjusted during training. Training should minimize differences
between desired and obtained signals (y; and §; respectively) using some error
measure, e.g. of a mean square error form.

Different optimization methods can be used during training — random search,
genetic algorithms, gradient optimization techniques. Here we use the last one be-
cause ”back propagation of errors” (precisely, back propagation of partial deriva-
tives of the error measure) algorithm allows fast computation of gradient vector
of error measure function along values of trainable network variables. When we
obtain gradient vector, we can use gradient descent equation to improve quality
of network’s response by making step along the antigradient direction.

2.2 Training Scheme and Possibilities of Parallelization

Here we use batch training — accumulation of gradients for all the patterns col-
lected in training set to compute overall gradient: for error measure H;(x;,y;) =
lly: — ¥i(x;)|| for a training pattern {x;,y;} and overall error H = Y H; we can
compute VH as VH = VY H; = > VH,;, therefore computation of different
H,;’s and their gradients can be done in parallel over a different parts of the
training set. Le. for two parallel threads and K training patterns we can divide
training set onto sets with pattern indexes {1, ..., K/2} and {K/2+1,..., K}, si-
multaneously compute H' and VH! by the first and H? and VH? by the second
thread and then obtain final values of H = H' + H? and VH = VH! + VH?.
Oppositely, online-training corrects network after each pattern processing
(along VH;, not VH) — this is unparallelizable due to frequent modifications of
the network and loss of suitability for any other parallelly computed gradient
(which becomes obsolete after model correction along the concurrent one).
Each batch-training epoch consists of overall gradient computation, unnec-
essary phase of step size and/or descent direction selection (e.g. using conjugate



188 V.G. Tsaregorodtsev

gradient method) and network modification. Iterations last until the desired
value of H is obtained or some stopping criteria is met, e.g. local minima found.

For SMP-parallelization, i.e. fast memory access without any slow network
links, we propose the following three data separation schemes:

1. Thread requests for a next unprocessed pattern, i.e. there is no hard or formal
separation of the training set. But we should additionally synchronize access
and modification of a pointer to a next pattern.

2. Hard separation — training set is divided onto a parts which number is equal
to a number of processors without any redivisioning lately. Each processor
(thread) here will work with a constant subset of patterns that can be cached.

3. Hard separation, but if the thread finishes his prescribed data processing, it
handles some of currently unprocessed data assigned to the other thread.

The third scheme is required because we can stop i-th pattern training when
the desired H; is obtained. So we can skip VH; computation, and when the
numbers of already-trained patterns in a sets corresponded to different threads
differs greatly, some threads may finish their work earlier and should wait others.

3 Data Bases Used in Experiments

We use 20 real-world data bases available from http://kdd.ics.uci.edu/. All of
them are classification tasks. Table 1 summarize data base properties (number
of classes, number of training examples and the number of bytes to store prepro-
cessed data base and some additional information needed) and neural networks
properties (number of neurons, input signals, number of adaptive variables in
network). For three data bases we use neural networks of two different size in
order to propagate results further along the network size scale.

4 Results of Experiments

Parallelization properties was implemented into author’s own neural network
software package running under MS Windows. We did not use any high-level
parallelization package but create and synchronize threads using Window API.
Neural network kernel previously was programmed careful enough — without
object orientation that can hurt performance, with manual reprogramming of
some routines using Assembler.

Experiments was conducted on a SMP workstation with two 1Ghz Pentium
III processors. For the last two parallelization schemes (as numbered in Section
2.2) we also study implementations with hard assignment of every thread to a
definite processor in order to maximize cache hitting for non-changing partitions
of training set. Curiously, this versions help to increase speedup further (about
3+5%) not for the small data bases but also for the great ones too, where only
a little amount of data can be cached, but this results are not shown here.

Results of experiments are presented on Figures 1-3 where vertical axes count
speedup obtained over the initial single-threaded version.
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Table 1. Data base sizes and corresponded neural network sizes
Database |Num. off] Num. of |Num. of{Num. of|Num. of adaptive|Data size,
name patterns|input signals| classes |neurons variables in bytes
AnnThyroid | 3772 21 3 10 253 437552
Car 1728 6 4 15 169 110592
HypoThyroid| 3162 19 2 10 222 316200
Letter 20000 16 26 25 1101 5600000
Mushrooms | 8124 111 2 10 1142 3802032
Musk 6598 166 2 10 / 15 1692 / 2537 4539424
Nursery 12960 8 5 20 285 1036800
OptDigits 3823 62 10 10 740 1284528
PageBlocks | 5473 10 5 10 165 481624
PenDigits 7494 16 10 10 280 1139088
Satellite 4435 36 6 20 866 887000
Shuttle 43500 9 7 15 262 4350000
Spambase 4601 57 2 25 1502 1159452
Vowel 990 11 11 15 356 138600
Yeast 1484 8 10 40 770 178080
MF-Fac 2000 216 10 10 / 15 2280 / 3415 1904000
MF-Fou 2000 76 10 15 1315 784000
MF-Kar 2000 64 10 10 760 688000
MF-Pix 2000 240 10 10 /15 2520 / 3775 2096000
MF-Zer 2000 47 10 15 880 552000
18
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Fig. 1. Speedup obtained using two threads over single thread. Marks on a horizontal
axis are from the simple ordering of the neural networks along their size

Fig.1 show speedup values when neural networks are simply ordered by their
size. Effectivenesses correspond to parallelization schemes numbering, which is
clear enough: for the scheme where threads simultaneously ask for the next un-
processed pattern great enough fraction of time is thrown away because of syn-
chronization waits. When data set is divided between threads the third scheme
with adaptive capturing of some examples unprocessed by the other thread runs
faster than scheme with no-helping-to-each-other threads.
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Fig. 2. The same results as in Fig.1, but horizontal axis counts real network size

1.8

12 b 3 —— Method 1

1 ﬂ ii \ J m/ —s— Method 2

08 l \“Qfl —#— Method 3

06 . . . . . .
0 1000000 2000000 3000000 4000000 5000000 6000000

Fig. 3. Dependencies between data size, in bytes, and achieved speedup

Fig.2 shows the same results as Fig.1 but horizontal axis correspond to a real
number of adaptive parameters in the network, so we can see more clearly that
concurrent (first one) scheme gives no speedup for nets with less than 300 coeffi-
cients. Both Fig.1 and Fig.2 indicate speedup improvement with the network size
growth, so it’s possible to conclude that parallelization can be efficient (gives, at
least, speedup of 1.5 for two-processors computer) only for the back-propagation
networks with 1000 synapses at least. Network of that size is suitable for the
great number of real world problems, and it’s difficult to find a problem where
a network with 10000 or more weights is required — but only for such a big
networks we can achieve speedup near the theoretical limit of 2.

We should note that computations during neural network training are mainly
of multiplication/accumulation instructions (see Section 2) that can be efficiently
encoded by the compiler using SSE instructions (or programmer by itself can use
vector-matrix computation package with SSE optimization therein) — this is the
reason for the great influence of threads synchronization routines because each
training epoch for small and medium-sized nets last only fraction of a second.
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There may exist some dependence between speedup ratio and data base size
(e.g., cache size influence), but less certain. Data base size affect on effective-
ness less than network size, all the speedup drops on Fig.3 correspond to small
nets.

5 Conclusion

We study the effectiveness of neural network software parallelization on two-
processors SMP computer, explore three methods of data separation and some
additional tricks. Obtained results are promising: for the most efficient scheme we
obtain average speedup about 1.5 over a single-threaded program, and speedup
varies from 1.2 to more than 1.6 over a wide pairs of network and data sizes.
We plan to step to heterogeneous parallel scemes which is necessary for Hy-
perThreading feature of Intel Pentium IV Prescott processor where two threads
can run simultaneously only while using different blocks of CPU, e.g. floating
point and general purpose blocks. Also we’ll study techniques and influental
things more carefully, for other network structures and methods too [12].

References

1. Beyon T. A parallel implementation of the back-propagation algorithm on a net-
work of transputers / Proc. First IEEE Int. Neural Network Conf. 1987.

2. Murali, P., Wechsler, H., Manohar, M. Fault-tolerance and learning performance
of the back-propagation algorithm using massively parallel implementation / Proc.
of Frontiers’90, The Third Symposium on the Frontiers of Massively Parallel Pro-
cessing. College Park, MD, USA. 1990. — pp.364-367.

3. Paugam-Moisy H. On parallel algorithm for backpropagation by partitioning the
training set / Proc. Fifth Int. Conf. Neural Networks and Their Applications.
Nimes, France. 1992. — pp.53-65.

4. Kumar V., Shekhar S, Amin M.B. A scalable parallel formulation of backpropaga-
tion algorithm for hypercubes and related architectures / IEEE Trans. on Parallel
and Distributed Systems, 1994. Vol.5. Issue 10. — pp.1073-1090.

5. Prechelt L. Data locality and load balancing for parallel neural network learning /
Proc. Workshop on Compilers for Parallel Computers. Spain, 1995. — pp.111-127.

6. Misra M. Parallel environments for implementing neural networks / Neural Com-
puting Surveys, 1997. Vol.1. — pp.48-60.

7. Strey A. EpsiloNN — A tool for the abstract specification and parallel simulation
of neural networks / System analysis - Modeling - Simulation, special issue on
Simulation of Artificial Neural Networks, 1999. Vol.34. No.4.

8. Torresen J., Tomita S., Landsverk O. The relation of weight update frequency to
convergence of BP / Proc. World Conf. Neural Networks (WCNN’1995). Washing-
ton, USA. 1995. — pp.679-682.

9. Wilson D.R., Martinez T.R. The general inefficiency of batch training for gradient
descent learning / Neural Networks. 2003, Vol.16. Issue 10. — pp.1429-1451.

10. Bottou L., LeCun Y. Large scale online learning / Advances in Neural Information
Processing Systems 16 (2003). MIT Press, 2004. — pp.217-224.



192

11.

12.

V.G. Tsaregorodtsev

Tsaregorodtsev V.G. General inefficiency of batch gradient usage for neural net-
work training / Proc. XII Conf. ”Neuroinformatics and their applications”. Kras-
noyarsk, Russia. 2004. — pp.145-151. (in Russian).

Tsaregorodtsev V.G. Perspectives for parallelization of neural-network data pro-
cessing and analysis software/ Proc. III Conf. ”Mathematics, Informatics, Control”.
Irkutsk, Russia. 2004. — 6p. (in Russian).



Development of Predictive TFRC with Neural
Network

Sung-goo Yoo!, Kil To Chong?, and Hyong-suk Kim?

L Chonbuk National Univ., Control and Instrumentation, 664-14 1Ga Duckjin-Dong,
Duckjin-Gu Jeonju Jeonbuk 561-756, South Korea
dingb@chonbuk.ac.kr
2 Chonbuk National Univ., Electronics and Information, 664-14 1Ga Duckjin-Dong,
Duckjin-Gu Jeonju Jeonbuk 561-756, South Korea
{kitchong, hskim}@chonbuk.ac.kr

Abstract. As Internet real-time multimedia applications increase, the
bandwidth available to TCP connections is stifled by UDP traffic, which
results in the performance of overall system to be extremely deterio-
rated. Therefore, developing a new transmission protocol is necessary.
The TCP-friendly algorithm is an example satisfying this necessity. The
TCP-Friendly Rate Control (TFRC) is an UDP-based protocol that con-
trols the transmission rate based on the variables such as RTT and PLR.
In the conventional data transmission processing, the transmission rate is
determined by the RTT and PLR of the previous transmission period. If
the one-step ahead predicted values of RTT and PLR are used to deter-
mine the transmission rate, the performance of network will be improved
significantly. This paper proposes a predictive TFRC protocol with one-
step ahead RTT and PLR. A multi-layer perceptron neural network is
used as the prediction model, and the Levenberg-Marquardt algorithm is
used as a training algorithm. The values of RT'T and PLR were collected
using UDP protocol in the real system used for NN modeling. The per-
formance of the predictive TFRC was evaluated by the share of Internet
bandwidth with various protocols in terms of the packet transmission
rate. The extensive experiment of the suggested system in real system
was performed and proves its advantages.

1 Introduction

Most Internet traffics are caused by TCP based protocols, such as HT'TP (Hy-
pertext Transfer Protocol), SMTP (Simple Mail Transfer Protocol), FTP (File
Transfer Protocol). In addition, there is a new issue stemming from an increase
Internet traffic, which is due to the real-time audio/video streaming applications,
in using an UDP, such as an IP telephony, Internet audio player, and VOD. A
real-time application generally doesn’t use a TCP [1], and uses a UDP [1] algo-
rithm, which doesn’t consider congestion control. If congestion control applied
in the network where a TCP and UDP share the same link, the TCP will reduce
the transmission rate to solve the congestion problem; however, the UDP will
maintain its transmission rate and increase the congestion due to it occupies a
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large part of the effective bandwidth. This property will facilitate an imbalance
in the use of a network.

In order to solve these problems, a modified rule of transmission rate control
can be applied to non-TCP traffics for sharing the bandwidth fairly with the
mechanism of TCP transmission. This transmission rule should have the prop-
erty that non-TCP applications include the TCP-friendly property, in which the
system should support a fair distribution. There have been various TCP-friendly
algorithms reported to solve unequal distributions [2][3][4]. The most prominent
algorithms among them are the Rate Adaptation Protocol (RAP)[5], and TCP
Friendly Rate Control (TFRC)[6].

An important property of a TCP-friendly algorithm is control the transmis-
sion rate adaptively by measuring the network condition. However, this property
doesn’t consider a QoS (Quality of Service), which affects the quality of a trans-
mitted image, due to focus on the fairness aspect for TCP flows. In addition,
the existing TCP-friendly algorithm determines the control transmission rates
based on RTT and PLR of the previous states. Therefore, when the packets are
transmitted through network based on the transmission rate is not appropriate
for the present network condition anymore. The transmission rate is optimal
for the past packet transmission condition. This suggested algorithm estimates
the Internet bandwidth during data transmission, which is called the RTT, and
PLR and predict the one-step-ahead value of them using a neural network. The
predicted RTT and PLR were used as important factors for a prediction of trans-
mission rate. Moreover, the prediction model included a transmission protocol
that developed through this study are evaluated its performance through real
network system tests.

A decision tree, rule based, and neural network were generally used to build
the prediction model. This study used a neural network, which can model the
nonlinear system [7]. A multi-layer perceptron (MLP) structure [8] was used
as a model structure. The Levenberg-Marquardt Back-propagation (LMBP)[9]
solving the problem converges to a local minimum, which is a demerit of the
back-propagation algorithm [10], was used to train the neural network(NN).

In order to improve the accuracy of the prediction model, the NN was trained
by using a moving average value, which has been applied to the transmission rate
control mechanism of the TCP [11][12]. In addition, a hybrid method, which
operates the prediction model when the network is under a congestion situation,
and the general TFRC was operates when the network is in a normal operating
condition. The main contributions of this paper are

. Development of a neural network model for the RTT and PLR of the network.

. Propose a predictive TFRC protocol.

. Improvethe valid transmission packet rate compare to the TFRC protocol.

. The suggested predictive TFRC does not deteriorate the TCP transmission
compare to the UDP protocol.

= N

After brief reviewing the basic concept of TFRC and NN in section 2 and 3,
the real experimental system has been set up in order to verify the suggested
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system in section 4. The measurement of the RTT and PLR has also been dis-
cussed in section 5.1 and 5.2. Section 5.3 shows the neural network modeling
and the packet transmission rate control tests in the real system and the brief
concluding remarks are offered in section 6.

2 TCP-Friendly Transmission Rate Control

Multimedia transmission can be classified into two main methods, which involve
either replaying the entire multimedia file previously downloaded from a web
server or streaming. In the latter case, a part of the entire file is downloaded and
the multimedia content is displayed while the rest of the file is being downloaded.
The method of streaming is well suited to the real-time broadcasting of audio
and video data.

In the case of multimedia transmission using the Internet, packet loss occurs
mainly as a result of transmission errors and congestion. In response to this, the
TCP protocol reduces the transmission rate using its own method of congestion
control. Therefore, if a number of TCP connections that have a similar RTT
delay share the same channel, they will share the available bandwidth equally.
The problem of bandwidth distribution was not studied in detail in the past,
because almost all traffic utilized a TCP based protocol, but it is becoming one
of the most important issues, due to the increasing use of real-time applications,
such as IP telephony, video conferencing, etc., and Non-TCP traffic such as au-
dio/video streaming services and various other services. Unfortunately, whereas
TCP reduces the transmission rate when the network is under congestion condi-
tion, but Non-TCP protocols increase the overall amount of traffic by continuing
to transmit at their original transmission rate, because Non-TCP traffic does not
incorporate any method of rate control that is compatible with TCP. Therefore,
a mechanism is needed which allows the transmission rate of Non-TCP traffic
to be controlled and which is compatible with that of TCP. In addition, it is
necessary to distribute the available bandwidth, by making the Non-TCP traffic
adhere to the TCP-Friendly protocol, in order to solve the problem referred to
as TCP-Friendly congestion.

Any method based on TCP-Friendly congestion control should calculate the
transmission rate based on a TCP model [11], in which the average transmission
rate over time can modeled by considering the operation of TCP in the steady
state. This depends on the operation of the TCP protocol, but can basically be
expressed as Eq. (1).

R = f(PLR,RTT) (1)

where R is the transmission rate, PLR is the packet loss rate, and RT'T is the
round trip time.

The transmission rate used in this paper is in Eq. (2). The derivation of the
Eq. (2) is shown in [2].
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S

R= (2)
RTT\/ +trro (3@) p(1+ 32p?)

where, trro is the retransmission time out, p is the packet loss rate.

3 Neural Netowork

The structure of the predictive model used in this study is the multi-layer per-
ceptron NN and consists of an input layer, hidden layer and output layer. The
output of the multi-layer perceptron is presented in Eq. (3) [13].

ZJ (t) = Gi 507 Zwljfj <Z w]l@l+wj0> +W10 (3)

= =1

where 6 is a parameter vector that includes all of the adjustable parameters in the

neural network structure, and {w;;, W; ;} are weights and biases, respectively.
The error function, F, that represents the error between the output of the

training data and the output of the neural network can be defined as in Eq. (4)

1 k
= 5; (4)

where ¥, is the target value of the training data and o, is the output of the
neural network.

The LM algorithm was used in training. This algorithm can solve dynami-
cally the problems presented in the Steepest Descent and Newton methods. The
weight w can be obtained by using Eq. (5).

wip1 = w; — (H+AI) " VF (w;) (5)

where VF (w;) = g—i:gradien‘u F= Zg:o e} is SSE(square-sum error) k is the
kth sample,H = V2F (w) is the Hessian matrix, and \ is a parameter varying
dynamically.

However, the LMBP algorithm adopts the Gauss-Newton method that ap-
proximates the value of H since the second derivative produces computational
problems. That is, the value of H used in the Newton method can be obtained
by means of Eq. (6).

02F 2 [er (w) dex (w) 82ey, (w)
H = [V?’F (w)], = g W)
[V (w)} (¥ awlan 1; |: 8wl ow w tex (w) awiawj (6)
where the second term of Eq. (6) can be neglected, hence
N
8€k ( )
[V°F 23 G = W w (7



Development of Predictive TFRC with Neural Network 197
where Jy; = ge’“ is a Jacobian matrix. By using this approximation, the necessity

to use the second derivative can be eliminated. VF(w;) presented in Eq. (8) is
defined by

Therefore, the modified LMBP algorithm can be expressed as Eq. (9).

W1 = W — [J7 (W) J () + Amd] " IT () € (wim) 9)

4 Experimental Set Up

4.1 End-to-End- System

A VBR(Variable Bit Rate) video transmission system through the Internet is a
type of end-to-end(ENDE) system based on a server-client configuration. Fig.
1 presents a typical server-client model[13]. The server-client system used in
this study was configured by a server, which was located in Cheonbuk National
University and had an IP address of 210.117.183.41, and a client, which was
located at Seoul National University and had an IP address of 147.46.156.91.
The operation system of the server is Wow Linux 7.3(kernel 2.4.18-4) and the
CPU is PIV 1.7 MHz, and memory size is 512 Mbyte. The client computer using
Redhat Linux 8.0(kernel 2.4.20), AMD Athlon 1200, and the memory size is
same as the server.

Transmission

Process N
N
\
\
: A !
P T ; | Receiver side
Y Shared ™y H e 2 T i
P Memory _/I St H V‘ © ssion
~ _ /‘,f ; : gy Processor
;oo
/ : Traffic
/" : Generator
Transmission llm< Prediction > i
Control Processor Processor :

Fig. 1. Structure of Server-Client system

The server has two processes, one is the data transmission processor and
the other one is transmission prediction processor, and the client also has tow
processors such as data receiving and retransmission processor. Each processor
was independently operated. The transmission prediction processor in the server
stores the predicted transmission rate to the shared memory in real-time, and
the data transmission processor transmitted data according to the transmission
rate, which was stored in the shared memory. The receiving and retransmission
processor located in the client side retransmits the probe header of the packet
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to the transmission rate prediction processor. Once the client processor receives
the packet, it divides the packet into a probe header and a data file, it then
retransmits the probe header, which has a new time data required to figure out
the RTT and PLR, to the transmission rate prediction processor.

The suggested system uses a shared memory for real time data transmission.
The main reason using a shared memory in the system is that fast access to
data can be achieved. Communication between different processors required four
different duplications of data; however, the shared memory method presented two
different duplications of data. Since rapid communication between the processors
can be achieved using a shared memory method, it is possible for the data
transmission processor and transmission rate prediction processor to operate
their own processing without any interrupts.

4.2 Data Transmission Rate Control Algorithm

The transmission processor can transmit packets using the TCP-Friendly method,
as mentioned in Chapter 2. The packet transmission test was conducted using
Eq. (2). The initial transmission speed is 100kb/s, and the whole packet size is
625 bytes, of which 64 bytes are reserved for the probe header. The probe header
is attached to the header of the transmission packet, in order to measure the RTT
and PLR. The probe header constitutes 7 segments; Sequence Number(tp), Se-
quence Number(rp), Sequence Number(RTT-PLR ep), Time Stamp(tp), Time
Stamp(rp), Time Stamp(RTT-PLR ep), and the User Data. The transmission
processor (tp), receiving-retransmission processor (rp), and RTT-PLR estima-
tion processor (RTT-PLR ep) were implemented using a socket program written
in the ANSI C language. The ’ep’ appeared in the above indicates the trans-
mission processor, 'rp’ is for receiving-retransmission processor, 'RTT-PLR ep’
represents the RTT-PLR estimation processor.

In addition, it has a storage area used to store numbers of transmitted
packets, so as to keep track of the order in which the packets are transmitted
from each processor and their transmission time. When the transmission proces-
sor transmits a packet to the receiving-retransmission processor, the receiving-
retransmission processor separates the probe header from the received packet,
inserts the packet number and current time into the probe header, and then
retransmits it to the RT'T-PLR estimation processor. When the RTT-PLR ep
processor receives the probe header, it estimates the RTT and PLR using Egs.
(10) and (11), respectively.

RTT = packet arrival time of RTT-PLR ep - Transmission time of tp (10)

total sum of the received packets at the round i

PLR =1- 100
(%) total sum of the transmitted packets at the round ¢ x
R — Ri_1
=1—— x 100 11
Si — Si—1 ()

R; : the sequence number of the latest received data at ¢
S; : the sequence number of the latest transmitted data at i
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R;_1 : the sequence number of the latest received data at (i — 1)
S;—1 : the sequence number of the latest transmitted data at (i — 1)

The RTT and PLR are measured in every 2 seconds called 'round’ in this
paper. where the round refers to a time interval of 2 seconds. When the Internet is
under the congested situation, the values of RT'T and PLR are likely to fluctuate
rapidly. Even though controlling the transmission rate can help reducing the
amount of traffic problems by rapidly applying these suddenly changed values of
RTT and PLR directly to the TFRC mechanism, the quality of service of real-
time applications will rapidly deteriorate. In order to prevent this problem, the
RTT and PLR of the TFRC algorithm should adhere to the calculation method
used by the RTT and PLR of the TCP algorithm. The TCP protocol can change
the estimated values of RT'T and PLR naturally by using a low-pass filter. The
estimated values of RTT and PLR can be obtained by using the moving average
as described in Eq. (12).

RTT* = aRTT" + (1 — a) newRTT , PLR* = oPLR" + (1 — @) newPLR (12)

where « is a parameter that has a recommended value of 0.9, and newRTT
and newPLR are recently estimated values of RTT and PLR, respectively. The
moving average can be used to control the transmission rate, by reducing any
sudden changes in the values of the RTT and PLR when the network is congested.
In the transmission test, the RTT and PLR are estimated at every round, and
the moving average RTT and moving average PLR are determined using Eq.
(12). Although a prediction model presented an excellent performance, in the
case of the prediction of RTT and PLR using a prediction model after passing
one round, some errors could possibly be occur. In this study, a TCP-friendly
algorithm was used to send data for the stable state having no loads in the
network. A predictive TFRC method, which controls the transmission rate using
the proposed prediction model, was used to decide the transmission rate when
the PLR was over 5%. This hybrid method can be effectively used to control
the transmission rate by removing an error of the prediction model, which can
occur in the network that has less loads. If PLR is less than 5%, use Eq. (13),
otherwise use Eq. (14).

R= i (13)

RTT\/%P +trTO <3,/%p> p(1+432p?)

S

R= (14)

RTTQ\/Q% +trro (3\/3%) po (1+ 32p3)

where, tgro is the retransmission time out, RTT> and p, are RTT and PLR
obtained using prediction NN.
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5 Experimental Results

5.1 Neural Network Modeling

This section evaluates NN predictive modeling performance for the RTT and
PLR. The training data of the RTT and PLR was collected using the real system
mentioned in section 4 using UDP. A traffic generator IPERF [14] was used to
produce the various situations involving network control in this experiment.

Table 1 shows the amount of traffic generated by IPERF, and the measured
values of the RTT and PLR from the experimental test, the first row shows the
amount of traffic generated. The average RTT is about 10.3ms when there is
no traffic, and the average PLR is about 0.5%. The RTT and PLR increased
rapidly when the traffic load is increased.

A multi-layer NN structure and LMBP training algorithm were used to obtain
one-step-ahead values of RTT and PLR. The NN model consists of 20 nodes
in the input layer, 8 nodes in the hidden layer, and the output layer has a
single node. The packet transmission test was performed by the communicating
between Cheonju and Seoul, 30 minutes long in every hour. The experiment
performed 15 times a day for more than one week. Approximately 70% of the
collected data was used to train the NN, and the rest was used to validate the
obtained NN model.

Fig. 2 depicts a part of the RTT data collected from the UDP transmission
while a load was applied as shown in table 1.

The NN was trained until the error reaches smaller than 1.4%. Also the PLR
data was collected with similar method as in the RTT case in order to obtain

Table 1. Experiment Results of RT'T and PLR

0 Mbyte|1l Mbyte|2 Mbyte|5 Mbyte|7 Mbyte
Max.RTT(ms)| 10.8 17.3 23.9 45.2 79.3
Min.RTT(ms)| 10.1 115. 19.4 29.7 34.9
Max.PLR(%) 1.2 24 8.1 12.7 14.4
Min.PLR(%) 0 0.5 3.8 11.3 12.5

RTT
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Fig. 2. Response of RTT obtained using UDP
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the training and the validation data for PLR as shown in Table 1. The training
procedures performed until the error reduces to as low as 1.52%.

NN Modeling of RTT and PLR using the moving average method also has
been performed. It demonstrated that the moving average produces better re-
sults when the data set characterized with high variation. By reducing the rapid

change, it was easier to train the NN, which improved the training where the
error can be low as 1.1% for RTT and 0.87% for PLR case.

5.2 Validation of a Prediction NN Model

Validation of a RTT and PLR. Fig. 3 and 4 present the validation results
of the RTT and PLR prediction model using data that was not applied to the
training process. The dotted line is the output of the neural network. It reveals
that an error occurred in the normal state, however, the error was reduced when
a large load was applied, where the error rate for RT'T was 5% and the PLR was

Validation of RTT Validation of PLR

-+ Validation data "+ Validation data
— Real data H — Real data

] 20 40 60 80 100 120 140 160 180 200
Time

Fig. 3. Validation for RTT

Validation of Moving average RTT

Fig. 4. Validation for PLR

Validation of Moving average PLR

-+ Validation data
— Real data

PLR

-+ Validation data
— Real data

Fig.5. Results of the validation
with moving average RTT

L L L L L L L L L
] 20 a0 60 80 100 120 140 160 180 200

Fig.6. Results of the wvalidation
with moving average PLR
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3.82%. This paper improved the performance of a prediction model by reducing
the variation range of the PLR using the moving average value in the next
section.

Validation of RTT and PLR with moving average method. Fig. 5
presents the validation results of the RTT neural network model that estimates
using a moving average values. An error occurred at the maximum value was
negligible. In addition, the error rate was about 1.125% and significantly im-
proved compare to the case that didn’t apply the moving average, where the
error rate was 5%.

Fig. 6 presents the validation results of the NN model that estimates the PLR
using the moving average values. The graph showed improved results compared
to the case without moving average method, where the error rate was about 0.9%.

5.3 Measuring a Bandwidth Sharing Rate

This section conducted a test from the viewpoint of bandwidth sharing for the
TFRC (pTFRC1) that was simply applied by a prediction model, and TFRC
(pTFRC2) that was applied by the prediction transmission using both the mov-
ing average and hybrid method.

Simultaneous Transmission of TCP and UDP. Fig. 7 presents the trans-
mission rate for the simultaneous transmission of TCP and UDP by applying
the load from 0 to 7TMbps, which were produced using a traffic generator. This
process revealed that the UDP transmits data with a constant transmission rate,
regardless of the network condition, because it has no congestion control mecha-
nism. However, the TCP reduced its transmission rate according to the increase
in loads using a congestion control algorithm. In addition, the transmission rate
of TCP significantly decreased when loads is increased due to the aggressive
transmission of the UDP.

T
— TCP
. TFRC

Transmission rate[bps]
Transmission rate[bps]
2
2
g

. I . . . . . .
0 0.5 1 15 2 25 3 3.5 45 5 55 0 0.5 1 15 2 2.5 3 3.5
Traffic size[Mbps] Traffic size[Mbps]

Fig. 7. Simultaneous Transmission Fig. 8. Simultaneous Transmission
rate for TCP and UDP rate for TCP and TFRC
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Fig. 9. Simultaneous Transmission Fig.10. Simultaneous Transmis-
rate for TCP and pTFRC1 sion rate for TCP and pTFRC2

Fig. 8 presents the transmission rate for the simultaneous transmission of
TCP and TFRC by applying the same load as in the previous case. It revealed
that the TFRC significantly decreased the transmission rate according to the in-
crease in loads using a congestion control algorithm. The TCP also decreased the
transmission rate in proportion to the size of loads. However, the TCP presented
a higher transmission rate than that of the simultaneous transmission with the
UDP. This result was achieved due to the fact that the TFRC has mechanism
sharing the bandwidth with other protocols.

Simultaneous Transmission of TCP/pTFRC1 and TCP/pTFRC2. Fig.
9 presents the simultaneous transmission of the TFRC (pTFRC1) and TCP
algorithms, which decide the transmission rate by predicting the RTT and PLR,
which did not using either a moving average or hybrid method. The pTFRC1
reduced the transmission rate according to the size of the loads. However, this
demonstrates that the change in the transmission rate was minute. This means
that the prediction error still existed, and the aggressive transmission of the
UDP continued, even though the traffic was predicted.

Fig. 10 presents the simultaneous transmission of the TFRC (pTFRC2) and
TCP that were applied using the moving average and hybrid method. The pT-
FRC2 reduces its transmission rate compared to the existing pTFRC1, according
to the increase in loads, and presented higher transmission rate than that of the
TFRC. This means that the transmission rate was controlled by adapting the
traffic situation, while the sharing rate of TCP was maintained.

Simultaneous Transmission of every protocol. Fig. 11 presents the trans-
mission rate using the four different TCP protocols studied so far. It revealed
that the transmission rate of the TCP significantly decreased compared to other
protocols, because the UDP and pTFRC1 presented an aggressive transmission.
However, the TFRC and pTFRC2 provide a smooth reduction in TCP. The
pTFRC2 guaranteed the transmission rate of the TCP, while it maintained a
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higher transmission rate than that of the TFRC, even though the TFRC pre-
sented smoother changes than those of the pTFRC2.

Fig. 12 presents the transmission rate for each protocol according to the
size of loads. It reveals that the UDP transmits data using a constant speed
because it has no congestion control algorithm. The pTFRC1 still aggressively
transmits data due to a lack of prediction performance, even though it reduces
the transmission rate according to the load. The TFRC significantly reduced the
transmission rate in order to guarantee the sharing rate of the TCP. However,
the pTFRC2 maintained a higher transmission rate than that of the pTFRCI,
while it guarantees the sharing rate of the TCP.

6 Conclusion

This paper developed and evaluated a protocol, which controls the transmission
rate by predicting an Internet bandwidth in the data transmission through the
Internet. A neural network that is able to produce a nonlinear system was used
as a predictive modeling method. In addition, a LMBP algorithm, which showed
a fast convergence, was applied to train the model.

The RTT and PLR were collected using the UDP transmission method, and
the collected data was used to train the prediction model. In order to improve the
performance of the prediction model, the moving average values of the RTT and
PLR were used. Moreover, a hybrid method was used to improve the performance
when the network is not congested.

In order to evaluate the performance of the prediction model proposed in
this paper, a system was set up that transmits a packet between the systems
located in Cheonju and Seoul. The possible various situations of the Internet
were produced using a traffic generator. The sharing rate of the bandwidth in
the congestion situation was measured using the simultaneous transmission of
each protocol conjunction with the TCP, one of the typical transmission methods
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for the Internet. The test revealed that the prediction model trained by using the
moving average value presented a good transmission rate, while it maintained
the transmission rate of the TCP.
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Abstract. In this paper B, a new formulation is proposed for the prob-
lem of constructing parallel abstract programs of a required length in
parallel computing systems. The conditions of a planning problem are
represented as a system of Boolean equations (constraints), whose solu-
tions determine the possible plans for activating the program modules.
Specifications of modules are stored in the knowledgebase of the plan-
ner. Constraint on number of processors and time delays at execution of
modules are taken into account.

1 Introduction

The declarative languages and systems of parallel modular programming [, [2]
allow to accumulate knowledge of computing modules of a subject domain in
a computer memory and to use this knowledge for the automatic decision of
problems of given class. However the efficient use of this technology demands
the decision of a difficult problem of planning of the parallel abstract program
(constructing the plan for the problem solving).

Descriptions of modules (related by data) are located in the knowledgebase
of the planner. It is necessary to define what modules, in what sequence and
on what processors (from accessible) of the parallel computing system are to be
executed to calculate the required set By of target parameters from the given
set Ag of parameters (input data). The objective is to obtain a parallel plan for
solving the problem T' = (Ao, By), which is:

(1) admissible (the modules must be ordered so that each be provided with
necessary input data at its starting moment or, in other words, for any input
parameter of the plan module, there must be at least one previously encountered
module with the same output parameter),

(2) repetition-free (each module cannot enter into the plan more than once),

(3) irredundant (elimination of any module from the plan leads to an inad-
missible plan),

(4) efficient (the plan length must be less than or equal to a given value k).
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